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PykoBoACTBO agMuUHUCTpaTopa

1. BBepeHue

[aHHoe pykoBoacTBo cuctemHoro agmuHuctpaTopa N0 « PERCo-S-20 "Llikona"» (nanee —
pyKog8oOcmeo) npeaHasHa4YeHo Ans agMUHUCTPATOPOB CUCTEMbI, @ TaKKe AN CUCTEMHbIX
aAMUHUCTPATOPOB KOMMbIOTEPHbLIX CETEN M COTPYAHUKOB Cnyxb (nogpasgeneHuin) no
noggepXke nporpaMMHOro M annapaTtHoro obecnedeHus. B pykoBOACTBO BKIHOYEHDI
crnegyrowme onnucaHus:

HaCTpoWKa NoKaribHOW CETU U CETEBbLIX NapamMeTpoB KOHTponnepos u [NK cuctemsl;
WMHCTannaums n nuueHsmposaHune MMO;

HacTpoWnka napameTpoB paboTbl PeCcypcoB CUCTEMbI (KOHTPOMNEPOB, CYNTbIBATENEMN,
Ny v op.);

HaCTPOKKa pacCblfikn coobLLeHnI;

HacCTpOWKa cepBepa CUCTEMbI U cepBepa BUAEONOACUCTEMbI, CO3LaHMS U yNpaBeHus

BO.

PykoBoacTBO [AOMKHO MCNONb30BaTbCA COBMECTHO C PYKOBOACTBAMW MoOrb3oBaTeNs
ncnons3yembix moaynen 0.

lpumeyaHue:
JKcnnyaTaumMoHHaa [OOKYMeHTauus [OCTynHa Ha cante komnaHun PERCo,
pacnonoXeHHoMm no agpecy WWW.perco.ru, B pasgerne

NMopaepxka > [lokymeHTauums.

MpuHATBIE B pyKOBOACTBE COKpPALLEHUSA U YCITOBHbIE 0003HAYEHMS:
APM — aBTOMaTn3anpoBaHHoe paboyee MecTo;
B — 6a3a gaHHbIX,
Y — ncnonHutenbHoe yCTpONCTBO;
O3 — oxpaHHas 30Ha curHanusaumu,
Orl1C — oxpaHHO-NoOXapHaa curHanmMsaums;
OC - onepauunoHHas cnctema;
OLWUC — oxpaHHbIN Wneng curHanmsaumm;
M3 — noxxapHas 30Ha curHanmMsauumm;
MK — nepcoHarnbHbIN KOMNbLIOTEP;
MO — nporpammHoe obecneyeHmne;
MMKOIT — npnbop NpUEeMHO-KOHTPOSbHbBIV OXPaHHO-NOXKAaPHbIN;
MWC — noxapHbIn Wnend curHanmsaumm;
PK[ — pexxvm KOHTpons AoCcTyna;
Cb - cnyxba 6esonacHocTy;
CKY[ - cuctema KOHTpONA 1 ynpasreHUs JOCTYMNOM;
CYB[] — cuctema ynpaBneHusa 6aszamun gaHHbIX;
WC — wnend curHanusauuu.


http://www.perco.ru/support/dokumentaciya/

Cuctema PERCo-S-20 «LLkona»

2. CocTaB cuctemMbl

Cucmema «PERCo-S-20 "llIkona"» (ganee — cucmemMa) npegHa3HayveHa ans obecneyeHus
6e30nacHOCTM  LIKOMbl, MOBbIWEHUS YPOBHSA KOHTPOMS OUCUMMAMHBI, a Takke
aBTOMaTmsauum obecneveHnsa y4ebHbIX NpoLLEeCCoB.

CTpykTypHaa cxema CUCTEMbl MokKa3aHa Ha pUCYHKe Hwxe. Bce ycTponcTBa cuUCTeEMb
paboTaloT B eaMHOM MHMOPMaUMOHHOW cpede nepedayvn OaHHbIX, peann3oBaHHOW Ha
ocHoBe ceTn Ethernet. Kaxgoe ycTponcTBo cuctemsbl (KoHTponnep, MNK), nogknoyaemoe K
ceTn, LOIMKHO MMEeTb (pnKcupoBaHHbIN IP-agpec ans cBssm n obMeHa gaHHbIMKU C OpYrMMu
yCTpOMCTBaMu N cepBepaMmn CUCTEMBDI.

BHumaHue!

R Nns obecneyeHus MHGOPMAaLNOHHON ©e3onacHocTn HaCTOATENbHO
pekoMeHayeTCcs pasfefieHne CyLLEeCTBYOLLEN UNW CO3aHne OTOENbHOW NOoKanbHON
cetn Ethernet ons koHTponnepoB un cepBepoB cuctembl. [lpun atom [K ¢
ycTaHoBneHHbIMn moaynsmu MO ansa APM MmoryT HaxoanTbCsa B CETU NPeanpUaTUS.

B cocTtaBs cuctemsl MOTIyT BXOOUTb creayrwuine yCTpOVICTBaZ

e KoHTponnepbl poctyna, peructpauumn, ATIl ©n 3NeKTpoHHble MpoxodHble Ans
opraHusaunn Heo6xoanMoro Konn4yecTaa Touek npoxoaa nogcuctemol CKY[, a takke
BruomeTpuyeckme KOHTPOneps.l.

o T[IMKOIT ansa koHTpons OWC v MNWC n opraHnsaummn nogenctemol OlC.

e OpauH lNK c yctaHoBRNeHHbIM cepBepomM cuctemsl 1 cepsep b (CYB) ons cosgaHns
n obecnyxusanms B[ cuctembl. Hactponka cepsepa cuctembl n CYB[, a Takke
paboTa ¢ B[] ocyliecTBnsieTcsi C NOMOLLbIO Moaynsa «LjeHmp ynpaerneHusi».

e Heobxogumoe konunvectBo [1K c¢ yctaHoBneHHbiM 1O gna opranmsauumn APM.
MonHoMouns Ha goctyn K pasgenam 1O BblgawTcsa He3aBUCUMO. JTO NO3BOSSET
opraHusosatb APM uHOuBMAOyanbHO AN KaxJoro onepartopa B COOTBETCTBUM C
BbINONMHAEMbIMU UM OOIMKHOCTHBIMU 00S13aHHOCTAMM.

e OauH unn Heckonbko [NK ¢ ycTaHOBNEHHbLIM CepBepoM BWUOEONOLACUCTEMbI ONH
3anncu, XpaHeHust 1 NpocMoTpa KagpoB C KaMep Buaeonoacuctembl. Hactporka
cepBepa BuageonoacucTeMbl U co3gaHve panrnoB BUAeOapxuBa OCYLLECTBNAETCSH C
nomoupbto MO «LjeHmp ynpaeneHusi audeonodcucmemoli».

e |P-kamepbl (U1 aHanorosble Kamepbl, NOAKNOYEHHbIE K IP-cepBepam).
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3. TpeboBaHMA K nepcoHany, annapaTHbIM U NPOrpaMMHbIM
cpeAacTBam
TpeboBaHus Kk nepcoHany

PykoBoACTBO paccuuMTaHO Ha nonb3oBaTens, obrnagalwwero BbICOKMM  YPOBHEM
kBanudpukauum B obnactn T n npaktuyeckummn 3HaHusamMu o6 yCTaHOBKE, HAaCTPOWKE U
conpoBoXxaeHun npunoxenun B cpege OC cemenctea MS Windows, a Takke HacTponke u
ynpaBneHnun cuctemamu, OCHOBaHHbIMW Ha apXUTEKType "KnueHT-cepsep" B ceTaX Ha
ocHoBe npoTtokona TCP / IP.

TpeGoBaHUA K annapaTHbIM cpeacTBam

Onsa pabotbl cepBepoB u APM cuctembl Heobxogum [K, oTeevawowmi cnegyrowmm
MUWHUMAanbHbLIM TEXHUYECKUM TPEBOBaHUAM:
e [lpoueccop: Intel Core i3 (c YacToTon He meHee 3.6 'Ty). OnepaTuBHasn NnamaTb: 4 0.
e O6bem anckosoro npocTtpaHcTea: 500 6.
e BwupgeokapTta n MOHUTOpP C paspelueHnem He meHee 1920x1080 nukcenen.
e YctpounctBo uteHusa DVD-guckoB (aons yctaHoBku O ¢ guctpmbyTtusHoro DVD-
ancka). Knasmatypa v MaHUnynaTop «MblLliby.
e Cetb Ethernet. 10-BaseT, 100-BaseTX.

lpumeyaHue:

Cnucok nogaepkmBaembix cuctemon SMS-npoBanaepoB Anst otnpaBkn SMS-
coobLleHnn pasmelleH Ha cante komnaHum PERCo, no agpecy www.perco.ru, B
pasgene MnaBHasa > Noagepxkka > MNMO.

KonnyectBo kamep (B peXxume MOCTOSAHHOW 3anMcu) Ha OAWH cepBep onpenensertcs
CKOPOCTbIO 3aMnCKU Ha XEeCTKUM OUCK U napamMeTpamu BUOeO (paspeLueHne, Kogek u T. 4.).
Mpn pabote ¢ 06bI4HBIM HDD 1 npu ctabunbHom coegmHeHun no LAN pekomeHayeTcsa
ncrnonb3oBaTtb He 6onee 15 kamep Ha cepep. Mpn ncnonb3oBaHMK cneunann3npoBaHHbIX
ana 3anucn Bngeo HDD, obbveamHeHun mnx B RAID-maccuBbl U getanbHOM HacTpOWKe
KayecTBa BMOEO C KamMep MOXHO [OOMTbCA YyBENUYEHUS KONMYecTBa Kamep,
nogaepXmBaeMbix O4HMM CEPBEPOM BULAEOMNOACUCTEMDI.

Ba)xHo: xecTkme Oucku ¢ nomeTtkon "Archive" He npeagHasHadyeHbl Ang 3anucu BUOeO C
Kamep.
Tpe6GoBaHus K NporpaMMHbIM cpeacTBam

[nsa pabotbl cepeepoB n APM cuctemsbl Ha K gormkHa ObiTb YCTaHOBMEHA NIMLEH3NOHHas
Bepcust OC cemenictea Microsoft Windows.
e PekomeHgoBaHa K ucnonb3oaHuto Bepcuss OC Windows 7 Pro.
e BoamoxHo ucnonb3oBanHne OC Windows 8.x, Windows 10, Windows Server 2003
SP2, 2008, 2008 R2, 2012, 2012 R2.
e Bo03MOXHO, HO He pekoMeHaoBaHo ucnonb3oBaHuio OC Windows: XP SP3.

[na cepBepoB CUCTEMbI M BMAEOMNOACUCTEMBbI OOMYCTUMO MCMOMb30BaHWE 64-OUTHbIX
Bepcumn OC.


http://www.perco.ru/support/programmnoe-obespechenie/
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4. MNopanok NnoaroToBKU CUCTEMbI K paboTe

Mocne 3aBepLUeHus MOHTaXHbIX paboTt npuaepXxmBanTech cnegyroLen
nocrnegoBaTenbHOCTU OEUCTBUN NPU HACTPOMKE CUCTEMBbI:

1.

10.

11.

O3HakombTeCh C pa3paboTaHHOW CTPYKTYPHON CXEMOW CUCTEMBI, UCNOSIb30BAHHOW Npw
mMoHTaxe. Onpegenute, Ha kakue MK 6ygeT yctaHoBNeH cepeep cuctemsl 1 cepsep b[,
cepBep Bugeonoacuctemsl u mogynum MO ansa opraHnsaumm APM.

Mpn HeobxoammocTn yctaHoBuTe n Hactponte DHCP-cepBep. [na yCcTaHOBKN MOXET
ncrnons3oBatbces MK ¢ OC cemenctsa Windows vinu Linux.

B cooTteBeTcTBMM C TOMonorvenM u Mapwpytmsauuen B JloKaribHOW CceTu npu
HeobxoANMOCTN N3MeHUTE ceTeBble HacTporkn K 1 KOHTPONIEpPOoB.

[MpoBepbTe cB4a3b Mexay K cepBepa cuctemsbl, KoHTponnepamu, MK APM.

YcraHosute cootBeTcTBytowme N0 Ha BbiGpaHHble TMK.

3anyctute «ljenmp ynpaeneHusi» Ha 1K c ycTaHOBMEHHbIM CEPBEPOM CUCTEMbI U

cosganTe HoByw BlI.

B cpok oo 30 gHen nocne Havana ucnonb3oBaHWUs CUCTEMbI NPUOBPETUTE NULIEH3UID
Ha MCnonb3yemble MO4yNM W BBeOUTE KN4 akTMBauuyM Ha BKNagke YnpaBrneHue
JNINLEH3UAMM.

3anyctute  «KoHconb  ynpaesnieHusi» NOL4  YYETHOW  3anNUCbi)  NTABHOrO
agMuUHUCTpaTopa Ha ogHom mn3 MK,

Mepengute B pasgen «KoHguaypamop» n npousseante nobasneHne yCTpPOUCTB
CUCTEMbI B KOHGUIrypauuio.

Mepengute B pasgen «flomeweHusi», cCo3ganTe CNNCOK NOMELLEHUN YYPEXOEHUS U
pacnonoxute [JoGaBneHHble B KOHUIypauul CUCTEMbI YCTPOWCTBA B 3TUX
NOMELLIEHMSAX.

Mepenante B pasgen «HasHaYeHue npae docmyna ornepamopoe», co3faunTe
y4yeTHble 3anucu W BblganTe MofiHOMoYMa Ansg onepaTtopoB kKaxgporo APM B
COOTBETCTBUN C UX AOSMKHOCTHbIMW 06s3aHHOCTAMKW. 3aganTe naposib Ans y4eTHOM
3anncn ADMIN.
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5. CeTeBble HACTPOUKMU

5.1. Ucnonb3yemble ceTeBble MOPTbl U NPOTOKOSbI
i BHumaHue!

=== B OC cemenctrea MS Windows ons u3MeHeHWs MaKCMMarbHOro Konmn4ectBa
OAHOBPEMEHHbIX  MONYOTKPbITbIX mncxogawmx TCP  coeguHenun  (half-open
connections unu connection attempts) pekomeHayeTcss cnonb3oBaTb NporpamMmmy
Half-open limit fix. Mo ymonuanuio B Bepcum XP SP 2 n 6onee no3gHunx sepcusix OC
paspeluaeTtcs umeTb He 6onee 10 nonyoTKpbITbiX ncxoasawmx TCP coegnHeHun.

Ana dyHKUMOHMPOBAHNUS CUCTEMbI Heobxoammo obecnevnTb OOMeH AaHHbIMU Mexay
KoHTponnepamu, cepsepamm u APM cucrtemol no cetn Ethernet. ns nepegadn gaHHbIX
NPUKNagHbIM NPOTOKOSIOM CUCTEMbI UCMOSb3YIOTCA Kak agpecHas nepeaaya nakeToB Ha IP-
agpeca ycTtpoucTs rno npotokony TCP, Tak 1 luMpokoBeLaTensHas paccblfika no npoTokony
UDP. [Ins obmeHa nakeTamu B CUCTEME UCMNONb3YEeTCA CTEK NPOTOKOSOB, NPUBEAEHHbIV Ha
PUCYHKE HUXe:

MpuEnagHod YpoEEHE ( MpuenagHod npoTokon S-20 )
i F Y

TpaHCNopTHEIA YPOEEHE ( TCP ) ( LUDP )

ISP
DHCP
CeTeEOd YDOBEHE .

KaHaneHeli ypoBeHs ARP

TuzMeCkMA YPOEEHE C Ethernet )

CTeK NpoTOKONOB, UCNONb3yeMbIX A7 oOOMeHa B cucteme

Mpn nepegade nakeToB UCNONb3YIOTCA CETEBbLIE NOPTbI, YKa3aHHble B Tabnuue Huxe. OTn
NOpTbl AOMKHbI BbITb CBOGOAHBI U HE AOMMKHbI MCNOMb30BaTbCA APYrMMU CcUCTEMaMn U
cnyxbamn B cetn npeanpuatua. B cucteme He nopaepxuBaeTca dparmeHTauuns
IP-nakeToB. Hannune Takmx cepsepoB unu cnyxo, kak DNS n WINS, He TpebyeTcs.

lpumeyaHue:

Mpn wmncnonb3oBaHMM MEXCETeBOro aKpaHa (canepsona, OpaHamayapa),
YCTaHOBJIEHHOIrO AOMNOSTHUTENBHO UNN MHTerpupoBaHHoro B Windows, Heobxoanmo

npu KoHurypaumm obecneynTbs BO3MOXHOCTb goctyna MO n ycTponCTB CUCTEMBI K
yKa3aHHbIM CEeTEBbIM NOpTaM.


http://half-open.com/home_ru.htm
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MCHOHb3yeMbIe B CUCTEeMe ceTeBble NOPThbI

Mpotokon| MopTt

HasHauyeHue

18900
UDP

KOHUrypaums ceTeBbIX NapamMeTpPoB KOHTporepa

18901

LUMPOKOBeLLaTerNbHbIE Kafpbl (TONBKO MEXAY KOHTponnepamu) BHyTpU NoaceTH

18902

NopT KOHTponnepa Anst KoOHUrypaumm, ynpaeneHus 1 AuarHoCTUKK

18903

NOPT KOHTpONNepa Ansi npuemMa XxypHana permctpauum

TCP (18904

NOPT KOHTPOepa anda perncrpaumm nHonumpyrowiero yCTpOVICTBa

18905

NOpT KOHTpONNepa Ansi perncTpaumm BepuduumnpyoLLero ycTpomuctea

18906

NOPT KOHTPOIepa and npuemMma n aHanmida MOHUTOPUHra

5.2. OpraHu3aumsa LUMpPOKOBeLLUaTesIbHOU pPacCbISIKU NakeToB

L ) L]

L ] [ ]

L ] L}

CepBep cuctembl I

KoHTponnep PERCo-5-20 KoHtponnep
IP10.1.1.2 IP10:1.1.5 IP10.2.1.2

. |E I r .

L] L]

L ] L ]
KoHTponnep APM KoHTponnep
IP10.1.1.3 IP101.1.6 IP10.21.3

KoHtponnep ]

IP10.1.1.4

£

IP10.11.1

XaG 10.1.1.1-i
noaceTtu

-9 L

APM
IP101.1.7

KoHtponnep
IP10.21.4

Xa610.2.1.1-i
noAaceTM

B

IP10.2.1.5

[
[

v

-

IP10.31.2

KoHTponnep

L ]
]
L ]

APM KoHtponnep
IP10.2.16 IP10.31.3
4@‘: :
L ]
L ]

KoHTponnep
APM 1P 10.3.1.4

IP10.2.1.7

% Xa610.3.1.}i1
noacetn

%

APM
IP10.3.1.5

%

APM
IP10.3.1.6

%

APM
IP10.3.1.7

Mpumep cxeMbl OpraHM3aLum LWMPOKOBeLLaTeNbHOW pacChbInkKu

Mpu paboTe cucTeMbl B HECKOSbKUX MOACETSAX ANS OpraHusauuu LUMpOKoBellaTenbHOWM
paccbinkyu naketToB (nepeaayn nHdopmauum o 30HANbHOCTM) NpousBeauTe criegyloLne

HaCTPOWKN:

1. Beigenutb oamH 13 MNK cuctemsl B KayecTse wWino3a (MapLpyTtusaropa). Yucno ceteBbix
KapT, ycTaHOBIIeHHbIX B 3ToM [1K, AO/MKHO COOTBETCTBOBATbL YMCHY MNOAKIHOYaEeMbIX
nogceten. Hanpumep, ecnu B cucteme MCNosib3yetca Tpu noacetu, 1o Ha atom [K
AOMXKHbI BbITb YCTAHOBIEHbI TPU CETEBbIE KapThl.

2. [lponsseanTe HaCTPOMKY CeTeBbIX WHTEPdENCOB KaxaoW CeTeBOM KapTbl
BblJEMNEeHHOro B Ka4ecTBe Luni3a.

MK,

lMepen HacTponkon nogceTen HeobxoaumMo nNpoBepuTb, YToOLI IP-agpec 6bin cBoboaeH
N He 3aHAT ApyrMmu ycTporucTeamn. Hanpumep:

— |IP-agpec: 10.1.1.1, Macka nogceTu: 255.255.0.0
— |IP-agpec: 10.2.1.1, Macka nogceTu: 255.255.0.0
— IP-agpec: 10.3.1.1, Macka nogceTu: 255.255.0.0




Cucrtema PERCo0-S-20 «lLkona»
3. BkntounTtb Ha K, ncnonedyemMom B kKavyecTBe Lno3a, MapLipytusaumo naketos TCP/
IP. Ona atoro B BeTke peectpa OC Windows BbinosnHuTe:

HKEY_LOCAL_MACHINE\SYSTEM\Current Control Set\services\Tcpip\ Parameters
ycTaHoBUTE 3Ha4yeHue napameTpa: IPEnable Router = 1

lpumeyaHue:

" [ononHuTenbHas MHOPMALMs O BKIIOYEHUM MapLUpyTW3aumm nakeToB B OC

Microsoft Windows XP poctynHa no ccbifike: https://support.microsoft.com/ru-
ru/help/314053/tcp-ip-and-nbt-configuration-parameters-for-windows-xp.

4. YctponctBam (koHTponnepam, [1K) nogcetm ycTtaHOBUTE COOTBETCTBYHOLLME ITOW
noaceTn ceTeBble HACTPOUKU.
e Hanpumep, ona yctponcts 10.1.1.1-1 nogceTu:
IP-agpec: 10.1.1.x, roe x=2, 3,...
Macka noacetun: 255.0.0.0
OcHosHon wro3: 10.1.1.1

e Hanpumep, ans yctponcts 10.2.1.1-1n noaceTu:
IP-agpec: 10.2.1.x, rae x=2, 3,...
Macka noacetu: 255.0.0.0
OcHoBHOM WinNt3:10.2.1.1

e Hanpumep, gna yctponcts 10.3.1.1-1 noaceTu:
IP-agpec:10.3.1. x, rae x=2, 3,...
Macka noacetu: 255.0.0.0
OcHoHoM wnto3: 10.3.1.1

5.3. Jo6aBneHue ceteBoro nHrepcenca MK

Ona pobaeneHus ceteBoro uHTepdenca (IP-agpeca n mackn noacetun) K BbinonHuTe
cnegywLwine OencTens:

1. OTkponTe okHOo cBoncTB MogknoyeHne No NOKanbLHOM CeTH.

MNogenroyeHne No NOKANEHOW CETH: CEOHCTEE

CeTe

MogrnoyeHe Hepes!

I? Realtek PCle GBE Family Controller

CItMEYeHHEIE KOMMOHEHTEI HMCNONE3SYHOTCA 3TAM NOOKNDYEHMEM

HJ_]- KmwenT anA cetei Microsoft ~
’:E_]ﬁ OBLWMA oocTyn K ©ainam v npuHTepam ana ceten Mi
’If MMnaHupoBlmk nakeTos Qo5
I - ccoom + (CP/Pv4)
. [NpoTokon myneTMNNEKcopa ceTesoro agantepa (Mal
. Opatisep npotokona LLDP (MaiikpocopT)
& P sepewm 6 (TCP/IPvB)

1] >

¥oTaHOBUTE . YoaniTs CeoitcTEa

CrcaHwe

MpoTokon TCPAP. Cranpoap el npoTokon roofansHelx
ceTel, oBecneYUBaIoWMA CEASE MEX DY PaSNHYHEIMK
B3aMMOLSACTEYIOWAMN CETAMM,

0K | | OmaeHa
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2. Boigenute komnoHeHT IP Bepcuu 4 (TCP/IPv4) n HaxmuTe kHonky CBouMcTBa.
OtkpoeTcsa okHo CBouncTBa: IP Bepcuun 4 (TCP/IPv4):

Ceoicrea: IP sepoan 4 (TCP/IPvd)

Obwme

MapameTpel IF MOXHO HE3HEYETE ETOMATHHECKM, BCIH CETE
NoAAEMEMBAET 3TY BOIMOMHOCTE, B NpoTHBHOM Cnydae ysHalTe
napamMeTpel IF ¥ CETEBOrD a0MUHMCTPETOPE.

() MonyuuTe IP-aApec S5TOMATHECN

(®) WMcnonesoBaTh cneayrowmil IP-aapec:

IP-agpec: | . 5 |

Macka nogceTh: |255 252 . 0 . 0 |

OCHOBHOM Wko3: | 172017 0 o199 |

MonyurTe aapec DNS-cepEepa aBTOMaTHYECKM

(® WcnonbsoBaTh cneayiowme agpeca DNS-cepsepos:

Mpeano4uTaemeld DNS-cepeep: | 172 . 17 . 0 .193 |

ANbTEpHaTHEHEIM DNS -cepeep: | i 3 , |

[ MoaTEEpAMTE NapaMETPE! NP BhIXoLE | T —— |

OK || OTMeHa |

3. B oTkpbiBluEMCA OKHE ybBeauTecb, YTO MNepeknyaTesNlb HaxoauTCs B MNOJSIOXKEHUM
MUcnonb3oBatb cneaywowun IP-agpec, nocrne 3T0Oro  HaXmMuTe  KHOMKY
HononHutenbHo.... OTkpoeTcs okHO [lononHuTenbHbIe napameTpbl TCP/IP:

HononnurensHele napamerpel TCP/IP

Mapametpel IP | DNS | WINS

IP-agpeca

IP-agpec Macka noaceTu
172.17.0.227 255.255.0.0
10.1.2.227 255.0.0.0

AobaBEuTh. .. | |H3HEHH‘I’I:... | | YaanuTe

OcHOBHBIE W36

Linwos MeTpura
172.17.0.194 ABTOMaTHYECKMA

|ﬂoEanrb... | |H3MEHMT|:-... | | YaoanuTte

ABTOMaETHHECKOE HASHIYEHWE METPHKK

MeTpria MHTephenca;

11
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4. B obnactu IP-apgpeca HaxxmuTe KHOMKy [lo6aBuTb.... OTkpoeTca okHo TCP/IP- apgpec:

TCP/IP-appec

IP-appec:

Macka nogceTu: | 255 .0

| AobaenTh || OTMEHA |

5. B nonsa IP-agpec n Macka noaceTtm BBeanTe, COOTBETCTBEHHO, 3HA4YeHUNA:10.X.X.X 1
255.0.0.0. Haxmwute «kHOMKy [o6aBuTb. OkHO OyageT 3akpbiTO, [0OGaBNEHHbIV
IP-agpec nosiButca B obnactu IP-agpeca okHa [ononHuTenbHble napamMeTpbl
TCPI/IP.

5.4. CeTeBble HaCTPOMKM KOHTpoONepa

[nsa obecnevyeHns agpecHon nepegayvm AaHHbIX He06xoauMo obecneyeHns yHUKanbHOCTH
IP-agpecoB koHTponnepos 1 MK B ucnonb3yemom nogceT U X HEM3MEHHOCTb Npu paboTe
CUCTEMBI.

KoHTponnepsbl cuctembl mMoryT pabotate ¢ IP-agpecamyn m ceTeBbiMW HacTpoMKamu,
3a4aHHbIMM NpW Npou3BoAcTBe, MnonydeHHbiMM oT DHCP-cepBepa wnu 3agaHHbIMU
BPYYHYIO.

Mpn npon3BoACTBE KOHTPOepam CUCTEMbI 3aflaHbl CrieayroLmne ceTeBble HaCTPOMKM:
e |P-agpec: 10.x.x.X. 3Ha4eHns X ykasaHbl B NacrnopTe U Ha nnarte yCTPOWUCTRa,
e LWno3: 0.0.0.0,
e Macka noacetu: 255.0.0.0,
e MAC-agpec: yHVKanbHbIA, HEN3MEHSEMbIN B HacTpPoOWKe, yka3aH B nacrnopte U Ha
nrarte ycTpomucTBa.

Boibop cnocobGa nonyyvyeHnss ceTeBblX HACTPOEK KOHTPOSEPOM OCYLLEeCTBSETCS
YCTaHOBKOW NnepeMblyku (axamnepa) Ha pasbeM XP1 nnatbl KOHTposnnepa. PacnonoxeHue
pa3bemMa Ha nnaTte yCTPONCTBa yKa3blBaeTCs B €ro 9KCnnyaTtaunoHHoON JOKyMeHTaumn. [Npu
NPOMN3BOACTBE NEpPeMblYKa He YCTaHaBNMMBAETCH, YTO COOTBETCTBYET PYYHOMY PEXUMY
HaCTPOWKN.

BapuaHTbl ycTaHOBKM nepeMbIvku Ha pa3bem XP1 koHTponnepa

Pexum Pazbem MpumeyvaHue
Ecnn ceTeBble HAacCTpOMKM He ObIfn N3MEHEHBI, TO
. KOHTpornnep paboTaeT ¢ 3aBOACKMMWN HACTPOMKaMM.
(.:g:ﬂ;ﬁ f aegK:;':”Tg) Mpwn M3MEHEHNM CEeTEeBbIX HACTPOEK M3 MO nnn yepes
Web-nHtepdenc, KoHTponnep HauymHaeT paboTaTthb C
HOBbIMW HacTponkamMmu 6e3 nepesanycka
Pexum npegHasHaveH ans paboTbl B ceTaX C

«IP MODE»
(nepembiaka B _E AVHaMUYECKUM pacnpeaenexviem |P-agpecos.
P 1 e KoHTponnep nonyyaet ceteBble HacTponku ot DHCP-

nonoxexve 1-2)

cepsepa
KoHTponnep paboTaeTt ¢ ceTeBbIMM HACTPOMKaMu,
YyCTaHOBIEHHbIMW NMpK NpoussoacTee. [Naponb aAns

«IP DEFAULT» [ocTyna K KoHTpornnepy cbpacbiBaeTcs.

(nepembluka B E_ lMonb3oBaTenbCKkMe CeTEBbIE HACTPOWKN, €Crn OHM Bbinn
nonoxexuve 2-3) 3agaHbl paHee, coxpaHgatoTes. [Npu cnegytowem
BKITHOYEHWM, ecriv nepemMblyka ByaeT cHATa, KOHTponnep
HavHeT paboTaTb C HUMK

12
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i BHumaHue!

555 YeTaHoBKa U CHATYE NePEMbIYKM JOMKHO NPOVU3BOANTHLCS TOMBKO MPU OTKMIOYEHHOM
WCTOYHMKE NUTaHUS KOHTponepa.

M3meHeHne ceTeBbIX HACTPOEK KOHTponnepa B « Py4yHOM pexxume» MOXeET NPOU3BOLMTCS
ot K, ¢ yctaHoBneHHbIM pasgenom ceteBoro MO «KoHguaypamop» wnu vepes Web-
nHTepdenc koHtponnepa. lpu atom Heobxogumo, 4ToObl KoHTponnep u K Obinn
noakroyeHbl K cetTn Ethernet n Haxoaunucb B 0QHOM NoACETU (BO3MOXKHO MOAKMOYEHNE
KOHTpOIfepa HenocpeacTBEHHO K pasdbeMy ceTeBon kapThbl [1K). Mpy nepBomM NoAKNHOYEHUN
K koHTponnepy [NK moxeT notpeboBatbca [obGaBUTb CeTeBOW WHTEPMENC B LECATOM
nogceTw.

5.5. Hactpounka DHCP-cepBepa B OC Windows

[nsa paboTbl B ceTAX C AUHaMMYeCKUM pacnpegenenunem IP-agpecos, korga KOHTponnepsbl
nonyyatot ceTteBble HacTponkn ot DHCP-cepBepa, Heobxoanmo ansa BCeX KOHTPOMepPOB
cUcTeMbI c NOMOLLLbIO nepeMbIyKu Ha nnarte YyCTaHOBUTb pexumm
«IP MODE».

Mpn HacTtporike DHCP-cepBepa HeobGxoaumo 3apesepBupoBaTb Ananas3oH IP-agpecos,
BblAensemMblXx KOHTponnepam cuctembl. [locrne 4ero npueasate MAC-agpeca
KOHTponnepos K IP-agpecam 13 3ape3epBMpOBaHHOIO AnanasoHa.

Ansa atoro (Ha npumepe HacTtporkn DHCP-cepsepa ansa cucrtemol Windows XP):

1. 3anyctute DHCP-cepsep. [Ona atoro Bblbepute nocnegosatensHo: [yck >
Mporpammel > AamuHuctpupoBaHue > DHCP. Otkpoetca okHo DHCP.

_“’_Dﬂ'.l' a - .—_= = S —— =
o b || e »  OE XFDRE 2|®
Crpyrrypa I | O6nacTe [10.0.0.0] gwe
o T T — 21
{3 b0 [10.0.0.180) Odunie
] 23 O6necte [10.0.0.0] PS_17000 | CasntaONS | Domomsrerero]
’.j:-] Myn aapecce
(D ApenaceanHee aapeca I Ddnacne

E- L3 Pesepenpoeanng
L& [10.0.0.182) SK¥D_1_ted

(&% NapaneTpel obnacTh Wner céinacrut
=3 Tabamua BOOTP
R NapaveTpLs cegeepa Hovarsmusi|Pagpec: | 10 . 0 . 0 . 181

Konewsnti IP-agpec: im 0.0.265

Cpor aehcTeua apeqinl anpecs ana DHCP-vermos
" He dones

FAFdpr4

% Bes orpaeHds

Drescate |

| 0K I Ormeena I CLTASLIT] I

2. 3apesepsupynte pguanasoH IP-agpecoB ans KoHTponnepoB cuctembl. HasaHue
obnactm un onucaHue MmoryT 6bITb NOGbIMKU. OTO MHGOpMauMs Heobxoguma Ang
CUCTEMHOIO aAMWHUCTpaTopa, MO3TOMY HasBaHWe [JOSMKHO 6bITb  JOCTaTOYHO
nHpopmaTuBHbIM. PekomeHayeTca aenaTtb o6nacTb HECKONbKO Bonblue, YemM 4Yncro
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KOHTPOINepoB, KOTOPOE MNMaHUpPyeTCs WCMoNb30oBaTh. Takke 3adaBalTe Takylo
obnactb agpecoB, koTopasi He GydeT BknoyaTb B cebs yxe cyuecTtytowme MK ¢
bvKcMpoBaHHBIMM aapecamMu.

3. MpownsseauTe akTMBaLMIO 06NACTU:

[ -loix

File Action Wiew Help
e | XFHB 2 ®
= DHCP Scope [10, 100.50, 0] whwarz-pxe
= [[4) w23 [10.100.50.5] Conkents of Scops |
Ejﬂ F A e =
: L Display Statistics...
() Address Leases = i
s e Reconclle. .. |
.4 Scope Options
Li_) Server Options
|
|Activatet|isscnpe | |

Mocne onepaumn DHCP-cepBep cmoxeT npegoctaBuTb MHAOPMaLMIo, Heobxoaumyto
KOHTponnepy ans nonyyenus IP-agpeca.

. MNMpoBegute pesepsupoBaHue IP-agpecoB Ans KoHTponnepos cucTembl. [ns 3Toro
Kakgomy KOHTpornnepy cuctembl B cootBeTcTBue ¢ MAC-agpecom, ykasaHHbIM B €ro
nacnopte, BblganTe IP-agpec 13 co3gaHHoro guanasoHa. Ona ygobctBa gobasbTe
onucaHue, Kak ykasaHo B npumepe:

| oo o || &= OB XEFRD 2| F

Crpyxryps | | [10.0.0.182] SKYD_1 _best

1 pHce CoowcToa: [ 10.0,0.182] SKYD_1_test 7] x|
|=- s b0os [10.0.0.150]
= (L) Ofmacre [10.0.0.0)P5_170C O | Lngeta UNS |
i) Myn azpecce s
£ ApimAtEaH-Ris JA0ECS -ﬂ Japesepiposarmed v neHT
=1 |8 Pesecenpogdnag
‘2 [10.0.0.182] SEYD_L

52 Mapsnetpe obnacn Mrem mmisema i5|f-'fU_'||
5 Tefnmas BOOTP
(L2 NapaneTpe: cocecpa Faapres |10
MAC-aapec: Irrmnmm
Dreacaree |Mposcanan

Mogaeprisosrazie e
" D6a

" rorero DHOP

" romro BOOTP
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5. BbinonHute onepauunio and Kaxgoro KoHTporsnnepa CMCTeMbI.

6. locne BKIOYEHUS 3MEKTPONUTaHUSA U NOAKMYEHUS K ceTu Ethernet koHTponnepsl
OyayT oTobpakaTbCA B CNUCKE apeHA0BaHHbIX agpecos. [MpoeepbTe, 4TObbI B cCTONOLE
O BpPeEMEHU apeHabl agpeca Haxoaunacbk nHopmMauns 06 akTMBHOM pe3epBUPOBaHUN.

5.6. Hactpomnka DHCP-cepBepa B OC Linux

[na paboTbl B ceTsX ¢ AMHaMn4ecknm pacnpeneneHvem IP-agpecos, korga KOHTPOnneps.l
nony4atot ceteBble HacTponkn ot DHCP-cepBepa, Heob6xoamMMo Anga BCEX KOHTPOMepoB
CUCTEMbBI C NOMOLLIbIO MEPEMbIYKM Ha NnaTe yCTaHoBUTbL pexuM «IP MODE».

Ona Hactponkn DHCP-cepsepa ISC DHCPD B cpege OC cemenctBa Linux Heobxoanmo
BHECTM M3MeHeHus B ¢hann KoHdurypaumm cepsepa: /etc/dhcp.conf. MNpumep BapuaHTa
harna KOHurypawumm nokasaH Huxe:

# Mopacetb 10.100.0.0, macka cetn 255.255.255.0

subnet 10.100.0.0 netmask 255.255.255.0 { # macka nogcetun 255.255.255.0

option subnet-mask 255.255.255.0;

#.p,manasoH agpecoB ansa koHTponnepos # 10.100.0.10-10.100.0.254
range 10.100.0.10 10.100.0.254;

#onncaHue KoHTponnepos (proxod_1, ..., office_room_101) #o6paTtute BHUMaHWe Ha
TO, YTO HeobxoaMMo ncnonb3oBaTb #IP-agpec 13 BbigeneHHoro gnanasoHa

host proxod_1 {
hardware ethernet XX: XX: XX: XX: XX:XX; fixed-address 10.100.0.50;

}

.h.c.>st office_room_101 {
hardware ethernet XX:XX: XX: XX:XX:XX; fixed-address 10.100.0.37;

}

Onumn HacTpoek MaplupyTusaTtopa, JOMeHa, WwupokoBellaTenbHoro agpeca, DNS n 1.4.
nponuceiBatoTcs npu HeobxoammocTtn. [na Gonee nonHoM MHGOpPMauUUM O BapuaHTax
KOH(purypaumm socnonb3ymtecb komaHgon man dhcpd.conf.

UTtobbl BHeceHHble B hann /etc/dhcp.conf nameHeHus BcTynunu B cuny, Heobxoammo
nepesanyctutb cepaep. [na 3Toro MOXXHO UCMONb30BaTh CreayroLmne KomaHapl:

/ etc/ rc. d/ init. d/ dhcpd stop — onsa octaHoBKY,

/ etc/ rc. d/ init. d/ dhcpd start — gns ero 3anycka.

5.7. BHewHee noakKnyYeHUe KOHTpoOIsiepa K cepBepy
PERCo0-S-20 «Lllkona»

B cnyyasx, korga IP-agpec koHTponnepa SOMMKeH CKpbIBaTbCs N0 coobpaxeHnsim 6e3onacHoCTw,
BO3MOXXEH BapuaHT NOAKMIOYEHUA KOHTpossiepa K cepsepy no sHelwHemy IP-agpecy cepsepa. lNpu
TakoMm noaknoyeHnn cepsep 3anomuHaeT MAC-agpec koHTponnepa, npu atom |IP-agpec
KOHTponnepa MoxeT ObiTb NOObIM, MEHATbCA OUHAMUYECKM, a TakKe KOHTPONnep MOXeT
HaxoOUTbCS BO BHELLUHEN CETH.
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I BHumaHue!

£28. NanHas yHKUMS BO3MOXHA TOnbko Ansi KoHTponnepoB PERCo-CL15, PERCo-CR11,
PERCo-CT/L14 w pnsi BCTPOEHHOro KoHTpomnnepa CT13 3neKkTPOHHbIX MNPOXOLHbIX
PERCo-KT02.9B, PERCo-KT02.9Q.

C nomMoulbio KOHTpoOnfiepa, MOAKMYEHHOTO K CepBepy CUCTEMbl MO BHELLUHEMY
IP-agpecy cepeepa, HeBO3MOXHO BblAaTb UAEHTUUKATOP AOCTyna.

[nsa nogknioyeHns koHTponnepa k cepBepy cuctembl PERCO-S-20 «llkona» no BHeELWHeEMY
IP-agpecy cepsepa:

1. YbBeawuTtecn, uto koHTponep u NK nogkntoyeHsl k ceTn Ethernet n HaxogaTcst B 0OHOW NOACETU
(BO3MOXKHO MOAKIMOYEHME KOHTPOMEpa HeEMNOCPEeaCTBEHHO K pasdbeMy ceTeBor KapTbl IMK). Mpn
nepBoM nogkntoveHun K kKoHtponnepy [K moxeT notpeboBatbca [o6aBUTbL CeTEBON
nHTEpdENC B AecATOM noaceTu. Takke MoxXeT notpeboBaTbCa OTKMNIOYMTL MPOKCU-CEPBEpP B
CeTeBbIX HacTpowkax Mcrnonb3yemMoro Opaysepa. Hanuuve Takmx cepBepoB unm cnyx0, kak
DNS n WINS, He TpebyeTcs.

2. Tlogkntounteck k Web-uHTepdency koHTponnepa. [nsa aToro BBeguTe B afgpeCcHyH CTPOKY
Bpaysepa |IP-agpec koHTponnepa (ykasaH B nacrnopTe v Ha nnaTe KOHTponnepa), nocrne 4ero
HaxxmuTe kKHomky Enter Ha knasmatype. [Npun HeobxogMmmocTu BBEAUTE Naposib A4OCTyna K
KoHTponnepy. 1o ymonyaHuio naponb OTCYTCTBYET.

lMpumeyaHue:

““" NonHoe pykoBoactBo no pabote ¢ Web-uHtepdencom cmoTpute B pyKOBOACTBaX Mo
akcnnyataumm Ha koHTponnepbl PERCo-CL15, PERCo-CR11, PERCo-CT/L14 v Ha
3NEeKTPOHHbIE NpoxodHble PERCo-KT02.9B, PERCo-KT02.9Q.

3. TMepengute B nogpasgen CepBep pasgena Hactpomnku B meHto Web-nntepdenca. OtkpoeTtcs
CTpaHuua c pabodyern obnactbio cneayowero suaa:

HacTpoiiku Agnpec cepeepa: ‘
Bpems
CeTh LncppoBaKme: Her i

Maponb gocTyna

CoXpaHHTL
DOpMAT KapT

4. B OTKpPbIBLLUEMCA OKHE npoun3segunTte H606XOLI,I/IMI:I€ N3MEHEHUA!

e B None A.qpec cepBepa BBeauTe IP-a,EI,peC cepBepa, Ha KOTOPOM yCTaHOBJ1€Ha CucTtemMma
PERCo0-S-20 «lUkonax;

¢ B napameTtpe WUudpoBaHune 3agante Tpebyembii cnocob LndpoBaHus.
5. Haxmute kHonky CoxpaHuTb. BHeCEeHHble n3aMeHeHnst ByayT COXpaHEHbI.
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5.8. lpoBepka cBa3u mexay NK un koHTponnepom

[ns KoppekTHOro (PyHKUMOHMPOBAHUS CUCTEMbI HEODOXOOMMO OGecneyvnTb YCTOMYMBYHO
cBs3b No ceTn Ethernet mexxgy cepBepoM CUCTEMbI U BCEMU KOHTposiepamu cuctemsl. [Npu
HeobXxoaMMOCTM NpoBepkn cBA3M Mexay MK n ogHMM n3 KOHTPOSNEpPOB CUCTEMDI
npousseguTe criegyrouime AencTBus:

1. Bbibepute nocnegosatensHo Ha [K: Myck > BbinonHutb. OTKpoeTca OKHO 3anyckK
nporpammbil:

2]

BESAWTE WMMA NPOrpamMMel, NaKA, AOKYMEHTS KNk
pecypca MHTepHeTa, 1 Windows oTKpOoeT Mx,

OTKPBITE ! [ cmd.exe :_J

OK OTMeHa 0bzop...

2. B oTkpbiBLLEMCS OKHE BBeAUTE KOMaHAy: cmd.exe n Haxmute KHonky OK.

3. OTKpoeTcsa OKHO MHTepdenca KOMaHAHOW CTPOKM C 3arofIoBKOM:
C:\WINDOWS\system32\cmd.exe.

4. B OTKpbIBLUEMCS OKHE BBEOUTE KOMaHAy:
ping XX. XX XX. XX, rge XX.XX.XX.XX — IP-agpec koHTposnnepa, C KOToOpbIM
HeobxoamMmo nposepuTb cBa3b (Hanpumep 10.0.103.253).

5. Ecnu cBsA3b ByaeT yctaHOBMEHa, TO NOABUTCS OTBET CrieaytoLlero suaa:
OtBeT o1 XX. XX.XX.XX: yncno 6ant=32 spema<10mc TTL=128.

CUOWINDOWS system32 cmd.exe

Microsoft Windows XP [BepcuHa 5.1.2600]
(C) Kopnopauua MakkpocoeT, 1985-2001.

C:\>ping 10.0.163.253
ObMeH nakeTaMu ¢ 10.0.103.253 no 32 baiT:

oT 10.0.103.253: uucno banT=32 BpeMa<limc TTL=100
oT 10.0.103.253: 4ucno baiT=32 BpeMa<liMc TTL=100

oT 10.0.103.253: uucno baiT=32 BpeMa<imMc TTL=100
oT 10.0.103.253: uucno BaiT=32 ppeMadliMc TTL=100

CtatucTMka Ping gna 10.0.103.253:

MNakeToB: oTnpaeneHo = 4, nony4yeHo 4, notepaHo = 0 (0% noTeps),
MpubnuanuTencHoe BpeMA NpHeMa-nepedadd B MC:

MHMHUMManNbHOoe = BMcek, MakcHManbHoe B Mcek, CpegHee = 0 Mcek

Gz
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6. Ecnn cBs3b He ycTaHOBNeHa, TO eCcTb OTBET OT IP-agpeca He nony4veH, NpoBepbTe
NPaBUbHOCTb HACTPOWMKM MapLLpYyTU3aunm CEeTH.

ch CHWINDOWS system32' cmd.exe

Microsoft Windows XP [Bepcua 5.1.2600]
(C) Kopnopauua MadkpocoeT, 1985-2001.

C:\>ping 10.1.1.4

ObMeH nakeTamu ¢ 10.1.1.4 no 32 bBaiT:

HHTepEBan
HHTepBan
HHTepBan
HHTepEBEan

O¥HOaHHAa
OX¥HaaHuA
OXHaaHHA
OX¥HOaHHA

and
ana
and
and

anpoca.
zanpoca.
sanpoca.
sanpoca.

ol x|

CtatvcTHKa Ping gna 10.1.1.4:
NakeToB: oTnpaBneHos = 4,

notepaHo = 4 (100% noTepe),

nonyyeHo = 0@,

CaNr

7. KoHTponnepbl cucTeMbl He nogaepxusatoT gparmeHtayuto IP-naketoB. [Noatomy
HeobXxoauMO YyaoCTOBEpPUTbCA, 4YTO IP-nakeTbl Ha BCEM MPOTSHKEHUM OT cepBepa
CUCTEMbI 0 KOHTpOnepa He oparMeHTUpytoTca. [ina aToro BBeguTe Ty Xe KoMaHay ¢
Kntoyom —| 1 ykaszaHnem Ha pasmMep OTnpaBnsAeMoro naketa AaHHbIX, Hanpumep, 576
OanT:

ping XX. XX.XX.XX -l 576.

. Ecnn cBA3b ecTb, a pasmep OTMNpaBneHHOro naketa coBnagaeT C pasMepom,
NnoJsly4eHHbIM B OTBETE, TO MOXHO yTBepxaaTb, YTO IP-nakeTbl pasamepom MeHbLue 576
GanT He (bparMeHTMpyoTCS:

OtBeT o1 193.124.71.56: uncno 6ant=576 spemsa<10mc TTL=128.

8 CHWINDOWS  system32 ' cmd.exe
Microsoft Windows XP [Bepcua 5.1.2600]

(C) Kopnopauua MankpocosT, 1985-2001.

C:\>ping 10.0.103.253 -1 576

0bMeH nakeTaMd ¢ 10.0.103.253 no 576 bGawT:
balT=576
balT=576
balT=576
balT=576

TTL=100
TTL=100
TTL=100
TTL=100

10.0.103.253:
10.0.103.253:
10.0.103,253:
10.0.103.253:

OTeeT
OTeBeT
OTeBeT
OTBeT

oT
oT
oT
oT

HHUCAO
HHUCMNO
HYHMCNO
HHMCNO

BpeMAs= THC
BpeHMA<THC
BpeHMA<THC
BpeHMA<THC

CtaTtucTHka Ping gna 10.0.103.253:
MakeToB: oTnpaeneHo = 4, nony4eHo 4,
MpHBNU3HTeNEHOE BpeMA MpHeMa-nepeaayd B MC:
MWHMManbHoe = BMcek, MakcHManbHoe 1 Mcek, CpegHee =

notepaHo = 0 (0% noTepeb),

0 MceK

CaN>
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9. Ecnu nonoxuTenbHbIM OTBET MOMNYyYUTb HEe yOaeTcHd, TO BeposiTHee BCero Ha nyTu
cnefoBaHus IP-nakeToB HAaXOANTCS ceTeBoe KoOMMyTUpytoLwee obopyaoBaHue (poyTtep,
KOHUEHTpaTop 1 ceTeBble MoAeMbl), aensuiee |P-nakeTbl Ha oparMeHTbl pasmepom
MeHblle 576 GaunT. [NpoBepbTe HACTPOMKM 3TOro 06opyaOBaHMS M MO BO3MOXXHOCTHU
yBENMYbTE MakCcMMarnbHbI pa3mep Gnoka AaHHbiX ogHoro naketa MTU (maximum
transmission unit). O6bI4HO 3TOT NapameTp obo3HavaeTcs kak MaxMTU nnum IPMTU.

10.Ecnun B ceTn BO3MOXHbl HECKOSbKO BapuaHTOB KOMMyTauuun, To Habepute komaHay C
Kroyom —t:
ping XX XX.XX.XX -l 576 —t.

11.KoMmmyTmpys pasHbiMm cnocobamm, CMOTpUTE Ha BpeMSA OTBETAa, Bblbpasa coeguHeHme,
Aarolee MakcMmMmanbHo 6bICTpbiv OTBET. [ANnd BbiBoga cTatucTukm Haxmute: Ctri+Break
(Pause).

12.[Ana octaHoBku Haxxmute Ctrl+C.
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6. YctaHoBKa n yganeHue NO
6.1. CtpykTtypa ceteBoro O

lpumeyaHue:

AkTyanbHy0 Bepcuio yctaHoBoyHoro dauna [10 «Cemesoe npoecpammHoe
obecrnieyeHue S-20» MOXHO 3arpy3uTb ¢ canta komnaHmm PERCo, pacnonoXeHHOro
no agpecy www.perco.ru n3 pasgena Nopaepxka > MporpammHoe obecne4yeHue.

B ctpykTypy ceteoro 10 BxogaT:

CepBep Bl — CYB[] Ha 6a3e SQL-cepsepa Firebird.

CepBep cncteMbl — MOAYSb COAEPXKUT CEPBEP CUCTEMbI AN paboTbl ¢ B cuctemsl n
pasgen «lyeHmp ynpaerneHus».

CepBep BnageonoacuctTeMbl — CepBep Bugeonoacuctemol n «LjeHmp ynpaesieHus
eudeonodcucmemol» ons paboTbl C BUAEOAPXUBOM.

CepBep MHTErpaumm — Moayrnb NpeaHasHayeH ans UHTerpaumm CUCTeMbl C UHTEPHET-
pecypcom «OneKTPOHHbIN AHEBHUK» (1dnevnik.ru) unm aHanormyHbIM.

KoHconb ynpaBneHusi. PackpblBalOLWMNCA CMUCOK COAEPXUT MNepeyeHb Moaynen
ceteBoro [10. [lpun BbIGope xoTs ©Obl OgHOroO MoAynsi aBToMaTuMyeckn Oyaer
ycTaHoBneHa nporpammHasi obonoyka «KoHconb ynpaeneHusi» [AnNs 3anycka
pasgenos [M0.

CepBep wuHTerpauumm c¢ Ouometpuyveckom cuctemon SUPREMA - wmogynb

obGecneunBaet MHTErpauuio Cc OUOMETPUYECKMMM  KOHTpOepamMum  KOMMNaHUu
«Supremay.

BHumaHue!

&5 Mogynb CepBep uHTerpauum ¢ 6uomeTpuueckon cuctemon SUPREMA

obecneuynBaeT WHTErpauMio ¢ BMOMETPUYECKMMU KOHTpOMSepamun, MMeELLMMn
Bepcuto BHyTpeHHero MO ("npowmnBky") He MeHee YeM:

e N4 KoHTponnepa BioEntry W2 —1.1.1;

e [ns KoHTponnepa BioEntry Plus (nnatcopma BioStar 2) — 2.3.1.

6.2. YctaHoBKa MO

Mpwn yctaHoBke MO npuaepxmnBantecb cnenyolen nocnegoBaTenbHOCTN 4ENCTBUN:

. 3anyctute yctaHoBOYHbIN hann SetupSchoolBase.exe nnu SetupSchoolExtend.exe.
Cnegynte ykasaHusIM MacTepa YCTaHOBKW. BHumaTenbHO O3HakomMbTeCb C
npegnaraeMon NHpopmaumen n IMLEH3NOHHBLIM COorfalleHneM.

1

ﬁ'f;! ¥Yeranoeka PERCo-5-20 pacwmpennoe MO Weona, v, 2.9.8.2 — *
NMuuyensnonnoe Cornawenne
MoKaNYACTa, NPOYTUTE CAEAYIOWYHD BEMHYHD MHDOPMALAD Nepea TEM, KaK z =
NPoACIHKMTD. _-
3"1
Momanyicra, npo4YTHTe cneaylowee MuueHsuoHHoe CornaweHMe, Bel LomHHE
MNPMHATE YCONOBKMA 3TOMD COrNAaWeHWA Nepea TEM, Kak NPogoTHMTE.
BAKHO! IIPOYUTAWUTE BHUMATEJIBEHO! f)

IToxamyiicTa, EHMMATElBHO O03HAKOMBTECE CO CISOYHOIHMH
yenoeamu JhmensnorHore Cornameria nepel HCOOMb30EaHHEM
nporpammHore obecnederns PERCo-5502 pacumpennoe IIO
“Ixkena™ wxomnamm PERCo. Brl mpuHMMaeTe VCIIOEHA
HACTOAIIETO COTTAINEHHA, VCTAHABIHMEAA KOMHMPYA HIHM HHEIM
obpazoM HCnoMe3vA OporpaMmuce obecnmedemme PERCo-5502

pacumpensoce [10 “ITkona” kommamm PERCo.© PERCo 2011. .,

(®) A NPMHUMEKD YCNOBMA COrMELEHHA

(D) A HE NPMHMMEID YCNOBMA COrNALWEHMA

3EN0NHWTE BNaHK 3aABKK Ha MO < Hazan Nanee > OTMeHa
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2. Ana NpUHATUA NULEH3MOHHOINO CcorfalleHus yctaHoBute dnaxok A npuHuUMato
ycnoBusa cornaweHus. B cnyyae HeobxoaMMOCTU HaXXMUTE KHOMKY 3anoSfIHUTb 6MaHK
3aaBku Ha MO. NMpun atom B Nnporpamme MS Office Word 6yaeT oTKpbIT 6naHK 3asBKk/ Ha
npunobpeTteHne nuueHsnm Ha MNO. HaxxmuTe kHonky danee.
X

=

ﬁ';’;! ¥cranoeka PERCo-5-20 paciuwpennoe MO Wrona, v.2.9.8.2

Boibop nankk yCTaHOBKH
B kakyto nanky eel xoTuTe yoTadoeuTe PERCo-5-20 pacwwrpenHoe MO Wkona,
v, 2.9.827
Mporpamma ycTaHoewT PERCo-5-20 pacwupentoe MO Wkona, v. 2.9.8.2 8

CNEeayILLYRD Nanky.
Hammure «flanees, yTobbl npoaomwkTe. ECiK Bel X0THTE BRIDPETE APYryID NANKY,

HaMuTe «0b30p:,
| rogram Files (x86)\PER.Co\PERCo-5-20 paaumperHoe 10 LIJKona 0OB3op...

TpefyeToA Kak MUHAMYM 37,2 MO cBofoaHoro AMCKOBOro NPOCTPEHCTES.

3. Mpn HeoBGXoOANMMOCTM M3MEHUTE Ha3BaHWE W pPacnorioXeHWe nanku, B koTopyt byaet

npounssefeHa yctaHoska 10. Haxmute kHonky [anee.
ﬁ.’ ¥eranoska PERCo-5-20 pacwmpennoe M0 Weona, v, 2.9.8.2 —

Boifop KOMNOHEHTOB
Kakie KoMNoHEHTBI A0/MHHE! DeITh YCTaHOENEHEI?

BrIBEpHTE KOMNOHEHTE!, KOTOPEIE BEl XOTHTE YCTAHOBWTE; CHUMMTE QNaMKK C
KOMNOHEHTOE, YCTAHABNMBATE KOTOPEIE HE TpelyeTcA, HasmuTe «laneex, Koraa

Bbl BY4ETE rOTOBE! NPOAOITAMTE,
Cepeep CMCTEMEI 161,59 M0 »
Cepeep MHTErpaLMI 5,6 MG
Cepeep MHTEMpaWK C© BHoMETpHYECKoi cucTeMol SUPREMA 3,4 M

Cepeep BMASONOACMCTEMEI 10,3 MG
KoHcone ynpasneHmua 127,8 Mb
KoHdurypaTop 34ME W

CEpEEP BMAEONOACUCTEMEI

Terywui seibop TpebyeT He meHee 294, 2 MA Ha aucke.

4. OTmeTbTe donaxkamm mogynu cetesoro O, koTopble Heo6XxoaNMO ycTaHoBUTL Ha MK B
COOTBETCTBUN C pa3paboTaHHOM CTPYKTYPHOW CXEMOW CUCTEMbI. HaXmuTe KHOMKY

Oanee.
lpumeyaHue:
" Ecnu 6bin oTMeYeH ans yctaHoBku mogynb CepBep B, To nepen yctaHoskou 10

cucteMbl ByaeT 3anyLweH ctaHgapTHbIM mactep yctaHoBku SQL cepsepa Firebird.
5. CnenynTe ykasaHuMaM MacTepa ycTaHoBKW. [locne 3aBeplueHuns yctaHoBku 0O rotoso K

pabore.
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lpumeyaHue:

Ecnu cuctema yxe yctaHoBneHa, HO TpebyeTcsi yCTaHOBUTb OOMNOSNHUTESNbHbIE
MoAdynu,  3anycTute  ycTaHOBOYHbIM  paumn  SetupSchoolBase.exe  wnnu
SetupSchoolExtend.exe n B okHe BbIGOp KOMMOHEHTOB OTMETbTE donaKkamm
Tpebyemble Mogynu, NOCne Yero crefymte ykasaHusaM mMactepa yCTaHOBKN.

6.3. YpaneHue

[nsa nonHoro yoaneHus scex moaynen cetesoro 10 c K ncnonb3ynte ctaHaapTHbIN
KomnoHeHT MS Windows «YcmaHoeka u ydaneHue npogpammy». B OTKpbIBLLEMCS OKHE
Bblaenute cTpoky « PERCo-S-20 LlIkora» v HaXMuUTe KHOMNKY YAanuTb.
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7. O6HoBneHue Bepcuun NO

7.1. OGHoBneHue MO cepBepoB
i BHumaHue!

Mpn obHoeneHnn MO moayna CepBepa cUCTEMbl CBA3b YCTPOWUCTB CUCTEMbI C
cepBepom ByaeT HapyLweHa n odbmeH nHgopmaumen ¢ bl 6yaet HEBO3MOXEH.

OobHoBneHue MO cepBepa cUcTeMbl

Ons obHoBneHus MO Ha [K, ncnonb3yeMom B KayecTBe cepBepa CUCTEMbI, BbINOSHUTE
cnegywLwine OencTens:

1. Ypanute Bce mogynu [10O, wucnonb3ys cTraHgapTHbid KomnoHeHT MS Windows
«YcmaHoeka u yOarieHue rpozpammy.

2. YcraHoBute Hoyw Bepcuto [10. [na 3Toro 3anyctute YCTAaHOBOYHLIN bann
SetupSchoolBase.exe nnu SetupSchoolExtend.exe.

lpumeyaHue:

AKTyarnbHble BepCcuu YCTaHOBOYHbIX (panrnos moaynen PERCo-SS01 «basoeoe
[10» w PERCo0-SS02 «PacwupeHHoe [10» nporpammMHOro obecneveHuns
PERCo0-S-20 «lllkonna» MOXHO 3arpy3antb C canta kKomnaHum PERCo,
pacnonioXXeHHoro no agpecy www.perco.ru u3 pasgena [Moapepxka >
MporpammHoe o6ecneyeHune.

3. Mpwn HeobxogumocTn nocne yctaHoBku MO obHoBuTe Bepcuto B.

O6HoBneHue MO cepBepa BuAeonoAcUcCTeMbl

ABTOMaTtmnyeckoe obHoBneHne moayns MO CepBep BUAEONOACUCTEMbI BO3MOXHO, ECNN
Ha Tom xe [1K ycTtaHoBneH oanH n3 mogynen ceteoro 0, To eCTb MOXET ObITb 3anyLleHa
«KoHconb ynpaeneHusi». B nHom cnyvyae moaynb HEOH6XOAMMO MOSTHOCTLIO yaanuTb, a
3aTeM yCTaHOBUTb U3 YCTAaHOBOYHOIO harmna.

7.2. O6HoBneHue NO APM

dyHKUMA aBTOMaTMYeckoro o6HoBneHns poctynHa ana Bepcun 10 «KoHcosb
ynpaeJsieHusi», BbinyLweHHbIX no3gHee sepcun 3.6.3.0.

®dyHKUMA NpegycMaTpuBaeT BO3MOXHOCTb 0OHOBIEHUA moaynsa KoHconb ynpaBneHusa u
Bcex yctaHoBrneHHbIX Ha NK moaynen v pasgenos.

®yHKuMs 3anyckaetca nocne obHoenenus [10 mogyns CepBep cucTeMbl nNpwu
nogkntoveHnn «KoHcosnu ynpaesneHusi» K cepBepy CUCTEMbI.

lpumeyaHue:

Ana paboTbl yHKuMM aBTOMatmyeckoro obHosneHmsa MO Ha MK gomkHbl ObiTb

3anyLleHbl cnegyloLme cnyxobi:
— «.Cepsuc asmomamuyecko2o obHosneHusi PERCo-S-20»;
- «.Cnyx6bl mepmuHanos» MS Windows.

[ns obHoBneHus MO Ha APM BbinonHuTe cneayowme AeNCTBuUS:

1. O6HoBuTE 1O cepBepa cucTembl cornacHo nogpasgeny "O6Hosnenune MO cepBepoB”.

2. 3anyctnte «KoHcosib ynpaeneHusi».
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3.

[Mpn NOAKNOYEHMM KOHCOMN K CEpBEPY CUCTEMBI, HA KOTOPOM Obina obHOBNEHa BepCcUA
MO, oTKpoeTCcs OKHO C COODLLEHNEM:

Ed
J;) AocTyNHD oBHOBNEHE NT ¢ BepCiad 2.9.8.0 Ha Bepclao 2,.9.8.2

B ciyyae cornackd KoHCOMe YHpaENeHA MepesaryCTMTCA ABTOMATMYECKM MNOCe OBHOBNEHMA,
B chyyae oTkasa Bam clegyeT 3anyCcTTe MHCTANNATOPR M YCTAHOEMTE BEpcla NS 2.9.8,2 By YHyHD,

Bbl X0TKTe MpoBECTIM OBHOBNEHMET

da HeT

4,

5.

Ecnn Heobxogumo 3anycTtuTb npoueaypy aBTOMaTMYeCKOro OOHOBMEHUS, HaXMuTe
kHonky Aa. OTkpoeTcsa okHO MacTep aBTOMaTU4YE€CKOro OOHOBIEHUS.

Mpouenypa o6GHOBNEHUS MNPOWU3BOAUTCA aBTOMAaTUMYECKM U COCTOUT U3 CreayroLmnx
3Tanos:

e OxuaaHue BbIrpy3Kn NPUITOXEHUN.

e [lonyyeHne naketa oGHOBNEHNA OT CepBepa CUCTEMDI.

e YcTaHoBKa naketa 06HOBMEHUS.

e Peructpauus naketa obHOBMEHUS.

Mpu aTOM npoueaypa OGHOBMNEHUs MOXET ObITb NMpepBaHa Ha Nobom aTtane u GyaeT
BO306HOBMEHa Npu cneayowem 3anycke «KoHconu ynpaeneHus».

lpumeyaHue:

e Ecnun gaiin naketa obHoBrneHus MO 6bin 3arpykeH paHee unu Bpy4HyH roMeLleH

B nanky ¢ yctaHosneHHbIM 10 (no ymonyaHuio C:\Program Files\PERCo\PERCo-
S-20 ©6asosoe [10 LWkona wnm C:\Program Files\PERCo\PERCo-S-20
pacwmpeHHoe MO LLkona), To atan nonyyeHna oGHOBNEHNA OT cepBepa CUCTEMbI
OyneT nponyLueH.

. I'IpM ycnewHom 3aBepLueHnn YCTaHOBKM obHOBNEHUSA noABUTCA OKHO C

COOTBETCTBYIOLLIMM cooOLWeHnem, nocrie 4Yero OyaeT aBTOMaTU4EeCKM 3anylleHa
«KoHconb ynpaeneHusi».
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PykoBoACTBO agMuUHUCTpaTopa

PyyHoun 3anyck ooHoBneHusa MO Ha APM

Mpn HeobxogumocTn npouenypy OO6HOBMNEHNS MOXHO 3anyCTUTb BPYYHYHO, MPU YCrOBUM,
4710 Ha K yctaHoBneHa «KoHcosnb ynpaesneHusi». [Ina aT1oro:

1. 3anyctute oT uMeHn agmuHucTpaTtopa dann AUClient17k.exe, pacnonoXeHHbln B narke
¢ yctaHoBrneHHbIM ceTeBbIM M10. Mo ymonyanuio: C:\Program Files\PERCo\PERCo-S-20
6asoBoe 10 Wkona unu C:\Program Files\PERCo\PERCo0-S-20 pacwwupeHHoe 10O
Lkona. OTkpoeTca okHO MacTep aBTOMaTn4eCKoro oOHOBMEHUS:

MacTep aETOMaTHUSCKOro obHOBNEeHVA il

— HacTpoikd napameTpos obHOBNEHMA

CepBep cMcTEME!

[172.17.0.98

MopT AaHHE::;

S 211
‘ KaTanor yoTaHoskM:
NN _
‘\\‘“\\ IC.\Program Files\PER Co\PERCo-5-20 WKona J
\\ Brifepite daiin Console 17k exe
L

%
v

CTreHa Danee =

2. B oTkpbiBlLEMCA OKHe YykaxuTe |P-agpec cepBepa cuctembl, C KoToporo 6ygeTt
3arpy>keHo obHoBneHne n nopt obmMeHa AaHHbIMK C CEPBEPOM.

3. Ecnun B none Katanor yctaHOBKM TEKCT BblAefeH KpacHbIM LIBETOM, TO HEOH6X04MMO
yKasaTtb narky, B KOTOpOW pacronoxeH davn 3anycka «KoHcosnu ynpaeneHusi». [na

3TOr0 HaXXmute KHomky i cnpaBa oT nons. B oTkpbiBLleMcA OkHe Bbibepute dann
Console17k.exe n HaxxmuTe KHOMKy OTKpbITb.

4. B okHe MacTtep aBTOMaTu4eckoro OoOGHOBNEeHMA HaxmuTe kHonky [anee. bByget
3anyuieHa ctaHgapTHas npoueaypa obHosneHus NO Ha APM, onvcaHHas BbiLle.
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8. YyeTHbIe 3anucu cuctembl

B cucteme npegycmMoTpeHbl criegyrolme TUMbl y4eTHbIX 3annucen Ana AocTyna K pasgenam
«KoHconu ynpaeneHusi»:

YHuKanbHas ydeTHasa 3anucb rmaBHOro agMuHuctpartopa. lNpasa He orpaHuyeHsl. 1o
ymonyauuio gnss ADMIN naponb He 3agaH. lMaponb y4eTHOM 3anmMcu MOXeT ObliTb
n3mMeHeH B pasgene «HasHavyeHue npae docmyna ornepamoposy.

Y4yeTHas 3anucb agMuHuctpartopa. [pasa He orpaHuyeHsbl. o ymonyaHuio He 3agaHa.
CospaeTca u nsameHsietcsa B pasgene «HasHavyeHue npas docmyna orepamoposy.

YuyeTHasa 3anucb onepatopa. MpaBa Kaxgoro onepatopa orpaHuYeHbl BblAaHHbIMU
nonHomouunsimu. Mo ymonuyaHuio He 3agaHa. CosgaeTca U U3MEHSIETCS B pasaene
«Ha3HayeHue npae docmyna onepamopoey.

B cucteme npefycMoTpeHbl criegyowmne Tunbl y4eTHbIX 3anucen ans gocrtyna Kk bl B
«ljenmpe ynpaeneHusi»:

YHuKanbHasi yvyeTtHaa 3anucb agmuHucTtpaTtopa B[ (Administrator Sql Server).
Heobxoanma gna cosgaHus HoBow B n poctyna k okHy Hactpounka cepBepa B[. o
ymMon4yaHuio 3agaHa ydetHas 3anuce SYSDBA ¢ naponem masterkey. [Maponb
y4eTHOM 3anncu MoxeT ObiTb M3MeHeH B okHe HacTponka cepBepa B[.

YyeTHble 3anucu nonb3oBaTtenen b. [JobaenstoTtca npu cos3gaHmm HoBon B[ Ha
Bknagke CosgaHue m ynpasneHue B[l. Heob6xoanmbl ana goctyna u M3aMeHeHus
aTomn 6a3bl. Mo ymonuanuio scd17_user ¢ naponem scd17_password. Nocne co3gaHns
B[] naponb y4eTHOM 3annucu MoxXeT BbITb M3MeHeEH B OkHe HacTponka cepBepa B[.
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PykoBoACTBO agMuUHUCTpaTopa

9. «LleHTp ynpaBneHusa»

Moaynbe «l{eHmp ynpaeneHusi» npegHasHayeH ans:
e vynpasnenusa n Hactponkn CYB/[ n cepsepa cucTemsbl,
e yrpaBfeHusa NMUEH3NSIMN Ha CETEBbIE MOAYN CUCTEMBbI,
e CO30aHus, 06cnyXMBaHUsS N pe3epBHOro konuposanuusa B cuctemsl,
e HACTPOWMKM NapaMeTpPOB PACCHIUIKM COODLLIEHUN,

9.1. YnpaBneHue NULUEH3NAMMU

9.1.1. TpunobGpeTeHue NUUEH3INN

CeteBoe 0O cuctembl npuobpeTtaeTcs B coctaBe moaynen PERCo-SS01 «ba3zoeoe 10»
n PERCo-SS02 «PacwupeHHoe MO». [1pn 3TOM Kaxabl MOAYNb COCTOUT U3 HECKOMbKNX
pasgenoB. 3anyck pasgenoB ocyuwlectensietca u3 «KoHcosiu ynpaesneHusi». [Ans
ynpoweHna npoueaypbl npuobpeteHns nuueHsun Ha ceteBoe [10, a Takke Aansa
3HaKOMCTBa C €ro BO3MOXHOCTAMMU, B TedeHne 30 aHen ¢ momeHTa nepsoro 3anycka 10
paboTaeT B 03HAKOMUTESNTbBHOM peXUME.

B o3HakomMuTENbHOM pexnme paboTbl COXPaHATCA BCe PYHKLUMOHANbHbIE BO3MOXHOCTH
MO, HO B CTpoKe 3aronoBka okHa «KoHconu ynpaesieHusi» oTobpakaeTcs KONMYecTBO
OHEWN, OCTaBLUMXCA OO0 OKOHYaHUS O3HaKoMuTenbHoro nepuoga. o npowecteun 30 gHen
poctyn Kk mogynam ceteBoro MO, Ana KOTOpbIX HE BBEOEH KMY akTuBauuu, Oyaet
3anpeLyeH.

! BHumaHue!

B cnyyae BO3HuMKHOBeHWMS B paboTte ¢ 10 Takmx npobriem, Kak nycTble OKHa U
OrpaHuWYeHHbIN (PyHKUnoHan, yéegmtechb, YTO CUCTEMON MUCNOSb3YeTCA Ta Bepcus
MO, anga koTopon 6biNM BBEAEHbLI KOAbI aKTUBALINN.

Hanpumep, pabota c¢ 1O craHOBUTCA HeOOCTynHa, ecnn u3HadvanbHO Obin
npnobpeteH moayns PERCo-SS01 «ba3oeoe [M10O», a notom 6bin ycTaHOBMEH
moaynb PERCo-SS02 «PacwupeHHoe [10» pansa MCnonb30BaHUS B
03HaKOMUTENTbHOM PEXUME, CPOK OENCTBUSA KOTOPOrO 3aKOHYUIICS.

UTobbl NpoBepUTb, Kakasi BEPCUS UCNONb3YeTCs CUCTEMON, oTKponTe «KoHcosb
ynpaesieHuUsi», Ha NaHenn OCHOBHOMO MEHK  nporpammbl  BblibepuTte
Momowb > O nporpamme. OTKpoeTCs crnefyroLlee OKHO:

O nporpamme... n

Koncons ynpaenenna PERCo-5-20 "lllkona”, Bepcua: 2.9.8.2
PERCo(©, 2020. Bce npaBa 3alMLLEHbl.

OnucaHue Bepcusa @ain Hata

WKONZ pacwuperdoe aapo)  Consolel7k.exe 17.09.2020 15:32:04
WKONZ PacMperHasn) adpAccessPermission17k32se.bpl  17.09.2020 15:33:26
WKON3 PacliMpeHHaRA) adpPassDesignerl 7k32se.bpl 17.09.2020 15:33:44
WKON3 pacliMpeHHan) adpStaffAccess17k32se.bpl 17.09.2020 15:33:22
WKONZ paclWMperHasn) sacStaffAutoChangel7k32se.bpl  17.09.2020 15:33:34

KoHcone ynpaeneHus 2.9.8.2
BpemMeHHbIe KpUTERKHK 2.9.8.2
OthopMnerre NponycKos 2.9.8.2
JocTyn coTpyOHWKOB 2.9.8.2
BperMeHHaA 33MeHa YYeTHLIX AaHHbIX 2.9.8.2

W

< >
Meuate
B ctonbue Bepcusa cogepxumTtcs MHopMaums 0 BEPCUMU UCMONb3YyeMOro Moaynsi.

B kavecTBe ANEKTPOHHOro Krito4a 3allnThbl Mo ot HECaHKUMOHNPOBAHHOIO NCNoJib30BaHUA
npuMmeHaeTcA OAuH M3 KOHTPOIN1epoB CUCTEMbI. BbinonHeHue beHKLI,I/II/I ONEKTPOHHOro
Kno4a 3alnTbl HE BITUAET Ha (*)yHKLI,VIOHaJ'IbeIe BO3MOXHOCTW KOHTpOnepa.

[ns ncnonb3oBaHUs KOHTpOMNepa B KayecTBe ONEeKTPOHHOro Krda sawmtbl 10 ot
HEeCaHKLMOHNPOBAHHOIO MCMNOSb30BaHUS:
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e KOHTpOMMep [Jo/KeH ObiTb AobaBneH B KOHdUrypauuwo CUCTEMbl B pasgene
«KoHgbucypamopy;

e [0OMKHa NoaaepXuBaTbCA MOCTOSHHAS CBA3b MeXAY KOHTPOMNEpoOM M CEpPBEPOM
CUCTEMbI.

B cnyuyae oTcyTCTBUSI CBA3U MeXY KOHTPOMNEPOM 1 CEPBEPOM CUCTEMbI BCE BBEAEHHbIE
KMIOYM  aKTMBaLUUW He CMOryT MPOWTW NPOBEPKY, W Moaynu OyayT 3anylleHbl B
03HAKOMUTENBbHOM PEeXUME.

Ana npnobpeteHns NMUeH3nn 1 NonyYeHns Knoven aktusauum mogynen MoO:

1. Boibepute oanH n3 nNpuobpeTeHHbIX paHee KoHTponnepoB PERCo, koTopbin GyaeT
NCMNONb30BaTbCA B KAYECTBE ANIEKTPOHHOrO Kntova 3awmTsl 0.

2. 3anonH1Tb 3aaBKy ANna npuobpeTteHns nuueHsumn Ha ceteBoe 10. B 3aaBke ykaxute
MAC-agpec BbIOpaHHOrO KOHTpoOMnsfepa, nepeyeHb npuobpeTaemMblx Moaynen u
konnyectso APM, Ha KOTOpPbIX KaXabl MOAYIb NNaHUPYeTCs UCNONb30BaThb.

lpumeyaHue:

3asBky Ons npuobpeTeHus nuueH3mm Ha ceteBoe [1O MOXHO 3anosnHUTbL

cnegyrowmmm cnocobamu:

— Ha cante komnaHnn PERCo, no agpecy www.perco.ru B pa3gene lNogaepxka >
MporpammHoe obGecnevyeHune > MO PERCo0-S-20 > lMopspok nony4YeHus
npaBa ucnonb3oBaHusa NO PERCo-S-20 n PERCo-S-20 Llikona.

— Ncnonb3ya 6naHK 3asdBkM, cOXpaHeHHbln npwu yctaHoBke [10. 3anonHeHHbIN
6naHk Heob6xoaMMo oTnpaBuTb B kKoMnaHuio PERCo no agpecy: mail@perco.ru.

3. lNocne nonyyYyeHUs NUUEH3NMOHHOrO COrnalleHus, COoAepXXallero KIouM akTuBauuu
moaynen 10, Heobxogumo BBeCTM UX B «LjeHmpe ynpaesieHusi» Ha BKNagke
YnpaBrneHue NULEH3UAMM.

9.1.2. BBoAa Knry4a akTuBauum

BBog knoyen aktmsaumm moaynen ceteBoro 0O cuctembl OCyLWECTBASETCA Ha BKNaake
YnpasneHue nuueH3snamm NO «Ljenmpa ynpaeneHusi». Bknagka umeet crneayrowmm
BUA;

i
HaCTpoliKa pacchiikk CoobLLeHMi [oNONHWTENBHBIE HACTPOIKK CepBepa CUCTEMbl HacTpoiika NepUoANYHOCTM OYMCTEM B
YNpaBneHue cepeepamit CosfiaHue 1 ynpasneHue 5 Pe3epBHOe KONWMPOBaHWe B/ ¥YNpasneHne NMLeH3NAMK
"
=¥ PERC0-5502 PacwwpenHoe MO <lWKona=, 03HAKOMUTENBHBIR NepUog 33KOHYEH @
SMS-61UnnuHr
Bepudukaums
BuoeoHabnioaeHue
BpemeHHas 3aMeHa pacnucaHna
BpeMeHHEIe 30HbI
Bpema NpucyTCTBUA
[u3aiiHep NpomnycKoB
JucumnnuHa
[loCTYN COTPYAHUKOB M YYEeHWKOB
MypHan sepuduKaLim
KondurypaTtop
HasHayeHue npas AOCTYNa onepaTopos @
HenensHele rpadusm
OnpaegaTenkHble AOKYMEHTI
OTYeT O BelAaHHbIX MaeHTUhKUKATOpax
OT4eT no SMS
MnaHWpoBLIMK 3aAaHuil no oTnpaske SMS
MoMeLLEHHA
PacnucaHue
CoBbITUA YCTPOACTB M eACTBMA NOMNB30BATENEN
COTPYAHUKM M YHEHHKM
Tunbl NPasaHUKoB
YNpaeneHmne yCTpoicTEammn
Y4eTHsle faHHble
¥ PERC0-SM20 "Mogyns MHTerpaumn ¢ NO Trassir’, Ko akTWBaUWK OTCYTCTBYET
Bepcwn 10 - 2.9.82 Bepcun BJ]- 2.9.82
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PykoBoACTBO agMuUHUCTpaTopa

1. Bbibop BKNagku okHa:
e YnpaBneHue cepBepamy;
CospgaHue u ynpasnexnue b[l;
Pe3epBHOe konupoBaHue b:
YnpaBneHue NMUeH3nAMM;
HacTtponka pacCcbisIkKu COOOLUEHUN;
JdononHutenbHble HACTPOMNKU cepBepa CUCTEMbI;
HacTtpouka nepuogm4yHocTn oumcTkm B.

2. NaHenb MHCTPYMEHTOB BKMAaAKN COAEPXUT CrneaytoLime aNeMeHThbI:
o [ 3meHUTHL Ko akTMBauum (Ctrl+E) — kHoMKa No3BonaeT BBECTM KIOY akTuBaLum
ANna Moayns, BbliAeneHHoro B paboyer 06nactv BKNaaku.

. W Bbi6op koHTponnepa, coaepxaiiero nuueHsuio (Ctrl+N) — kHonka no3sonsieT
yKkasaTb KOHTpornnep, KoTopbli 6ygeT MCrnonb3oBaTbCs B KA4eCTBE SMEKTPOHHOMo
kntoya 3awmtbl MO OT HECaHKUMOHWPOBAHHOIO MCMNOMb30BaHNA. BbiGpaHHbIV
KOHTponnep otobpaxaeTca B nosie cneea OT KHOMKMW.

3. Paboyas obnacTb BKknagku coaepxuTt cnucok mogyrnen cetesoro MO ¢ ykasaHuem
Konun4yecTBa NpnodbpeTeHHbIX No nuueH3nn APM.

BBop knwo4a aktuBauum
[ns BBOAA Kno4vern aktmBaumm moaynen cetesoro 0O BbinonHUTE crnegyowme 4eNCTBUSA:
1. 3anyctute «LjeHmp ynpaesieHusi».

2. B oTKpbIBLUEMCS OKHE Ha BKNaake YnpaBrneHue cepBepamm ydbeamtech, YTO 3anyLleHbl
FireBird SQL cepBep n CepBep cucrtembl PERC0-S-20 Lllkona. [Mocne aTtoro
nepenanTe Ha BkNagky YnpaBneHue SIMLIEH3UAMMU:

HacTpoiika pacchinku ConbLieHMit [loNONHUTENbHBIE HACTPOKKK CEpBEpa CUCTEMb HacTpoiika Nepuogu4HOCTH OYUCTKM B
YnpaeneHue cepeepamMu CozfaHue 1 ynpasneHve b Pe3epBHOE KONMWpoBaHWe B Ynpasnenue niLeHsuaMu

a8 | [KoHTponnep 3avka (10.4.2.95), MAC: 00:25:0:00:35:ed L
=¥ PERC0-SS02 PacwmpeHHoe MO <lUkona>, 03HaKOMUTeMBHBIA Neprog 3aKoHYeH

SMS-BUNAUHE

Bepudmkauma

BuaeoHabnoaeHue

BpeMeHHan 3aMeHa pacrucaHus

BpeMeHHbIe 30HBI

Bpems NpucyTCTBUA

[u3aiiHep NpomycKoB

AucuMnnuHa

[oCTyn COTPYAHMKOB M YYEeHWKOB

JKypHan BepubuKaLimn

Kondwurypatop

HasHad4eHwe Npas JOCTYNa OnepaTopoB

HegenebHble rpadukm

OnpaBaaTenbHbIE AOKYMEHTb

OTYeT O BblZaHHbIX MAEHTUhWKaTOpax

OT4eT no SMS

MNaHUPOBLWK 3aAaHWiA Mo OTNpaBke SMS

MoMelLeHus

PacncaHue

COBLITMA YCTPOIACTE WM ASHCTBKMA NONbL30BaTENEH

COTPYOHUKN 1 YYEHUKM

Tunbl NPasaHUKOB

YnpaeneHue yCTpoicTBaMu

YUeTHbIE JaHHbIE

# PERC0-SM20 "Mogynk MHTerpaumu ¢ MO Trassir", KoA aKTUBaLUWKW OTCYTCTBYeT

Bepcwn M0 - 29.82 Bepcwn BJ1- 29.82

3. B BepxHen 4actM OkHa HaXMuUTe KHOMKY E! BbiOop KOHTponnepa, cogepxaiiero
nuueH3no. OTkpoeTca okHO CNUCOK KOHTPOSEpPOB:
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% Cnmcok KoHTponnEpos

O "'ﬂ KoHTponnep ckopocTHoro Npoxoaa N22 (naneHmi) (10, 1.64,.25), M... | ~
O ’ﬂ KoHTponnep TypHukeTa zamea (10,0, 149,43), MAC: 00:25:08:00:9, .,

- [0 W rnKon 1oxp. 137, (10.1.28.64), MAC: 00:25:0B:01:00:40
O & nneon 2 exp. 157, {10.1,28.51), MAC: 00:25:08:01:00:30 v

MeyaTe Ok OTMeHa

4. B OTKpbIBLUEMCS OKHE OTMeTbTe dnaxkoM kKoHTponnep, MAC-agpec KoToporo Obin
yKasaH B 3asdBKke Ans npuobpeteHns nuueHsmm Ha ceteBoe 0. HaxmuTte kHonky OK.
OkHo Cnucok KoHTponnepoB 0OyaeTr 3akpblTo. HaumeHoBaHne BbIGPAHHOMO
KOHTpOMnepa NosiBUTCA B BEPXHEN YaCTU OKHA. STOT KOHTponnep byaeT B AanbHenwem
NCMoNb30BaTbCHA B KAYECTBE AIEKTPOHHOrO KroYa 3awmnTsl 0.

5. Bolgenute B paboyen obnactu OkHa HasBaHMe MOAyns, A9 KOTOPOro Heobxoammo
BBECTU KJTHOY aKTMBaLMN.

6. Haxxmute kHomky “ M3mMeHUTb KOO akTMBaLMM B BepxHei yactu okHa. OTkpoeTcs
naHeno JluueH3MOHHOE cornaweHue ANs BBOAA KioYa akTMBauuW BblAeNeHHOro
MoAayns:

NMUEH3NMOHHOE CornalleHue
Kog aKTueaumn;

| | o

7. BBeguTe KoY akTMBaLMMK, YKa3aHHbIA NS BblAENEHHOro Moaynst B NMUEH3NOHHOM
cornaweHun, 6e3 npobenos n pasgenutenen. Haxmnte kHonky OK. CepBep cucTembl
OCYLLIECTBUT NPOBEPKY BBEAEHHOIO Krto4a.

8. B cnyyae owmGkM Npu BBOAE Krtova akTMBauuu (HECOOTBETCTBUM Kroya BbiGpaHHOMY
MOZYIO UMK KOHTPOMNEepy) OTKPOETCS OKHO C COOTBETCTBYOLLUM COOBLLEHMEM.

9. B cnyyae HapyweHuss CBAI3W MeXOy CEPBEPOM CUCTEMbI U KOHTPOSSIEPOM,
NCNONb3yeMbIM B KQYECTBE 3NIEKTPOHHOIO KIoYa 3aLLUmMTbl, OTKPOETCS OKHO:

¥npaeneHne NULEHSHAMA

YCTpOMCTED IP-anpec |CDL_|'IJF|HL-1E £ | WHthopMaLma
10.1.55.50 4 HeT cssM.

| | Meyatb

10. B oTkpbiBluEMCA OKHe HaxmuTe KHonkKy OK. [lpoBepbTe Hanuuve CBA3U Mexay
CepBepoOM CUCTEMbI U KOHTPOSINEPOM, YKa3aHHbIM B JIMLEH3NOHHOM COrfnalleHun.
[MoBTOPHO BBEOMTE KNIOY akTMBaLUMW, YKas3aHHbIA B NMUUEH3MOHHOM CcorfalleHum ong
BblaeneHHoro B paboyen obnactn okHa Moayns.
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9.2. Cos3paHue n ynpaBneHue b[j

9.2.1. 3anyck n octaHoBka CYB[] n cepBepa cucremol

3anyck u octaHoBka cepsepa CYB[] u cepBepa cucTeMbl OCYLLECTBNAETCH Ha BKNaake
YnpaBneHue cepBepamu 10 «LjeHmpa ynpaesieHus»:

HacTpoiiKa pacChiNKKM COOBLLEHMIA
YrpaseneHwe cepsepamu

FireBird SQL cepsep

OCTaHOBUTE

TN 3amycKa
O ABTO

® BpyuHyto
O OTKNIO4EHD

OK

T

[Bepcus cepsepa - WI-V2.5.7.27050 Firebird
2.5]

[Bepcwa ODS B - 11.2]

[Bepcwa knvenTa - foclient.dl WI-
V6.3.7.27050 Firebird 2.5]

McnonHaemelit daitn "C:\Program Files
\Firebird\Firebird_2_5\bin\fbserver.exe" -5

C030aHue 1 ynpaeneHue bl

[LONONHUTENBHBIE HACTPOMKKU CepBEepa CUCTEMBI HacTpoiika NepuoaM4HOCTM QYMCTKK B

Pe3epBHOE KONMpoBaHWe B : YNpaBneHue NMLeH3naMI

Cepsep cucTembl PERCo-S-20

OCTaHOBUTE

(&
[

Tun 3amycKa
@® ABTO

O BpyuHyto
O OTKNIO4eHO

MapaMeTpel 3anycka

Bxoa B cUCTEMy
® C CUCTEMHOI YYETHOI 3anMCbio

[ PazpewnTb B3aMMOLEIMCTBIE C pAGOYMM CTONOM

O C y4eTHOI1 3anuckH

Defaultinstance

fbserver.exe" -s Defaultinstance (Bxoa B
CUCTEMY C YYETHOI 3anuceto LocalSystem)
CNWCOK YCTaHoBNEeHbIX cepsicos Firebird
["Firebird Guardian - Defaultinstance”
"Firebird Server - DefaultInstance”]

G

WcnonHaemelit daiin C:\Program Files (x86)\PERCO\PERCD-5-20 pacwupeHHoe MO Lkona\SServerl7k.exe -5
Firebird SQL cepeep paboTaeT B WTAaTHOM pPEXMME.
Cepeep cucTembl PERCo-5-20 paboTaeT B WTAaTHOM pexume. Bepcus cepsepa cucTembl 2.9.8.2 (paclunpettan)

OK OTMeHa

Bepcwn N0 - 2982 Bepcwna bf1- 2.9.82

1. Boibop BKNagKku okHa:
e YnpaBneHue cepBepamu;
Co3naHue u ynpasnenue bl;
Pe3epBHOe konupoBaHue Bl;
YnpaBrnieHue NULEeH3NSIMMU;
HacTpounka pacCbiZIKU COOOLLEHUMN;
HNononHutenbHbIe HACTPONKN cepBepa CUCTEMbI;
HacTpouka nepuogan4yHocTn oumnctkm BJ.

2. KHonka OctaHoBuTb / 3anyctutb Firebird SQL cepBep nossonser ocTaHOBUTL /
3anyctutb cepBep CYB/[]. CocTtosaHmne cepBepa oTobpaxkaeTcs ¢ MOMOLLbIO MHAMKATopa,
PacnonoXeHHOro cnpaea OT KHOMKU:

/m — cepBep CYB/[ 3anyweH / ocTaHOBIEH.

3. KHonka OctaHoBuTb / 3anyctute CepBep cuctemol PERCO0-S-20 nossonsior
OCTaHOBWUTL / 3anycTUTb cepBep cuctembl. CoCTOosiHME cepBepa oOTobpaxaeTcsa C
NOMOLLIbIO MHAMKATOPa, PAcMnONOXEHHOIO crpaBa OT KHOMKW:

/ — cepBep CUCTeMbl 3anyLueH / OCTaHOBIEH.
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4. MNepekntovateny Tun 3anycka No3BonsOT ycTaHOBUTE cnocob 3anycka CYB[, cepsepa.
[Mocne nameHeHnst NONoXeHus nepeknovatenen HeodbxoamMmo Haxatb KHonky OK:
e ABTO — cepBep bygeT 3anyLleH aBTomaTndeckn npm 3anycke OC.
e BpyuHylo — cepBep 3anyckaeTcsa BPpy4YHYHO C MOMOLLbIO KHOMKM 3anyCcTUTb.
e OTKNOYEHO — 3anyck cepBepa HEBO3MOXEH.

5. Nepeknoyatenn Tun 3anycka MO3BONSAIOT YCTaHOBUTbL cnocob 3anycka cepsepa
CUCTEMBI.
e ABTO — cepBep bygeT 3anyweH asTomaTudeckm npu 3anycke OC.
e BpyuHylo — cepBep 3anyckaeTcsa BPyYHYH C MOMOLLIbIO KHOMKU 3anyCTUTb.
e OTKNIOYEHO — 3anyck cepBepa HEBO3MOXEH.

6. OK — KHonmka coxpaHeHna uamMeHeHun nocne mameHeHusa crnocoba 3anycka cepsepa
cuctembl nnn CYB[.

7. MapameTpbl 3anycka — rnorne Ans BBoAa AOMNONHUTENbHbLIX NapameTpoB Mpu 3anycke
cepBepa CUCTEMbI.

8. Bxoa B cucrtemy — nepekrnoyatens No3BonseT BbibpaTh yHETHYHO 3anmMchb Nonb3oBaTens
OC, oT umenHm kotoporo Oyayt 3anyckaTbCsi cepBepbl. Ona KoOppekTHOM paboTbl
cepBepoB (co3gaHust nouToBon n SMS-pacchinok) Heob6xoaMmo, 4Tobbl NONB30BaTENtO
ObINM NpegocTaBneHbl NoSHbIE NpaBa agMmuHucTpaTopa MK.

e C cncTeMHOM y4eTHOM 3anucbio — 3aryCcKk CepBepOB OCYLLECTBAAETCA OT MMEHU
BCTPOEHHOW y4eTHON 3anucu agMmmHuctpatopa [K.
e C yyeTHOM 3anUCbIO — 3anyCcKk CEPBEPOB OCYLLECTBASETCH OT UMEHU yKa3aHHOW

y4yeTHon 3anucu. [ns Bbibopa y4eTHOM 3anncu HaXMuTe KHOMKY _I OTkpoeTca
OKHO BbIbOop: "Monb3oBaTenb":

BrifepiTe Tin ofibexTa:

| "MNonezsoeaTtens"” | Twnkl ofbekToB. ..

B ChnegyiouemM MECTE !

|SI‘-I1 | PasmelweHue...

BeenvTte uMeHa BeifMpastbl 08K TOB (DDUMEDRI):

OononHUTENEHD. .. JK OmaeHa

9. KHonku:
1 OK - npegHasHayeHa ons COXpaHEeHUs1 BHECEHHbIX Ha NaHenM N3MeHeHUNn,
1 OTMmeHa — npeaHasHayYeHa anst OTMEHbl BHECEHHbIX Ha NaHeN N3MEHEHUN.
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9.2.2. OnwucaHue BKnagku «CosnaHue un ynpasneHue b»

Bknagka npegHasHadeHa ong ynpasneHust HacTporkamu B[ u nmeeT cnegyowmnmn sua:
&

HacTpoiika pacchlikv coobLieHMit [10NONHUTENBHBIE HACT POMKW CepBEpa CUCTEMBI HacTpoiika NepuoaM4HOCTM OYUCTKM B

YnpasneHne cepsepamn Cosfanwe 1 ynpasnedue b/1 Pe3epBHOE KonupoBaHWe B YnpasneHne NMUeH3naMmn
| R me®o-Bs s 805 @ % 2 &
PacnonoxeHne 6a3bl AaHHBIX:
C:\SCD17k.FDB &
PacnonoxeHne apxueoB Hazel AaHHbIX:
|C:\ | o
PacnonoxeHne Buaeoapxvsa Bepudrkalmm:
i\ &

YYyeTHanA 3annck NoNb30BaTEenA:
SYSDBA |
I'Iaponb nonezoBaTend.

[coseseee RED

FireBird

Bencua M0 - 2.9.8.2 Bencua B - 2982

® WMameHeHwe HacTpoek

O Cozpanne basbl AaHHLIX

Bbi6op Bknaaku okHa:

YnpaBneHue cepBepamu;

Cos3paHue n ynpaBneHue b,

Pe3epBHOe konupoBaHue BA;

YnpaBneHune NUUEH3UsIMU;

HacTpouka paccbiJZIku COOOLLUEHUMN;
HdononHuTtenbHbIe HACTPOUKU cepBepa CUCTEMbI;
HacTpownka nepuoan4yHocTn ounctku BJ1.

2. [laHernb MHCTPYMEHTOB BKIagKu:

e CoxpaHeHue HacTpoekK 6a3bl AaHHbIX (Ctrl+S) — KHONKa NO3BONSET COXPaHUTL
W3MEHEHUs!, BHECEHHbIE B MapameTpbl B.

e ® CoxpaHenve 6asbl_faHHbLIX, ONTUMM3ALMS M npoBepKa LefIOCTHOCTU
(Ctrl+B) — kHOMKa Nno3BonseT COXpaHUTb pe3epBHYyto konuto B[l B nanke, ykazaHHOM
B none PacnonoxeHue apxuBoB 0a3bl AaHHbIX. Ha3BaHne anna pesepBHOM
konuu: Backup1.fbk. Mpu HaxaTum cTpernku cnipaea oT kHonku ™ oTkpoeTcsi MeHto,

nossongawowee BbibpaTb ¥ BoccraHoBnewue B[ u 9 CoxpaHeHue B[] c

nocneayrWwmMM BOCCTaHOBNEHNEM:

— ¥ BoccranoBnenue Bl (Ctrl+R) — kHomnka nossonsieT BoccTaHoBUTL B[] u3
CO34aHHOM paHee pe3epBHOM KOMUWN, COXPaHEHHOW B Narnke, ykazaHHOW B none
PacnonoxeHue apxuBoB 6a3bl JaHHbIX.

- ¥ CoxpaHeHue B[] c nocneaytowmm BocctaHoBrneHuem (Ctrl+A) — kHonka
No3BOSISIET COXpaHUTb pe3epBHyt0 Konuto B, a 3aTem BoccTtaHOBUTL B[] 13
pes3epBHOW KOMWUW, YTO MO3BOMSET 3a cyeT ouncTkm Bl oT yoaneHHbIx paHee
COObITMI MOHUTOPUWHra, perucrpauuu, Bepudukaumm Mnn ydeTHbIX AaHHbIX
yMeHbLUNTL pa3mep Bl.

o WL YpaneHume paHHbIX MoHuTOpuHra (Ctrl+D) — kHOMka no3sonseT yaanuTb
coxpaHeHHble B B[] cobbiTMa MOHMTOPUHIa 3a yKasaHHbIN nepuoa.
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¥ YpaneHue gaHHbIX no cobbitusiMm (Ctrl+E) — kHomka no3BonsieT yaanuThb
coxpaHeHHble B B[] cobbiTst pernctpaumm 3a ykasaHHbI nepmoa,.

¥ Ynanenue paHHbix Bepudmkaumm (Ctrl+O) — kHoMka no3BonsieT yaanuTb 13
nanku, ykasaHHown B rnone PacnonoxeHue Buaeoapxusa Bepucukaumm kagpbl,
3anuncaHHble ¢ kamep HabnaeHns Npu NpoBeAeHMM npoueaypbl Bepudmrkaumm, 3a
yKa3aHHbI nepuoa.

€2 OumcTka BA ot yAaneHHbIX COTPYAHUKOB / YY4eHUKOB — KHOMKa No3sonset
yaanutb u3 B[l cuctemsl yyeTHble AaHHblE yaaneHHbIX COTPYAHUKOB (Y4EeHNKOB) 3a
yKasaHHbIV nepuos.

lpumeyaHue:

Ansa  ymeHblwieHna pasmepa B[l nocne ynaneHus cobbITUA  MOHUTOPWUHTA,
perncTpauumn, BepuduKkaLmm U Y4eTHbIX 4aHHBIX C MOMOLLbIO KHOMOK ik, i i, £
Heobxoaumo ontumuauposaTb B[l. [ns aTtoro coxpaHuTte pesepBHyto konuio B[,
NCNoSb3ys KHOMKY ¥, CoxpaHeHue 6a3bl AaHHbIX, ONTUMMU3ALUS U nposepkKa
LIeNTOCTHOCTM, a 3aTeM BOCCTAHOBUTE U3 PE3EPBHOI KOMUM, UCTONL3yst KHoMKy ¥
BoccraHoBnexuve B

¥4 HacTpouku cepsepa B[l (Alt+N) — KkHOMKa No3BONSAET U3MEHUTb HACTPOMKU
cepsepa B[l, namMeHuTb nNaponb agMUHUCTpaTopa, co3A4aTb AOMOSHUTENbHbIE
y4YeTHble 3anMcun agMuHUcTpaTopa.

sz OnTuMmnsaumsa naaekcos (Ctrl+l) — kHonka no3BonsieT oNnTMMKU3MpoBaThb paboTy
MO c b[]. PekomeHayeTca npoBoANTb pa3 B HEAEN!o.

¥ CospaHue 6a3bl_gaHHbix (Ctrl+N) — kHonka nossonsieT cosnaTb Hosyo B[.
KHonka gocTtynHa npu yctaHoBKe rnepeknoyarens Pexum B nonoxeHne CospaHue
6a3bl AaHHbIX.

[ O6HOBNEHME Bepcuu 6a3bl AaHHbIX (Ctrl+U) — kHoMka no3BonsieT NpUBECTU B
cooTtBeTcTBUE Bepcuto Bl ¢ Bepcmen NO nocne ero obHoBNeHMs.

[ BoccraHoBnenue npegbiayliero naponsi yCTpoucTs (Alt+R) — kHonka
NO3BONISET BOCCTAHOBUTbL Mapofib JOCTYyNa K yCcTpoucTBaM cuctemsl. lNMpoueanypa
HeobxogMma B Criy4ae HeCOOTBETCTBUSA Maponsd, 3aJaHHOro B YCTPOMCTBaX
CUCTEMBI, NApPOSID, COXPaHEHHOMY B BOCCTaHOBMEeHHOW B/.

"% HacTpoitka pa6oTbl co cTopoHHUM MO (Ctrl+1) — KHOMKa NO3BONSET OTKPLITH
okHo HacTtponka pa6oTbl ¢ 1C (ctopoHHum NMO) onga gocTtyna K AONONHUTENBbHbLIM
WHCTpymMeHTam noarotoBk B k wHTerpauum ¢ cuctemon nporpamm 71C:
lMpednpusimue.

¥ MpoBepka LenocTtHocTu 6a3bl_AaHHbIX (Alt+B) — kHonka nossonseT
npoBeputb hann B Ha Hann4yne ownboK.

£ Moka3aTh aKTUBHLIE CeaHChl — KHOMKA MO3BOMSET OTKPbITh OKHO AKTUBHbIE
ceaHchbl, cofepxallee nHpopmaumo 06 onepatopax, NOAKMIOYEHHbLIX K CepBepy
CUCTEMbI:

B Acrushbie ceancel O x

AR M

KoMnbtoTep nonssosaTensa Cepsep
W

Oneparop Beibop Tinersus AKTHEROCTE

Wnst

fata
MopT| Pasgen * | Mogpasaen Moayns CoCTosHHe 3anycka |(poaomeMTENEHOCTD

nonssosatens | 1 ARPSC ‘”ODT IP-Anpec

2‘

Cearica
Norud | ©UO | MpuMedaHue KOMMoiOTEPa
8 TNABHEIA AAMUHUCTPATOP, SIVL PO.PERCOYCo 172.17.0.227 58412 172.17.0.227 211 | Mepcoxan | CoTpyaxad PERCo-5MO2 TlepcoHan’ OsakomMTENbHeIi neproa: 31.10.2018 00:00:22

g

Ha naHenu MHCTPYMEHTOB OKHa AOCTYNHbI crnefyrLline 3rieMeHThI:

— % HacTporka oGHOBRNeHust UH(hopMaLUUKM — MNpY HaXaTUM CTPENKK crpaBsa
OT KHOMKN OTKPOETCS MEHH0, NO3BONSLEE HACTPOUTbL YacToTy OOHOBMEHUS
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3.

4.

5.

35

NMHopMaUUKN O NOAKMIOYEHHbIX OnepaTopax WNn NPoOBECTU MPUHYAUTENBHOE
oOHoBneHue.

=]

— ™ OTtobpaxeHue CTONGUOB — MPWU HaxXaTuUM CTPErNKU crpasBa OT KHOMKM
OTKPOETCA MEHI0, Mo3Bonswee BblbpaTb CTONOUBI C  AAHHBIMM,
oTobpakaeMbiMu B paboyen obnactun BKnagku.

— 1 ABTOMaTMueckas HacTpoMKa LIMPUHbI KOJTIOHOK BKnro4eHa / PyyHas
HacCTpPOMKa LUMPUHbI KOJIOHOK BKJIKOME€Ha — KHOMKa Mo3BONseT BbliOpaTb
pexum nogbopa WnpuHbl CToNbLoB B paboyern o6nacTtu okHa.

— = [ocnaTb coobleHne onepaTopaMm B BblGpaHHble CeaHCbl — KHOMKa
no3BonseT OoTnpaBUTb MrHOBEHHOE cooluleHne BblIOpaHHbIM B pabouyen
obnacTtn okHa onepaTtopaM. CoobuieHne NOSABUTCA B HUXKHEWN YaCTU KOHCOMK
yrnpaBneHus Kaxgoro oneparopa.

;-
— 3aKpbiTb BblOpPaHHblIe CeaHCbl — KHOMKa MO3BOMSAET OTKNHuYNTb OoT B[
cUCTEMbI BbiOpaHHbIX B paboyert obnacTtn okHa onepaTopos.

Paboyasa obnacTb Bknagku:
e PacnonoxeHue 6a3bl gaHHbIX — Mone NO3BONSET BBECTU Ha3BaHue anna B n
yKasaTtb ero pacrnosnoxeHue. [NyTb MoOXeT OblTb BBEAEH BPYYHYIO U yKa3aH B OKHe

0O630p hannoB 1 nanok. [119 OTKPbITUA OKHA HAXXMUTE KHOMKY @YKamuTe ¢dann
B, cnpaBa ot nona BBoga. awmn B[ pomkeH pacnonarateca Ha 1K c
yctaHoBneHHbiMn CYB[l u cepBepom cuctembl. HasaHue danvna B no
ymonyanuio: C:\SCD17K.FDB.

e PacnonoxeHue apxuBoB 6a3bl AaHHbIX — NOfe NO3BOMNSET yKa3aTb NyTb K Narnke
ANs COXpaHeHNA 1 NocneayoLwero BOCCTaHOBIEHNA dhanna ¢ pe3epBHON Konuen
B. OgHoBpeMeHHO B nanke MOXeT XpaHUTbCS Tonbko ogHa konus B. MyTb K
nokanbHOM nanke MoXeT ObiTb BBeAeH BpPyYHyl. [na ykasaHua nankw,

pacrnonoxeHHon Ha ypaneHHom [1K, HaxmuTe KHOMKy %l Bbibop nanku ans
apxuBoB B[] cnpaBa OT nong BBoAa M yKaXute nanky B OTKpbiBLLIEMCS OkHe O630p
nanok. OGpatnte BHMMaHWE, 4YTO K MNanke B 3TOM cCry4yae [OrmKeH 6bITb
npegocTasneH obwmn goctyn.

e PacnonoxeHue BnaeoapxuBa Bepudukaumm — norne no3BonseT ykasaTb nanky
ANA XpaHeHWa KagpoB C kamep HabnogeHwd, 3anucaHHbIX Mpu NpoBeaeHun
npouenypbl Bepudpmkaumm. Nytb MOXeT ObiTb BBEAEH BPYYHYIO UK yKa3aH B OKHE

O630p nanok. [ns OTKPbITUA OKHA HaAKMWUTE KHOMKY ah Bbi6bop nankwu
Buaeoapxmusa Bepucukauum cnpasa oT nons BBoja.

e YyeTHasa 3anucb Nosfib3oBaTensa — rnosfe Nno3BosiSeT ykasdaTb UMA Mofnb3oBaTens
BL. YyeTHaqa 3anucb nonb3oBaTtens 3agaetcd npu cosgaHun b v ykasbiBaeTcs B
cny4yae cMmeHbl ucrnons3dyemon b1. YyeTHasa 3anuck no ymonyanuio: SCD17_USER.

e [laponb nonb3oBaTens — nosie NoO3BoONsAeT yka3aTb Naponb Ana gocryna K BA.
Maponb goctyna 3agaetcs npu co3gaHuu B[ n ykasbiBaeTcs B crniydyae CMeHb
ncrnons3yemon b[l. NMaponb no ymonyaHuto: scd17_password.

MepekntoyaTtens Pexxnm nossonsieT BoibpaTb pexum paboTbl BKNaaKu:
e W3meHeHMe HacTpoek — ansa paboTsl ¢ havinom B[], co3aaHHbIM paHee.
e Co3paHue 6a3bl AaHHbIX — AN co3gaHna Hoeon Bl.

MopT FireBird: no ymonyaHuo — c4eTYMK NO3BONAET NPU HEOOBXOANMOCTN U3MEHUTL
ceteBo nopT obmeHa p[JaHHbIMM Mexay 3anyweHHon Ha APM  «KoHcosbro
ynpaesieHusi» n cepsepom cuctembl (CYB[) FireBird. o ymonyaHuio 3agaHo
3HayeHue 3050.
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9.2.3. CospaHue B[]
[nsa cospgaHus Hosoro dhavna bL:
1. Banyctute «ljeHmp ynpaerneHusi».

2. HaBknagke YnpaBneHue cepBepamu yoeantecs, 4to Firebird SQL Server v CepBep
cuctembl PERCo0-S-20 LLikona 3anyuieHsbl.

Mepengute Ha Bknagky Co3gaHue u ynpasneHue Bl.

Ha naHenu Pexwum yctaHoBuTe nepeknioyaTens B nosioxeHne CospaHue 6Gasbl
AaHHbIX. Bknagka npumeT cnegyowmmn Bua;

3
HacTpoiika pacchinki CoDBLIEHMIT [loNOMHUTENbHBIE HACTPOKKW CepBepa CUCTEMB HacTpoiika NepuoguYHOCTH OYUCTKM B
YnpasneHwe cepsepamMu Cosnanwe 1 ynpasnexne b/ Pe3sepBHOE KONMpOBaHWe b/l YnpasneHne NMUeH3naMm
| & - LI AR ) (B %
PacnonoxeHue 6azbl JaHHbIX:
C:\SCD17k.FDB &
PacnonoxeHue apxuBoB basbl AaHHbLIX:
|C:\ | o
PacnonoxeHue BuaeoapxvBa BepuduKaLmm:
i\ &
YyeTHas 3anucb Nonb3oBaTens:
SYSDBA |
Mapone none3oBaTens:
|rr1asterke\,rr |
MNapone agMuHucTpatopa bA:
|rr1asterke\,rr |
Pexxim Mopt
FireBird

O WameHeHwe HacTpoek

® Cozpanve basbl gaHHbIX

Bepcna MO - 2.9.8.2 Bepcwa B - 2.9.8.2

5. B none PacnonoxeHue 6a3bl AaHHbLIX YKaXxuTe nanky, B koTopoun byaet co3gaH cann
B. MNyTb kK nanke MoxeT 6bITb BBEAEH BPYYHYIO NN YKka3aH B okHe O630p nanok. [1ns

OTKPbITUA OKHA HaXMUTE KHOIMKY ah Ykaxute cann B[], cnpasa ot nonga Beoga. [ns
NoBbILWEHNs1 6e30NacHOCTM HEe PeKOMeHAyeTCs NPeaocTaBnAaTb 0OWMN JOCTYN K 9TOM
narke.

6. B none PacnonoxeHue apxMBOB 0a3bl AaHHbIX YKaxuTe NyTb K nanke Ang
COXpaHeHMs 1 nocneayrlero BOCCTaHOBMNEHUA dranvna c pesepBHon konuen BL.
PekomeHgyeTtca xpaHutb ¢hanvn ¢ pesepBHOM konven B[] oTaenbHO OT OCHOBHOrO
danna B[ Ha gpyrom xecTtkom gucke unm gpyrom MNK. MNyTb K nokansHOW narnke MoxeT
ObITb BBeAEH Bpy4Hyt. [nNa ykasaHusa nanku, pacnoniokeHHon Ha yaaneHHom [1K,

HaXXMUTE KHOMKY ah Bbibop nanku gna apxuBoB B[l cnpaBa oT nons BBOAa M
YKaXknTe nanky B OTKpbIBLLEMCS OkHe OG30p nanok.

7. B none PacnonoxeHue BuaeoapxuBa BepudUKaLMU yKaxute narky, B KOTOPOW
OyayT coxpaHATbCA Kagpbl C Kamep HabnwaeHus npyu nNpoBedeHun npoueaypbl
Bepudmkaumn. MNyTb K Nanke MoxeT ObiTb BBEAEH BPYYHYHO UK yKa3aH B okHe O63op

&qi

nanok. [ns OTKPbITUS OKHA HaXMWUTe KHOMKY BbiGbop nanku BugeoapxuBa

BepudMKauumm cnpasa oT Nons Beoja.
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8. B nonsax YyetHas 3anucb nonb3oBartens u Naponb nonb3oBaTtens 3agante Mms
nonb3oBaTens, naponb Ana gocrtyna kK bBA. Ot™m gaHHble ByayT Heobxoaumbl npu
npoBeaeHun nobbix onepaunin ¢ .

9. B ctpoke Maponb agmuHuctpatopa B[l BBeaute naponb agamuvHucTpatopa B[
(agmuHncTpaTopa cepsepa CYB/L). Naponb no ymonyaHuo: masterkey.

10. Ha naHenu MHCTPYMEHTOB BKNaAKN HAXMUTE KHOTKY % CoxpaHeHue HacTpoek 6a3bl
OaHHbIX.

11. Ha naHenn MHCTPYMEHTOB BKI1aAKN HAXXMUTE KHOIMKY i Cospatb 6a3y AaHHbIX.

12. Hoeasa B[l 6yget cospaHa. B oTkpbiBLUEMCA NpW 3aBepLUEHMM Onepaumm OKHe C
coobueHnem Haxxmute kHonky OK.

9.2.4. O6HoBneHue Bepcumn B[

O6HoBneHue Bepcun B[ nponsBoanTcsa ToNbKO B criydae obHosneHus sepcum MO cepeepa
cucTtembl. B aTom cniyyae npu 3anycke «KoHcosiu ynpaesieHusi» U NOLKITHYEHUN K cepBepy
CUCTEMBbI NOSIBUTCS OKHO C COOOLLEHMEM:

Koncone ynpasnenna PERCo-5-20

CJEHApPY#EHD HECOOTEBETCTEME Bepoli MOk Basa gaHHBIK -
BepcrA 2980, Cepeep cHCTEMBl - Bepona 2982,

OBHoBWTe bazy gaHHBX W3 LleHTpa ynpasneHKal

[na obHoBNneHns Bepcun B BbINONHUTE crneayowme eNCTBUSA:

1. Banyctute «lLjeHmp ynpaeneHusi» wn nepengute Ha Bknagky Cos3gaHuve wm
ynpaBnexHue bA.

2. Ha naHenu MHCTPYMEHTOB BKMaJKM HaxmuTe kHonky & O6HoBneHue Bepcum 6asbl
AaHHbIX. OTkpoeTca okHO OBGHOBNEeHUe Bepcumn 6a3bl JaHHbIX:

% OBHoBNeHME BepcuK Basbl JaHHBIX

®aiin, npegHazHayeHHbIA 4nA oBHOBNEHNA:

Zi\Program Files (x86%PERCoVPERCo-5-20 WranaylpdateStructureDE . dll

=

pebyerca obHoBnenne,

exkywan sepcna bl medswie, uem Bepcua obHoBneHns..
Nocne oBHOBNEHWA METagaHHbX Ba3kl AaHHLX CNEOYET YYecTb,
YTO NpeabiayLMe COXpaHeHHbIe apX1Bbl NepecTaHyT bbb
BKTYENbHEIMK. B Clyyae BOCCTaHOBNEHUA B W3 nbBoro W3 Hux
HeolxoguMo ZaHoB0 00HOBWTE D@3y AaHHLEL.
MOCAE ¥CNEWHOMQ OBHOBMEHWMA BA3RlI HEQBXOAMMO
BEIMOMHUTE NEFEAAYY NAFAMETFOB BCE CMCTEMBI!

Tekywan eepcun 2.9.8.0 Bepcwa oBHoeneHnA 2.9.8.2

3. B oTkpbiBLIEMCA OKHE ANA u3MmeHeHus nyTn Kk danny UpdateStructureDB.dIl HaxxmuTe
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KHOMKY il

Eh
4. [nsa 3anycka npoueaypbl o6HoBReHna B HaxXmuTe KHOMKy 4| Mpuctynutb K
OGHOBMEHMIO.

| Pekomengayma: NMPOWMZBECT COXPAHEHWE BAZBl JAHHBLEK
MEPES OEHOENEHMEM?

| Aa | | Het

5. lna coxpaHeHusi pesepBHON Konun B[l B OTKpbIBLLEMCS ONANOrOBOM OKHE HaXXMuTe
kHonky Oa. VcxogHas Bepcusa Bl 6ygoeT coxpaHeHa B cpavne Backup1.fbk B nanke,
ykasaHHon B none PacnonoxeHue apxuBoB 6a3bl AaHHbIX.

6. MNMocne okoH4yaHwWa npouenypbl o6HOBNEHNA B okHe OOHOBNeHue Bepcuu 6Gasbl
OaHHbIX NosBuTCca coobleHne « ObHosneHuUe OaHHbIX MPOWIIO YCeUHON:

A OBHoBnEHME BEpCHK Gazbl JaHHBX

©aiin, NpegHazHaYeHHBIR 4nA 0OHOBNEHNA:

Z:WProgram Files (x86%PERCoWPERCo-3-20 WronaylpdateStructureDB . dll

=

(QbHOoBNEeHWe OaHHbIX NPOLNo yCnewHo

Nocne obHOBNEHWA MeTadaHHLR Baskbl AaHHbX, CNegyeT yYecTb,
YTO NpeabiayLMe COXpaHeHHbIe apX1Bbl NepecTaHyT bbb
BKTYENbHEIMK.B Chydae BOCCTAHOBAEHMA WX HEoDXOOWMO 38HOBO
0GHOBHTB.

MOCAE ¥CNEWHOMQ OBHOBMEHWMA BA3RlI HEQBXOAMMO
BEIMOMHUTE NEFEAAYY NAFAMETFOB BCEA CUCTEMBI!

Tekywian eepcun 2.9.8.2 Bepcua oBHoeneHna 2.9.8.2

7. Haxmute KHOMKY . B CTPOKEe 3arosyioBka OKHa Aa51a ero 3akpbliTus.
9.2.5. CospgaHue pe3epBHoM Konun B[

PesepBHasa konus B[l Heobxoouma AOnsi BOCCTAHOBMIEHUS [aAHHbIX CUCTEMbI B Criyyae
noTepu ocHoBHOro canna b[.

lpumeyaHue:

. B cucrteme npeagycMoTpeHa BO3MOXHOCTb PEryrisipHoro aBTOMaTUYeCKOro
pesepBHOro konuposaHus B[l no 3apaHee ycTaHOBMNEHHOMY pacnucaHuio. [Ons
HaCTPOMKM pacnncaHna nepengmte Ha Bkrnagky PesepBHoe konupoBaHue Bl.

[ns coxpaHeHns pesepBHon konun Bl BbINONHUTE crieayrowme AeNCTBUS:

1. 3anyctute «lLjenmp ynpaeneHusi» wn nepengute Ha Bknagky Co3gaHue wm
ynpaBnexHue bA.
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2. Ha naHenu WHCTPYMEHTOB BKMaJKM HaxXMWTe CTPenky cnpaBa OT KHomku ¥ u B
BblNnagatoweM cnucke Bblibepute NnyHKT CoxpaHeHune 6a3bl AaHHbIX, ONTUMU3ALIUA U
npoBepka uenoctHoctu (Ctrl+B). B[] 6yaeTt coxpaHeHa B narke, ykazaHHOW B CTPOKe
PacnonoxeHue apxuBoB 6a3bl AaHHbIX, B danne c HasBaHuem Backup1.fbk. B
yKa3aHHOW narnke MOXeT COXpaHATbCA TOSbKO ofHa pe3epBHas konuvs B/.

9.2.6. BoccraHoBneHue B[l n3 pesepBHON KON

Ecnu ocHoBHOW hann B ytepsiH, TO nepen BoccTaHoBrneHnem B[l 13 pesepBHOW konun
HeobxoaMmo npeaBapuTenbHO co3gaTb HoBylo B[, ykaszaB B none PacnonoxeHue
apxmBOB 6a3bl AaHHbIX MECTO pacnonoXxeHus danna pesepsHon konuu Backup1.fbk. Ans
BoccTaHoBneHus b1 n3 pesepsBHON KONUKU BbINONHUTE cneayowne 4encTBus:

1. 3anyctute «LjeHmp ynpaeneHusi» v nepengnte Ha Bknagky CosgaHuwe v ynpaBrneHue
BO.

2. Ha naHenu WHCTPYMEHTOB BKNAZKW HaXMWTE CTpenky cripaBa OT KHomku ¥ p B
BbinagatowemM cnucke BblbepuTe nyHKT BoccraHoBnenHme B[. byget 3anyweHa
npoueaypa BocctaHoBneHus B[ ua danna Backup1.fbk, pacnonoxeHHoro B narke,
ykasaHHon B none PacnonoxeHne apxmBoB 6a3bl JaHHbIX.

3. ®ann ¢ BoccTaHoBrneHHon Bl 6yneT nomelleH B nanky ¢ ocHoBHOM Bl n nmetb TO xe
HasBaHue, HO ¢ gobaBneHnem cumBona #. B criyyae nOBTOPHOro BOCCTAHOBIIEHHas,
ann 6yaeTr coxpaHeH 6e3 cumBona # B HasBaHuu. [Ons wumenn danna B no
ymondanuio: SCD17K.FDB nmsa dpanna ¢ BocctaHoBneHHon B[] 6yaet: SCD17K#.FDB.

4. ina Havana paboTbl cepBepa C BoccTaHoBneHHow B[l nepenauTe Ha BKNagky
YnpaBneHue cepBepamu 1 nepesanyctute cepsep cuctembl u cepsep CYB[.

Takum obpasom, npu HopmanbHOM paboTe B narnke, ykasaHHOW B none PacnonoxeHue
6a3bl AaHHbIX, MOryT cyllecTBoBaTb ABa havna b[: paboyasa v npegpiaywasa konus, a
Takke pesepBHas konua Bl B nanke, ykazaHHou B none PacnonoxeHue apxuBoB 6a3bl
OaHHbIX.

9.2.7. Ouunctka bl

PekomeHaoyeTca npoBoantb ouucTky B[l He pexe ogHoro pasa B KBapTtan nocne
3aBeplueHMs opMMPOBaHNSA Bcex Heobxoaumbix oT4yeToB. COObITUS MOHUTOPUHra
pekoMeHOyeTCa yaoandaTb He pexe OAHOro pasa B Mecsl. OTO MNO3BOSISIET YMEHbLUMTb
pa3smep danna b[] n yckoputb paboTy NporpaMmMHbIX MOAYen CUCTEMBI.

Ons ounctkm B nponsseauTe crnenyowme eNCTBUS.

1. 3anyctute «lJeHmp ynpasneHusi» v nepenante Ha Bknagky CosgaHuwe v ynpasreHue
BL.
2. [ins ypaneHus AaHHbIX COOLITUM MOHMTOpWHra Ha MaHenu WHCTPYMEHTOB BKNaKy

HaxxmuTe kHonky &k YpaneHue gaHHbIX MOHUTOpuHra. OTKpoeTcs OkHO YpaneHue
OaHHbIX MOHUTOPUHra:

Wy y,qﬂnEHHE AdHHBIX MOHWTODWHI G

Ha4yano neproda KoHel neproda
01.09.2017 [E~ | (01.10.2017 [E~
OTmeHa OK
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3. B oTKpbIBLIEMCS OKHE yCTaHOBUTE C NMOMOLLbLIO nonen eeogda aat Havano nepuoaa u
KoHeL nepuoaa BpeMEHHOW NPOMEXYTOK, 3a KOTOpbIi OyayT yaaneHbl CcobbiTus.
Haxxmute kHonky OK. CobbiTus 13 xxypHana MOHUTOpuHra 6yayT yaaneHsl.

4. Ona ypaneHns coObITUA perncTpaumMm Ha MaHenu MHCTPYMEHTOB BKMaAKW HaXmute
kHonky ¥ YpaneHue AaHHbIX NO COBLITUAM.

5. B oTKpbiBLIEMCA OKHE YAaneHue AaHHbIX MO COOLITUAM YCTAaHOBUTE C MOMOLLBIO
nonen Beoga gat Havano nepuoga v KoHeu nepuoaa BpeMeHHOW NPOMEXYTOK, 3a
KoTopbin ByayT ypaneHbl cobbitusa. Haxmute kHonky OK. Cobbitma u3 xypHana
pernctpauun 6yayT yaaneHoi.

6. [Ana yoaneHus coxpaHeHHbIX NMpu NpoBeAEeHUU npoueaypbl Bepuukauum kagpos C
Kamep Ha MaHenn WHCTPYMEHTOB BKMAadKW Haxmute kHornky ™ YpaneHue AaHHbIX
Bepudpukauuu.

7. B oTKpbiBLUEMCA OKHe YpaneHue AaHHbIX Bepudukauum yCTaHOBUTE C MOMOLLBIO
nonen seoga nat Havano nepunopa v KoHeu nepuoaa BpeMEHHOM MPOMEXYTOK, 3a
KoTopbln ByayT yaaneHol kagpbl. HaxmuTte kHonky OK. Kagpbl Bepudumkaumm 6yayt
yaaneHol.

8. na ontummusaumm B nocne ouncTkn 1 ymeHblieHMs pasmepa ganna Heobxogmmo Ha
naHenn MHCTPYMEHTOB BKMNaJKWU HaxaTb CTPenKy cripaBa oT kHomnku ¥ 1 B BbinagatoLem
cnucke BblbpaTb MNyHKT CoxpaHeHuMe 6a3bl AaHHbIX, ONTMMU3auUUA U NpoBepKa
uernoctHocTu. PesepBHasa konusa B 6yaet coxpaHeHa B nanke, ykazaHHOW B CTPOKe
PacnonoxeHue apxmBoB 6a3bl 4aHHbIX.

9. lNMocne atoro Heobxoammo obHoBUTL BJ] N3 coxpaHeHHOW pe3epBHON Konuwu. [1nsa aToro
Ha MaHenm WHCTPYMEHTOB BKMAAKW HaXmuTe CTPenky cnpaBa OT kHomku ¥ u B
BbiNagalowemM cnucke BblbepuTe MyHKT ¥ BocctaHoBnenue B[] . Bynoet 3anyweHa
npoueaypa BocctaHoBreHus B 3 pesepBHOM KOMuw.

Mpn HeobXoOUMOCTM MOXHO HacCTPOUTb aBTOMAaTU4YEeCKytd ouvncTtky B[ Ha Bknagke
Hactpownka nepuognyiHocTn ounctkm B[.

9.2.8. HacTtpowmka nepunoan4HocTn ouncTkm B[

Bknagka npegHasHadeHa gnga 3agaHus nepuogmyHoCcTy aBToMaTndeckon ouncTkn b n
nMeeT criegyowmmn Bua;
i@

YrpagneHwe cepeepami
HacTpoiika pacchbinki coobLUeHMi

MOHWUTOPHHT
OCTaBnATh AaHHbIE 33 NepUoa

CospaHwe 1 ynpasneHwe 61 YnpasneHve nMUeH3uAMKA
[loNONHUTENBHBIE HACTPOIIKKM CepBepa CUCTEMB HaCcTpoiika NepuoaMHHOCTI O4HCTKN B/L
CoBbITUA YCTPOICTB U AeiCTBUA Nonb3oBaTenei ® [aHHble BEpUOUKALIAKM
OCTaBNATE AaHHbIE 33 Neproj
‘3a nocnegHne nonroga ~
PacnucaHue NpoBepoK

PesepeHoe konuposaHie b1

32 NoCneaHio Heaenio
PacnucaHue NpoBepoK
ExeaHesHo

v| [0 YaanaTe gaHHbIE BKNIOYAA DeACTBMA NONL30BATENe

| OCTaBnATh fanHble 3a Nepion
|3a NOCNEnHWI rog v|
PacnucaHue nposepok

ExeHenensHO v
~ MoHeAENbHUE

ExeMecaqHo ~

1 MoHenensHMK
| BTOPHWK

¥ Cpega

i YeTeepr

~ NaTHKMUA

~1 1 geHb Mecaua ~
2 neHe mecaua
3 feHb Mecaua
4 fneHb Mecala
5 geHb Mecaua

@

4 Cy66oTa (B:TODHMK @
I BocKkpeceHbe q§$§§pr
MaTHWLA
CybboTa

BocKpeceHbe

6 AeHb Mecaua
7 feHb Mecaua
8 neHb Mecaua
9 aeHb Mecaua
10 geHb mecaua
11 AeHb MecAua

o

w

| E:‘::)J:Tb MEPUOAMHECKYID OIMCTRY 1] Bieniou Tl Nepioandeckyio 04MCTKY AaHHbIX

MNepwon Ha4ana yaaneHna JaHHbIX @

01:00 5

|os:00 E

Bepecna MO - 2.9.8.2 Bepcua B - 29.8.2

BKMHOUKUTE NEPUOONYECKYHD OUMCTKY

JaHHBIX

OK OTtmeHa (ESC)
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1.

2.

3.
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Bbi6op Bknaaku okHa:

YnpaBneHue cepBepamu;

Co3pgaHve u ynpasnenue bl;

Pe3epBHOe KonupoBaHue BA;

YnpaBneHune NUUEH3UsIMU;

Hactponka paccbisikn coobLeHnn;
JononHuTtenbHble HACTPOUKU cCepBepa CUCTEMBI;
Hactpownka nepmognyiHocTn ounctkm B[.

MaHens MOHMTOPUHr NO3BOMSET HACTPOUTb MEPUOAMYHOCTb OYUCTKU  AaHHbIX
MOHUTOPUHIa U COOEPXUT crieayroime OyHKUnK:
e OcTtaBnATbL AaHHble 3a nepuoa — C MNOMOLLLIO BbiNaZalwLlero crnmcka MOXHO
YyCTaHOBUTb, AaHHbIE 3a Kakow nepuof 6yayT XpaHUTbCA B CUCTEME:
— 32 NOCneaH Hedeno;
— 3a nocnegHun Mecsu;
— 3a nocnegHue nonroaa;
— 3a nocnegHun roa.
e PacnucaHue npoBepoK — C NOMOLLbIO BbINaZdaoLLEro cnnucka MoXHoO Bblbpatb, Kak
yacTo 6yaeTt npoxoauTb npoBepka B[l Ha yaaneHne gaHHbIX:
— €XeOHEeBHO;
— €eXeHeaenbHo;
— eXeMeCs4YHO.

e Bknountb nepuvoauYecKyrd OYMCTKY [AaHHbIX — YCTaHOBUTE pnaxok Ans
BKITHOYEHUS DYHKLUN NEPUONYECKON OUMCTKM AaHHbIX.

MaHenb CoObITUA YCTPOMCTB M AEUCTBUMA NoOJSib3oBaTesien No3BoNnsdeT HACTPOUTb

NepPUOANYHOCTb OYMUCTKN COOBbITUIA YCTPOUCTB U OENCTBUIN NONb3oBaTENEN U COAEPXKUT

cnegyowmne yHKUUN:

e YpanaTb AaHHble BKIOYas AeMCTBUA Nonb3oBaTenemn — npu yCTtaHoBKe hnaxka
OyayT yoansaTbCs BCe [aHHble, BKNOYasd BCe OeNCTBMs nonb3oBaTtenen. Ecnu
oriaXoK He ycTaHaBnmBaTb, OyayT yaaneHbl TONbKO COObITUSA YCTPOWCTB.

lpumeyaHue:
YcTaHOBKa naxka Ha napameTp YAanATb AaHHble BKOYas AeUcTBUA
nonb3oBaTesien He pekoMeHAYeTCs No coobpaxkeHnam 6e3o0nNacHOCTK, TaK Kak aTo
MOXET NPUBECTM K MOTEPE BaXHbIX CBEOEHWMW, K Npumepy, UHdopmauun o6
YBOMbHEHUN UNN NPUHATUM Ha paboTy COTPYLAHMKOB.
e OcTtaBnATb AaHHble 3a nNepuoa — C MNOMOLLbIO BbiNaZdaloLWEro Cnmcka MOXHO
YyCTaHOBUTb, [aHHblE 3a Kakon nepuog byayT XpaHUTLCSA B CUCTEME:
— 3@ NOCMeaHo Heaeno;
— 3a nocnegHun Mecsu;
— 3a nocrnegHue nonroaa;
— 3a nocnegHun roa.
e PacnucaHue npoBepoOK — C NOMOLLbIO BbiNadaloLero Cnmcka MOXHO BbibpaTh, Kak
yacTo 6yaeTt npoxoauTb npoBepka B/l Ha yaaneHne gaHHbIX:
—  eXeOHEBHO;
— eXeHeOenbHo;
—  EeXEeMEeCSYHO.
e BKknouMTb NEpuoanYeCcKYrd OYMCTKY [AaHHbIX — YCTaHOBUTE bnaXok Ans
BKITOYEHNSA (PYHKLUMM NEPUOANYECKON OUYUCTKM AaHHbIX.
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4. MaHenb, [OaHHble BepudMKauuMu MNO3BOSMSET HACTPOUTb MNEPUOOUYHOCTb OYUCTKU
AaHHbIX BEpUMUKaLUN 1 COOEPXUT cnegyowime QyHKUnK:
e OcTaBnATb AaHHble 3a nepuoa — C MOMOLLBK BbiNagaroLero Crnmcka MOXHO
YCTaHOBUTb, AaHHbIE 3a Kakow nepuof byayT XpaHUTbCS B CUCTEME:

— 3a nocnegHow Hegento;
— 3a nocnegHun Mecsl;
— 3a nocnegHuve nomnroaa;
— 3a nocnegHumn roA.
e PacnucaHue npoBepoOK — C NOMOLLbIO BbiNadatoLero Cnmcka MOXHO BbibpaTh, Kak
yacTto byaeTt npoxoanTb NpoBepka Bl Ha yaaneHne gaHHbIX:
—  EeXEeOHEBHO;
— eXeHeOenbHo;
—  EeXEeMEeCSYHO.

e Bknwuntb nepuoanyvYeCKyro O4YMUCTKY AadHHbIX — YCTaHOBUTE cbnamox anA
BKITHOYEHUA beHKLI,VIVI I'Iepl/IO,D,VI‘-IeCKOVI O4YNCTKN OaHHbIX.

5. MaHenb [lMepuoa Hayana yaaneHUA pAaHHbIX MN03BONSAET 3ajaTb BpPEeMEHHOM
NPOMEXYTOK, B KOTOpbIN OyaeT HauMHaTbca oudncTka BI0. Hanpumep, npu yctaHoBke
14:00-18:00 ounctka B[l moxeT HavyaTbCcs B ntodon momeHT ¢ 14:00 go 18:00.

6. KHonku:
e OK — npegHasHaveHa ans coxpaHeHUss BHECEHHbIX U3MEHEHWUI;
e OrtmeHa (ESC) — npegHasHayeHa aAna oTMeHbl BHECEHHbIX U3MEHEHUMN.

9.2.9. HacTtpouku cepBepa b[l
[nsa pocTtyna Kk HacTpourkam cepsepa bl:
1. 3anyctute «lJeHmp ynpaessneHusi» v nepengnte Ha Bknagky CosgaHuwe v ynpasreHue

BA.

2. Ha naHenu WHCTPYMEHTOB BKIIaAKM HaXMWUTE KHOMKY b Hactponku cepBepa BA.
OTkpoeTcsa okHO BBeguTe naposnb agMMHUCTpaTOpa:

% Beegure napone agmuHncTpatopa b

Mapone agMUHUCTpaTopa B4

3. B oTKpbIBLLEMCS OKHE BBeauTe Naponb agMuHuctpatopa B[ n Haxmute kHonky OK
(naponb no ymonyanuto: masterkey). OTkpoetca okHo Hactpowkm cepBepa B[,
coepxallee aBe BKNagku:

e HacTtpouku;
e [lonb3oBaTtenu.
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Bknagka «HacTponku» BbIrmsguT cnegyowmm obpasom:

% Hacrpoiikn cepeepa B/

'HacTpouky || Monesosatenn |

HanmMmeHOoBaHKe 3Ha4veHue

Bepcwa WI-V2.5.7.27050 Firebird 2.5
JAWpeKTopKa C:\Program Files\Firebird\Firebird_2_5\
Pazmep cTpaHWuUb (KE) 4096

Pazmep daina 6a3el (M) 2101

Pa3mep CTpaHWLBl, NOCNe BOCCTaHOBNeHWA (KB) 4096

MprHyOuTENEHAA 3aNKMCH HeTt

ONTUMKU3ALWA Baskbl NpK COXpaHeHM HeTt

MOHOBAA ONTUMIM3ALNA Baskl HeT

Paboyasa obnactb Bknagkum HacTpoukum cogepxuT cnegywowme nons ¢ AaHHbIMU U
napameTpbl cepsepa CYB[:

Bepcusa — Bepcusa 3anyLeHHOro cepsepa.

OupekTopua — nanku yctaHoBkn cepsepa CYB[.

KonunyecTtBo 6a3 — KONMYECTBO NOAKITOYEHHLIX K cepBepy BL.

KonnyecTtBO coefuHEHUN — KONMYECTBO NOAKIHOYEHHbIX K CEPBEPY KITMEHTOB.

Pa3mep ctpaHuubl (KG) — yCTaHOBMEHHbIN pa3Mep cTpaHuubl hana b.

Pa3mep canna 6a3bl (M6) — Tekywmin pasmep anna B, nogkno4eHHOM K cepBepy.

Pasmep cTpaHuubl, nocrne BoccTaHOBNeHUA (K6) — packpbiBalOLWMNCS CAMCOK

Nno3BondeT U3MeHUTb pasmep cTtpaHuubl hanna b. Ona ontummnsaumm pabotsl ¢ B

pekoMeHOyeTCa YCTaHOBUTb 3HavyeHWe rnapameTpa KpaTHbIM pasMepy knactepa

XeCTKoro gucka, Ha kotopom pabotaet B[l. Mo ymonyaHuiOo yCTaHOBIIEHO 3HaYeHue

4096 6Gawnt. [locne u3MeHeHMs 3HaYeHWss napameTpa HeobxXxoouMMO COXPaHUTb

pe3epBHYIO konuio Bl1, nocne 4ero Ucnonb30BaTh €€ B KAYECTBE OCHOBHOM.

MpuHyauTenbHasa 3anuch:

— Ja — no3BonseT NOBbICUTb HAAEXKHOCTb COXPAHEHUS AaHHbIX, YMEHbLUMB NPU 3TOM
CKkopocTb paboTbl ¢ B/I.

— HeT — nosBonseT yBenMuuTb CKOPOCTb onepaumn ¢ Bl 3a cyeT ucnosnib3oBaHUA
cuctemHoro kawa B namatn K. B cnyyae c6osa B nutaHum [MK gaHHble,
HaxoadLmecs B KaLwle, MoryT ObITb NOTEPSIHbI.

OnTumMmusaumsa 6a3bl NPU COXPaHEHUMN:

— JAa — npu coxpaHeHun pesepsHon konuu Bl nponssoanTbCs ee onTUMmU3aums.

— HeTt — ontnumnsauus pesepsHomn konun B He nponssoguTcs.

doHoBasA onTuMusauusa 6asbil:

— [HDa — ontumunzaums B[ npomsBoantcs B npouecce paboTbl, Npu 3TOM paboTa c
dannom B[l moxeT bbITb 3ameaneHa.

— HeTt — dpoHOBas onTMmnsauunst He NPON3BOAUTCA.

[ns 3aKpbITUS OKHA C COXPaAHEHMEM BHECEHHbIX 3MEHEHUIN HaXmuTe kHomnky OK.
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Bknapgka «lMonb3oBaTtenu» BbIrMSanT criegyowmm obpasom:

L Hacrpoiikn cepeepa b

HacTpoitkn | [one3oBaTeNM

M3meHeHKWe

&| & | [

YyeTHa#d HononHWT enbHele Homep Homep
3annck JaHHkIE rpyMnel 101B30BaTENs

SYSDBA Administrator 5gl Server 0 0

MNone3oBaTenb MNaponk
SCD17_USER sscaed

OK OTMeHa

B pabouyen obnactn BKNagkm COOEPXUTCA CMUCOK YYETHbIX 3anucen agMuvHucTpaTopa u
nonb3oBatenen B[. KpacHblM BblgeneHbl y4yeTHble 3anucu, KoTopble He MOryT 6biTb
yoaneHol. JT0 3anucn agmuHuctpaTtopa bB[l: sysdba u 3anmcb nonb3oBaTens
nogkrtoyeHHon BI1: no ymonyanuio scd17_user.

MaHenb MHCTPYMEHTOB BKITaaKu:

o G [Jo6aBuTb nonb3oBaTens — KHOMKa MNO3BOMAET OTKPbITb NMaHesnb BBOAA AAHHbIX
ana pobaeneHuss HoBbix nonb3oBaTtenen Bll. [loGaBneHwe nonb3oBaTens MOXeT
noTpeboBaTbCs B criydyae nogkntodeHus Bl k gpyromy cepBepy, TO €CTb HE K TOMY, Ha
koTopom B[] 6bina cosgaHa.

e & Ynanutb Nonb3oBaTenil — KHOMKa No3BONseT yaanuTb BblAeNeHHY0 B paboyen
obnacTu BKNagku y4eTHyH 3anvcb Nonb3oBaTens.

e [ W3zmeHeHMe napons — KHOMKA MO3BOMSET OTKPbITh MaHerb BBOAA [OaHHbIX OIS
N3MEHEHMS Mapons, BblAENeHHOro B paboyen obnacTu BKMagkyM nonb3oBaTens unm
agMuHucTtpaTtopa. O6paTnTe BHUMaHWe, YTO Naponv PerMcTpo3aBUCHMbI.

BHumaHue!
—_ PekomeHayeTca nameHuTb naposie masterkey agmuHnctpatopa B, 3agaHHbIN No
YMO4YaHu o, Ha Naposib M3BECTHbLIN TONIbKO agMUHNCTPATOPYy CUCTEMBI.

9.2.10. BoccTtaHoBneHue npeabiayllero naposis yCTpoucTs

BocctaHoBneHne npegplaywiero napons Joctyna K YCTPOMCTBAM CUCTEMbI  MOXET
notpeboBaTtbCca nocne BoccTtaHoBneHus B[l n3 pesepBHOM Konuu, B Criydae ecnuv nocre
co34aHuns pe3epBHOM KONuK naposib 6bi n3MeHeH. To eCTb eCrnv Naposb, COXPaHEHHbIN B
yCTpOMCTBax, OTNN4aeTcs oT napons, ncnonedyemoro B b/.

lpumeyaHue:
. [llpn npoBegeHnn npouenypbl BOCCTaHOBReHuUss napons Bce «KoHconu
ynpaeJsieHuUsi» OOJTXHbI ObITb 3aKpbIThbl.

[na BoccTaHOBNeHUs npebiayllero napond, nocrne BoccraHoBneHus Bl n3 pesepsHom
KOMuu:

44



PykoBoACTBO agMuUHUCTpaTopa

1

. 3anyctute «LjeHmp ynpaeneHusi» n nepengute Ha Bknagky CospaaHue n ynpaBsneHuwe

bA.

. Haxxmute kHonky ] BoccraHoBneHue npeAbiayLiero Naposns yCTPOUCTB Ha NaHenm

NMHCTpymMeHTOB Bknagku. OTkpoeTcs okHO BoccTtaHoBneHue npeablayliero napons

YCTPOWCTB:
3, Boccranoenenmne NpesIayLLErT Napona yCcTponcTe

NpeasIayLwWi naponk

OTmMeHa OK

. B oTkpbiBLIEMCS OKHe B none Mpeablaywmnin naponb BBeANTE Naposb, COXPaHEHHbIN B

YCTPONCTBAX CUCTEMbI, TO €CTb UCMOSIb3yeMbI A0 BOCCTaHoBNeHus bl. Haxmute Ha
kHorky OK.

.B OTKpbIBLLEMCA OKHE noATBepPXXAEeHNUA USMEHEHUA NMaposid HaAXMUTE KHOTMKY ha. Nocne

npoBeaeHns Npoueaypbl BOCCTAHOBNEHNA B cucteme ByaeT ncnonb3oBaTbCa Naposb U3
pe3epsHon konuu B[.

. Bakponte okHO EpmHasa cuctema 6e30nacHOCTWU, HaxaB KHOMKY - B CTpOKe

3arosyioBka OKHa.

6. 3anyctute «KoHconb ynpaesieHusi» 1 nepentn B pasgen «KoHguaypamopy.

. MNepepante BoCCTaHOBMEHHLIN NApPOSib B YCTPOMCTBA CUCTEMBI. [Ans 3TOro B padboyen

obnactu pasgena BblibepuTe KOPHEBOW 3NEMEHT Cnucka YCTPOMCTB (MO YyMOMYaHUIo
Cucrtema 6e30MacHOCTU) U HaAXMUTE Ha MaHENM WHCTPYMEHTOB pasfgernia KHOrKY
@ Nepepatb napameTpbl.

9.2.11. lNpoBepka uenoctHoctn bl

[na npoeepkn B[] cuctembl Ha HanU4ne oWNBOK:

1.
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BA.

. Haxxmute kHonky & MNMpoBepka uenoctHocTu Bl Ha naHenn MHCTPYMEHTOB BKIaKW.

OTkpoeTtcs okHo MNMpoBepka yenoctHocTn BA.

B oTkpbiBlweMcA OkHe HaxmuTe KkHorky [lpoBepka uenoctHoctn BI. HauHetca
nposepka b/.

. Ecnn npn npoBepke owmnbkn He obHapyxeHbl, TO B paboyen obnactn okHa nNosiBUTCA

coobueHune: «lposepka 8bINOSIHEHA, OWUBKU HE OBHapyXXeHbl:
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% Nposepxa yenocriocmw 6/

Mpoeepka BLINOAHEHE, OWKOKK He obHapyXeHsl.

6 MpoeepuTe UENOCTHOCTE B

3aKpeTh

5. B cny4yae obGHapyxeHuss owmnbok B paboden obrnactu OkHa nosiBUTCSA OT4yeT 06 ux
Xapaktepe n Konu4ecTBe:

% Mposepka yenoctHocTw B/

Summary of validation errors
Number of data page erors  © 5
Mumber of index page errors 211
Murmber of database page errors 775

| 6 MpoeepuTh LenoCTHOCTE B/

3aKpLITh

6. Mpwn obHapyxeHUn ombok HaXxxmMuTe KHOMNKy NMonbiTKa BOCCTaHOBNEHUS LLENMOCTHOCTHU
BA.
7. B cnyyae ycnelwHoro ucnpasneHus obHapyXeHHbIX ownbok cdann bl 6ygeTt sameHeH

BOCCTAHOBMNEHHbLIM (hansiom, a dann ¢ owmbkamm ByaeT cOxXpaHeH C pacluMpeHnem
.bad. B nosiBuBLuemcs okHe ¢ coobLieHnemM HaxxmuTe kHonky OK.

B cnyyae HeBO3MOXHOCTM WUCMpaBreHnss OBHapyXXeHHbIX OoWwnboK npousseanTe
BoccTaHoBneHne Bl n3 pesepBHOW KONUU.

9.3. lMnaHupoBLUUK pe3epBHOro konnposaHusa bl
9.3.1. OnucaHue Bknagku «Pe3epBHoe KonupoBaHue B»

CospgaHue pesepBHon konun Bl Heob6xoamMmo, YTOObI UCKAKYNTL BO3MOXHOCTb MOTEPU
AaHHbIX B cnyyae Bbixogda u3 ctpos MK cepBepa cuctembl. B cucteme npegycMoTpeHbl
BO3MOXHOCTN PYYHOrO M aBTOMAaTUYECKOro COXPaHEeHUs pe3epBHbIX KOMUWN NUCNOSib3yeMOoMu

B.
[ns HemegneHHOro cosgaHus pesepBHon konuu B nepenaute Ha Bknagky CosaaHuwe u

ynpaBneune B 1 HaxmuTe KHOnKy ™ CoxpaHeHue 6a3bl AaHHbIX Ha NaHenw
WNHCTPYMEHTOB BKIaJKW.

HacTporka pacnucaHusi aBTOMaTUYECKOro pe3epBHOro KOMUPOBAHUS MPOU3BOAUTCSA Ha
Bknagke PesepBHoe konupoBaHue B[] 10O «Ljenmp ynpaeneHusi». Pe3epBHas konusa B
OyneT coxpaHeHa B kaTtanore, ykasaHHOM B CTpoke PacnonoxeHwe apxuBOB 06a3sbl
AaHHbIX BkNagkn CospaHue u ynpasneHuwe BL. [py atom B kaTanore Bcerga xpaHuTcs
TONbKO OAHa, nocnegHasa pesepsHas konus b.

Mpwn cospgaHun pesepBHOM Konuu B[l cyulecTByeT BO3MOXHOCTb OTMNPaBKU yBEOOMSIEHUN
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yepe3 cnyxby coobweHnn Windows, no 3nekTpoHHou noyte unu SMS-coobuieHuem.

[ocTynHbl ABa YCNOBUSA OTNPaBku YBEAOMIEHNNA:

e Bcerpa — yBegomneHue oTnpaBnaeTcA Npu KaXX4ow MNorbiTKe cOo3gaHus pe3epBHON
konuu BA.

e B cny4yae owmbku — yBejoMreHne OTNpaBnsAeTcs TOMbkKo B criyyae, ecrm 1O He
CMOXeT co3aaTtb pe3epBHYyto konuio B.

Bknagka PesepBHoe konupoBaHue B[l umeet cnegyowmmn sua;

3
HaCTpoOIiKa pacchinKky CcooBLLEHMI [ONOAHUTENBHBIE HACTPOIKKM CEPBEPa CUCTEMBI HacTpoiika NepuoaMUHOCTM OYMCTEM B
YnpaeneHwe cepeepamMi CozgaHwe W ynpaenedwe B PesepBHoe konupoBaHie B/ YnpaeneHwue NULEHINAMI
PacnucaHue 3anNaHMpoBaTh Pe3epBHOE KOMWMPOBaHWE
NleHb Hegenu AlLE | R ke @
MoHeaenbHUK WrTepsan

BTOpHIK Nata nocneaHero BeINONHEHUS
He paHee
Cpena HEM He nozxe yem

YeTeepr

| M
CybboTa
BockpeceHbe @

v/

Bepcua MO - 2.9.8.2 Bepcua B4 - 2.9.8.2

DI~ T S FTC RO
v

~

1. Boibop BKNagKku okHa:

YnpaBneHue cepBepamu;

Cos3pgaHuve u ynpasneHue bl;

Pe3epBHOe konupoBaHue b[;

YnpaBneHune NUUEH3UsIMU;

HacTpowka paccbiJZIKU COOOLLUEHUMN;
JononHuTtenbHble HACTPOUKU cepBepa CUCTEMBI;
HacTpowuka nepuogan4HocTn ouncTku B.

2. [MaHenb MHCTPYMEHTOB BKIMagKu:

e * Do6aenenne (Ctrl+N) — kHorka no3BONseT YCTaHOBUTb BPEeMs CO3[aHus

pesepBHoN konuu B ans aoHsa Hegenu, BbibpaHHOro Ha naHenu Pacnucaxue.

R PepaktupoBaHue (Ctrl+E) — kHOoMka nNo3BoNdAeT U3MEHUTb BPEMS PE3EPBHOMO
konupoBaHusa B[, BbiaeneHHoe B paboyen obnacTtu BKNagku.

e = Ypanenue (Ctrl+D) — kHOMka mMo3BOMAET yOanUTb BPEMS PE3ePBHOrO
KONMMpoBaHuS, BblaeneHHoe B paboyen obnactn BKNagku.

o & CoxpaHeHue pacnucaHua (Ctrl+S) — kHonka NO3BONAET COXPaHUTb U3MEHEHUS
B pacnvcaHum pe3epBHOro konnposanus b/.

I T,

o HacTpouTb ceTeBYyI0 paccbUiky yBeaomneHun (Alt+S) — kHonka nossonseT
HacTpouUTb pacchinky yBegomMmneHun Ha K ¢ nomowbto Cryx6bbl coobweHud MS
Windows.

v .
e * HacTtpouTb No4YTOBYIO paccbuky yBeaomneHuu (Ctrl+M) — kHonka no3sonser
HaCTPOMUTb PacCbIfiKy YBEAOMITEHUA Ha ALLMKN 3NTEKTPOHHOW MOYThI.

b Hactponka SMS-pacchbinikm — KHOMKa MO3BONAET HACTPOUTb PaCCbIfKy
yBeOMNEHNN Ha TenedoHbl ¢ NOMOLLbI0 SMS-coobLLeHnA.

3. MaHenb PacnucaHue no3BonsieT BbiOpaTb AeHb HeAenu ANsi HaCTPOMKN pacnmcaHuns
pe3epBHOro KOMMpPOBaHUS.
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4. Paboyass obnactb 3annaHuMpoBaTb pe3epBHOE KOMUPOBaHWE BKMNaaku COOEPXUT

YCTaHOBIEHHOE BpeEMSI CO3haHus pe3epBHOM konun B ons BbIGpaHHOro Ha naHenu
PacnucaHune gHa Hegenw.

9.3.2. Co3pgaHusa pacnucaHusa pe3epBHOro konumposaHusa b

lpumeyaHue:

PekomeHayeTca npousBoauTb pe3epBHOe konuposaHue B exeoHeBHO B 4achl
HaMMeHbLLen Harpy3km Ha cuctemy. [lpn paboTe cepBepa cucCTeEMbl B
KpYrroCyTOYHOM pexnme Npon3BoOAUTE pe3EPBHOE KOMMPOBAHNE B HOYHOE BPEMS.

[na cosgaHus pacnucaHusl pe3epBHOrO KOMMPOBaHUS:

1.

10.

3anyctute «leHmp ynpaeneHusi» W nepengute Ha BkNagky PesepBHoe
KonupoBaHue B[1.

Ha naHenu PacnucaHue BbibepuTe AeHb Hegenu, Ang KOTOporo Heobxoaumo
AobaBnTb Bpems co3gaHusa pesepsHom konun BL.

HaxXmuTe Ha naHenu WHCTPYMEHTOB BKMaOKuM KHOIMKY B Jdo6aBneHune. B HmxHeNn
4YacTu OKHa OTKpoeTcsa naHenb [luana3oH COXpaHeHus:
HwanazoH COXpaHEHWA
He paHee 4eMm He nozme 4yem
00:30 g [o1:00 3 | oK || omera |

Ha oTkpblBLWENCHA NaHenn ¢ NomMoLllbio nonen sBeoga spemeHn He paHee yem n He
no3xe 4eM YyCTaHOBUTE WHTepBasi BPEMEHWU, B TEYEHWE KOTOPOro cepeBep CUCTEMBI
npounsseneT pesepsHoe konupoBaHue b. HaxmuTte Ha kHonky OK. MaHenb [inana3oH
coxpaHeHua 6yaet 3akpbita. Co3gaHHbIN MHTepBan OygeT pobaeBneH B pabouyto
obnacTb BKNaaku.

Mpu HeobxoanmocTn AobaBbTe AOMNONMHUTENbHbIE UHTEPBArbl BPEMEHU PEe3epPBHOMO
KOMUPOBaHUS.

[lnsi n3aMeHeHns BpEMEHHOrO UHTepBara BblaenuTe ero B paboyert obnactu Bknagku u

HaXMUTE Ha naHenn WHCTPYMEHTOB BKMaAKM KHOMKY = PepaktupoBaHue. Ha
OoTKpbiBLENCA naHenu [Aunana3oH coxpaHeHuUA npousseautTe Heobxoaumble
n3mMeHeHnsa n Haxmute kHonky OK.

Ons vyaaneHuna BpeMeHHOro MHTepBalia BblesinTte ero Ha naHenun 3al1naHVIpOBaTb

pe3epBHOE KONMPOBaHME M HaXXKMUTE KHOMKY  YpaaneHuwe. B oTKpbIBLLUEMCSH OKHE
noaTeepXxaeHus HaxxmuTe Oa.

Haxmnte KHOMKy L?‘ CoxpaHeHue pacnucaHua NS COXpPaHEeHUsi BHECEHHbIX B
pacnucaHne N3aMeHeHUN.

Mpn HeobxoguMmocTu BblgenuTe Ha naHenu PacnucaHuwe Apyron OeHb Hegenu u
cosganTe Ans Hero BpeEMeHHOM UHTepBas Pe3epBHOrO KOMMPOBAHUA.

HactponTe pacchifiky yBegoMIieHUn O pesyrnbTaTax pe3epBHOro konuposaHua bl _Ha
K, AWK SNEeKTPOHHOW NOYTbI N TENEdOHbI.
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9.3.3. HacTtpowka ceTeBOM paccCbIfikKu yBeaoOMIIeHUN

BHumaHue!

“52 na paboTbl pacchinkn Ha K ¢ ycTaHOBneHHbIM cepeepoM cuctembl n MK

nonyyatenen yseaomMneHun OormkHa ObiTb 3anyweHa «Cnyxba coobweHuti MS
Windows».

OKHO HacTpoOMKM CeTeBOW paccbinikn yBegomneHui Monyyvatenu yBegoMneHMn nmeet
cnegywwmn sua;

¥ Monyuarenn yeegomnennii

Mony4aTenw

| 0| -] % ¢

MNonyyaTens Korpa noceinate

B cmyyae ownbkm

B pabouyen obnactu okHa oTobpaxkaetcsa cnmcok ceTeBbix MmeH (MK gna oTnpaeBkm
yBEeOOMITEHUIA U YCITOBUSI X OTMNPaBKMW.

WNHcTpymeHTsl naHenu MNony4yaTtenu:

* HNo6aButb HoBoro nony4atensa (Ctrl+N) — kHonka nossonsieT Aob6aBuTb UMs
MK, Ha KoTopbIN OyayT OTNPaBNATLCSA YBEAOMIEHUS.

' YN3meHuTb nonyyatens (Ctrl+E) — kHonka no3sonsieT AN BbI4ENEHHOro B
cnucke MK oTKpbITb NaHenNb BBOAA U peAakTUpOBaHWUS OaHHbIX. Ha naHenn MOXHO
N3MEHUTb Nony4YyaTensi UM ycrioBue oTrnpaBKu.

Ypanutb nonyyatens (Ctrl+D) — kHonka no3BonsieT yganutb BblAeNEHHbIN B
paboyen obnactu okHa K 13 cnucka nonyyaTtenen ysegoMIIEHNNA.

& CoxpaHutb AaaHHble (Ctrl+S) — kHOMka no3BonsieT COXpaHUTb U3MEHEHUs B
CruCKe noryyaTernen.

4 TectnpoBaHue yBegomneHun (Ctrl+T) — kHOoMka nNo3BonsieT NpoTecTMpoBaThb
oTnpaBKy yBegomneHuin. Mpn HaxxaTum KHOMKM Ha BblaeneHHbln B cnucke MK 6yget
OTNpaBfneHo TECTOBOE yYBeLOMIIEHNE.

Onsa HacCTPOUKU paccbinku yBeaomneHu Ha MK:

il

1. Haxmute KHoNKy % HacTtpouTb ceTeByl paccbifiky yBeAOMIEHUW Ha naHenm
WHCTPYMEHTOB BKnaaku PesepBHoe konupoBaHue B[1. OTkpoetca okHO Mony4vaTtenum
yBeAOMITIEHUMN.

2. Ana po6aeneHus MK, Ha KoTopbIn OyaeT oTNpaBNATLCA YBEAOMIEHNE HAXMUTE KHOMKY

* No6aeuTb HoBOrO nony4artens Ha NnaHen MHCTPYMEeHTOB okHa. OTKpoeTcs naHenb
BBOJA M pedakTUpOBaHWsi OaHHbIX:
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MNonydaTens
SDV_m |

Korga nocelnatb

|B CmyyYae OWKnbKK V|

OK OIMEHE

3. C nomoLubio packpblBatoLerocs cnicka Korga nocbinarb ykaxxkuTe yCrioBue OTrnpaBKu

yBEAOMIEHUS.

4. B none Mony4atenb ykaxuTe K, Ha kOoTopbIN ByayT OTNpaBnaTbCca yBeaoMneHus. [ns

3TOr0 HaXXMUTE KHOMKY _I cnpaBa OT MNOns, 3aTeEM B OTKPbIBLUEMCH OKHE HaXMuUTe
kHonky [lononHutenbHo. OTKpoeTcs HOBoe OKHO Bbibop: "lMonb3oBaTtenb'™:

BeiGepuTte TMN o bexTa:

|"I'IDnb305aTenb" | TNkl o6 beKTos ...

B cnenyiowem mecte:

‘SIV‘I | Pazmewerme. ..

Dfwwre sanpock

H3YUHIETCA ¢ _—
H3YHMHIETCA ©

JTENHOYEHHBIE YYETHRIE 3AMUCKA =

L3}
|

QK Crmaena
PesyneTate! nowcka:

Wrag B nanke

2 DefauttAccount SV
B WDAGLityA.. SV
E)J'—“.UMHHHCTDET... SV
Py oo 5V

. Haxxmute kHonky Mouck — B none Pe3ynbTaTbl NOMCKa NOSABUTCA CMIUCOK KOMMbIOTEPOB.
B cnucke Bblgenute Heobxoanmbin MK n Haxxmute kHonky OK.

. Haxmute kHonky OK Ha naHenu BBOOa WM pefakTUpoBaHus OaHHbIX. [laHenb Oyaet
3akpbita. Mims BblbpaHHoro K Oypet gob6asneHo B cnucok B okHe [Monyvatenu
yBeAoOMIIeHUN C yKa3aHWeM YCNOBUS OTNPaBKM YBEAOMITEHUN.

. Haxxmute KHOMKY ﬂﬁ COXpaHeHVIe AaHHble 0514 COXpaHeHMA BHECEHHbIX B CIMMCOK

N3MEHEHUN.

. lna TectnpoBaHma cnyxbbl OTNpaBkn yBe4OMEHUN BbiaenuTe B cnucke oavH ns MK n
HaXXMUTE KHOMKY o TectnpoBaHue yBegomneHun. Ha atot MK 6yget otnpasneHo
TecToBoe coobLueHne « TecmuposaHue».

. Ona 3akpbiTna okHa Mony4yatenu yBeAOMMEHUM HAaXMMUTE KHOMKY . 3aKpbITb B
CTPOKe 3arosioBKa OKHa.
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9.3.4. HacTtpo#nka no4TOBOM paccChbIfiKU yBeAOMIIEeHUN
OKHO HacTpOoMKM NOYTOBOW paccChifiku yBeAOMMeHNn AgpecHas KHUra uMeeT criegyoLwmmn
BUA;

% Agpechas kHura

Cepeepa WCxoAALLER NnouTel SMTP MonyuaTtenu

+ | b — Of + | @) - OE

|HEIHr-1EHDEI-EIHHE |A,u,pec ' Monyyatens | Apec nonyyaTens | Horga nockinaTth

MHDEI-I:-IIH SMTP cepeep  smtp.firma.ru B8 Admin addr@firma.ru B cnyuae owmnbi

]

£

1. Pabouass obnacte naHenn CepBepa ucxopgsawen no4vtbl SMTP cogepXuT cnmcok
agpecoB 9NEKTPOHHON NOYThLl OTRpaBUTENEN.

2. NHcTpymeHThl naHenu CepBepa ucxopsiwen noytsl SMTP:

o B [Ho6aButb (Alt+N) — kHonka nossonseT gobaBuTb HOBOro oTnpasuTens. lpu
HaXKaTuUW KHOMKW OTKPOETCH NaHenb BBOAA U pedaKTUPOBaHUS AaHHbIX:

HaurmeHoBaHue
SMTP_FIRMA

Appec SMTF cepeepa(smip.yandex.ru)
smtp.firma.ru

Agpec ornpaerTens(addr@yandex.ru)
system_center@firma.ru

Nonbzoeatens(addr@yandex.ru)
firma

Mapone

0K OTMeHa

— HaummeHoBaHue — Ha3BaHWe OTNpaBUTENS.

— Appec SMTP cepBepa — agpec SMTP cepBepa, UCNOSb3yeMoro otTrnpasmTenem
ANs OTNpaBku yBEAOMIIEHNNA.

— Appec oTnpaBuTens — agpec df1EKTPOHHOW MOYTbl OTAPaBUTENSA, C KOTOPOro
paccbinalTcsa yBeLOMIIEHMS.

— [MNonb3oBaTtenb — UMs OTNPaBUTENS, YKa3biBAEMOE B YBEAOMIIEHUMN.

— Maponb — naponb JOoCTyna K 3NEeKTPOHHOM NoYTe OTNpPaBUTENS.

e ™ Usmennts (Alt+E) — kHOnka nosBonsetr W3MEHUTb 3anucb OTNPaBUTENS,
BblgeneHHyto B paboyen obnactn naHenn CepBepa ucxopsuwen noutsl SMTP.

e = Ypanutb (Alt+D) — kHOMKa no3sonseT yaanuTb OTNpaBuUTens, BbleNeHHOro B
paboyen obnactn naHenu CepBepa ucxogawen noyutbl SMTP.

o & CoxpaHuTtb (Alt+S) — kHoMka NO3BONSET COXPaHUTbL BHECEHHbIE N3MEHEHWS.
3. Paboyasa obnacte naHenu MMony4yatenu coaepXUT CMAMCOK aapecoB 3MEKTPOHHOW
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NnoYThbl, HA KOTOPble OTNPAaBIATCA YBEAOMIEHUA O CO3gaHuu pe3epBHON konuu B u
YCIOBUA NX OTNPaBKM.

4. HcTpymeHTbl naHenu MonyyaTtenu:

o IB HNo6aBuTb (Ctrl+N) — kHonNka no3BonseT 4o6aBnTb agpec ANEKTPOHHOW MOYThI,
Ha KOTOpbI ByayT OTNpaBNATLCA yBeaOMeHUs. [1pn HaXXaTum Ha KHOMKY OTKPOeTCs
HOBas nNaHenb:

Adpec nonyJyaTens Korga nocelnaTh
admin@firma.ru B cnyuae ownbkK v
Monyuatens
|A|:|rr1ir1
OK OTMeHa

— Apgpec nony4yaTtensi — agpec 9NeKTPOHHOW NOYTbl, HA KOTOPbIN OTNPaBASATCA

yBEAOMIIEHUS.
— Mony4artenb — nMsi Nnonyyartens B yBeAOMMEHUN.
— Korpa nocbinatb — BbiNnagawwui CNMCOK MO3BOSISIET yKa3aTb YCroBuEe

OTNpaBKX YBEJOMIMEHUN.

e ™ UzmeHnTb (Ctrl+E) — kHOMKa no3BondeT Ans BblAeneHHoro B paboyen obnactm
naHenu Mony4yaTtenu agpeca OTKPbITb NaHenb BBOAA M PeAakTMPOBAHUSA AAHHbIX.
Ha naHenu MOoXHO M3MeHUTb agpec n NMs nonyvaTtens Ui ycroBme OTNpaBKy.

e = Ypanutb (Ctrl+D) — kHOMKa nossonsieT yoanuTb BbideNeHHbln B paboyen
obnactn naHenu Mony4aTtenu agpec 3NEeKTPOHHOM NOYTbI U3 CNKUCKa nonyvatenen
yBEeOMIIEHUN.

o T CoxpaHuTtb (Ctrl+S) — kHOMKa NO3BONSAET COXPaHUTb BHECEHHbIE U3MEHEHNS.

o ¥ MpoBepuTb oTnpaBKy noytoBoro coobweHusa (Ctrl+T) — kHoNka no3sonseT
NpoTeCcTUpoBaTb OTNPABKY yBeOOMMEHUN. [1pn HaXaTUM KHOMKN HA BblAENEHHbIN B
cnucke agpec bygeT oTnpaBneHo TeCTOBOE yBeAOMIIEHNME.

Onsa HacTPOUKK paccbiNKM yBeAOMIIEHUW NO 3NEeKTPOHHOW nouyTe:

i -

1. Haxmute kHonky * HacTpouTb NMOYTOBYK pPacCbifiKy YBeOOMSEHUMW Ha naHenmu
WHCTPYyMeHTOB Bknagkm PesepBHoe konupoBaHue BLl. OTkpoeTcs okHO ApgpecHas
KHUra.

2. Ina oTnpaBkn COOGLLEHWI MO 3MNEKTPOHHOM MoYTE HEOOXOAMMO YyKa3aTb Ha NaHenu
CepBepa ucxogsawen noutbl SMTP xoTta 6bl ogHOro oTnpaBuUTENs, C 3NEKTPOHHON

NoYTbl KOTOporo 6yayT OoTNPaBnATbCA YBEAOMMEHUs. [ns 3TOro HaXMuTe KHOMKY
Hdo6aBuTb B MHCTpyMeHTax naHenu. OTKpoeTcs naHenb BBOAA W peaaKkTUpOBaHMS
AaHHbIX.

3. Ha oTKpbIBLLENCA NaHenn ykaxuTte agpec 3NeKTPOHHOM no4tbl oTnpasutens n SMTP
cepsep. Haxmute kHonky OK. MaHenb ByaeT 3akpbiTa, oTnpasuTens 6yaet nobasneH B
cnucok Ha naHenu CepBepa ncxoaswen noutosl SMTP.

4. Haxxmnte KHOMKY & CoxpaHuUTb B MHCTpyMeHTax naHenu CepBepa mcxoasiiew
no4ytbl SMTP ona coxpaHeHusi BHECEHHbIX U3MEHEHUN.

5. na pobaBneHus agpeca 9MNEeKTPOHHOW MOYTbl, Ha KOTOPbIA ByaoyT OTNPaBnATbCS
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yBeJoMneHus npu cosgaHun B, HaxmuTe KHONKy s Job6aBuTb Ha naHenu

I'IonytlaTenM. OTKpOeTCFI naHesnb BBOAA 1 peaakKTnpoBaHUA OaHHbIX.

6. B OTKpbIBLLENCS NAHENN YKaXnTe agpec 3NeKTPOHHbIA MOYTbI, YCIIOBME OTMNPaBKA N UMSA
nonyyatend. Haxmute kHonky OK. [MaHenb ©6ypet 3akpbita. [lonyyatenb 6yaer
pobaeneH B cnnucok Ha naHenu Mony4yartenw.

7. Haxxmute KHOMKy ﬁE’ CoxpaHuTb B WHCTpyMeHTax naHenu [Monyvatenun ans
COXpaHeHWs1 BHECEHHbIX U3MEHEHUN.

8. Ons TEeCTUpoBaHNA OTNpaBKn yBeﬂ,OMﬂeHVIVI BblAesInTe noJjiydaTtenia B CrINCKe Ha NnaHenun

Mony4yatenu n HaXXMuUTE KHOMKY S MpoBepuTL OTNPaABKY NOYTOBOro COOGLIEHUS B
WHCTPyMeHTax naHenu. Ha apgpec nonyyatens 6yaeT oOTNpaBreHO TECTOBOE
yBeOMIIEHME.

9. ina 3akpblTuss OkHa AApecHas KHUra HaXmuTe KHOrKY . 3aKpbITb B CTpOKe
3arorioBka OKHa.

9.3.5. Hactpouka SMS-paccbinku yBegomMneHun
BHumaHue!

£55 [Ins oTnpaBku yBepoMmneHwii no SMS gomkHa GbiTb HacTpoeHa paccbinka SMS-
coobueHnn Ha Bknagke HacTponka pacchbiniku COOGLLEHUN.

OkHO HacTponkn SMS-paccbiniku yBegomneHmi Cnucok TtenedoHOB ANsi pacCbiNKu
SMS unmeeT crnegytowmin BUA;

% Crncok TenedoHoE AnA paccelnkn SMS

Kon pervoHa | Homep TenedoHa Korga nocelnaTk

812 7654321 B cnyuae owmbru

1. B pabouyen obnactn okHa oTobpakaeTcss CMMCOK HOMEepOoB TenedoHOB, HA KOTopble
OTChINATCH YBEAOMIIEHUSA N YCIOBUS UX OTNPAaBKMW.

2. NHcTpymeHTbl okHa Cnucok TenecgoHoB Ansa paccbinkn SMS:

o IB [Ho6aButb (Ctrl+N) — kHonka nossonsieT gobasBuTb HOMmep TenedoHa, Ha

KOTOpbIN ByAyT OTNPaBNATLCA YBEAOMITEHUS:

Monyyatens SMS

Kop ctpadel  Kog pervodHa Homep TenedoHa Korga nocelnate
E e | [7e54321 | |B cryuae owmbin v |
oK OTMeHa

— Kopa ctpanbl, Koa pernoHa, Homep tenedoHa — nons gnga seoga tenedgoHa
nonyyartens.

— Korpa nocbmnmate — Bbinagawowmii CNMCOK MO3BONSET Yyka3aTb YCnoBue
OTNpaBKnN yBeOAOMSIEHUN.

e ™ UsmenuTb (Ctrl+E) — kHonka no3sonsieT Ans BbiAeneHHoro B pabo4en obnactu
OKHa OTKpbITb MaHernb BBOAA M pefakTUpoBaHMA OaHHbIX. Ha naHenn MOXHO
N3MEHUTb HOMep TenedgoHa 1 ycrioBne oTnpaBku.
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e = Ypanutb (Ctrl+D) — kHOMKa NO3BONSET yAanUTb BblOeneHHbIn B paboyeit
obnacTtu okHa TenedoH u3 cnucka nonyvartenen yseaoMneHun.

o T CoxpaHuTtb (Ctrl+S) — kHOMKa NO3BONAET COXPaHUTb BHECEHHbIE U3MEHEHNS.

o ¥ MpoBeputb otnpaBky CMC cooGweHua (Ctrl+T) — kHonka nosBonseTr
nNpoTecTUpoBaTb OTNPABKY yBeOOMIEHUNA. [1pn HaXaTUM KHOMKN HA BblAENEHHbIN B
cnucke TenedoH byageT oTnpaBneHoO TECTOBOE YBeAOMIEHNE.

Onsa co3aaHua SMS-paccbinikv yBeOMNEeHUN:

1. Haxxmute KHoOMKy b Hactponka SMS-paccbinkm Ha naHenn UHCTPYMEHTOB BKNagku
Pe3epBHoe konupoBaHue B[l. OTkpoeTcss okHO CnUcok TenedoHOB ANA PacCbISIKM
SMS.

2. Ina pob6aBneHna Homepa TenedoHa, Ha KOTOopbIn ByaeT OCyLlecTBRASATLCA OTnpaBka

YBEJOMIEHUI HAXMUTE KHOMKy T [l06aBUTb Ha NaHenu MHCTPYMEHTOB OKHa.

OTKpOGTCFI naHenb BBOAA U pegakTnpoBaHUA OaHHbIX.

3. Ha oOTKpbiBWIENCS naHenun ykaxute Homep TenedoHa M ycrnoBue oTtnpaBkn SMS-
coobuweHuns. Haxxmute kHonky OK. MNMaHenb 6yaet 3akpbita. TenedoH 6yaet aobasneH
B Cnucok TenecoHoB B paboyer obnactm okHa Cnucok TtenecoHOB ANA pacCbifIKK
SMS.

4. Haxmnte KHONKy & CoxpaHuUTb Ha nNaHenn MHCTPYMEHTOB OKHa ANA COXpaHeHUs
BHECEHHbIX N3MEHEHWUN.

5. Ina TectnpoBaHus otnpaBkn SMS-cooOLueHni BbiAENMTE B CNUCKE 0AUH U3 TenedOoHOB

N HaXMUTe KHOMKY S MpoBepuTb oTnpaBky SMS-coobWeHMA Ha naHenu
WHCTPYMEHTOB OKHa. Ha aToT TenecoH ByaeT oTnpaBneHo TeCTOBOE yBEAOMIIEHME.

6. [nsa 3akpbiTna okHa Cnucok TenedoHOB ANA paccbinkn SMS HaXXmMuTe KHOMKY
3aKpbITb B CTPOKE 3arofioBka OKHa.

9.4. HacTtpouka paccbiyiku coobLeHnmn

B cucteme npegycmMoTpeHa BO3MOXHOCTb OTnpaBkn SMS-coobLieHnin cepBepom CUCTEMBI
B CreyoLmx cnyyasx:
e [lpn aBTOMaTM4yeckom cosgaHum pesepBHon konun Bl. Pacceinka HacTpavBaeTcH B
«lyenmpe ynpaeneHusi» Ha Bknagke PesepBHoe konupoBaHue BA.
e B xope BbINONMHEHWS 3adaHuI, co3aaHHbIX B pasaene «flnaHupoeuwjuk 3adaHull».
e [lpun paccobinke coobuieHnn n3 pasgena «CompyoHUKU U Yy4eHUKU».

OTyeT 0 Cco3aaHHbIX, OTNPAaBIIEHHbLIX U HE OTMNpaBNeHHbIX SMS-coobLeHNAX OOCTYNEH B
pasgene «Omyem no SMS».

[ns Beibopa cnocoba otnpaBku SMS-coobLueHnn cepBepomM cUcTeMsbI: 3anyctute «LjeHmp
ynpassneHus», nepenante Ha Bkrnagky Hactponka paccbinkm coobLWweHun n yctaHoBuTe
nepeknioyatens Bbibop cnocoba pacchbisiku B O4HO U3 MOMOXEHWUMN:

e HeT pacchbinku — paccblifnika OTKIIYeHa.

e SMS-npoBangep — paccbinika ocyuwiectensietca SMS-nposangepom. [Ons cBssu
cepBepa cuctembl ¢ SMS-nposangepom TpebyeTcsa HannymMe NOCTOSIHHOIO AOCTyNa B
Internet.

e Viber-pacchbinka — pacchbifika oCyLLeCTBSeTCH C NOMOLLbI Meccenaxepa Viber.
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9.4.1.Hactpounka SMS-npoBangepa

lpumeyaHue:

“.~ Cnucok nopggepxmBaembix cuctemon SMS-nposavgepoB Ans otnpaBku SMS-
coobLeHnn HaxoanTca Ha canTte komnaHum PERCo, no agpecy www.perco.ru, B
pa3sgene MnaBHas > Noaaepxka > MNMO.

Bknagka HacTtpownka paccbifikm cOOOLIEeHUN npu NonoXeHnn nepeknioyartens Bbibop
cnocoba paccbunku: SMS-npoBangep nmeeT cneayroLlnn Bua;

i
YrpaBneHue cepeepami Co3gaHwe 1 ynpasnexue B Pe3epBHOE KOMMPOoBaHue B YMpaBneHue NMLEHIMAMM
HacTpoiika pacchinkn COOBILEHMA [ONONHUTENEHEIE HACTPOIKK CEPBEPA CUCTEME HacTpoiika NepUogMYHOCTM OYUCTKM B
Buibop cnocoba pacchinku @
O HeT pacchliku O GSM - mogem O Viber - pacceinka

@® 5SMS - npoBaitgep
SMS - npoBaiigep @

HacTpoitku SMS - npoeaiigepa

SMS - npogaligep WMsA oTnpasuTens

|WebSMS 1 (www.websms.ru) v| |

SMPP - cepeep SMPP - nopT KoMMeHTapuit

|5mpp3.websms.ru | 2222 = MO#HO YKa3aTe Noboe MMA OTNpaBuTena.

ECnM MMA He YKa3aTk, bepeTca Tekyllee

Monb30BaTENb Mapone AKTWBHOE WMA C CaitTa. @

HacTpoiiku cepBepa cucTembl PERCO-S-20

CeTeBoi HHTE[J(‘)EI::IC Homep nopTa BpemA BOCCTaHOBNEHUA COBQWHEHNA (CeK.)
|(BbI6L‘IDaETCH CHCTEMOI) v| 0 = 30 =
CunTaThe npoCpoYeHHBIMIK JeTanusaumna nor ¢;a|:f|‘r|a
SMS-CoOBLLEHMA, —
Cd)OpMHpOBaHHbIE CryCTA 00:05 - TonbKO OWKNBKK bl
YKa3aHHOe BpeMA nocne

PerucTpaumm Npoxoaa
(yac:MmH)

Konudecteo SM5: 1

ﬂOﬂy‘-laTEﬂb SMS TecToBOE SMS
Kog cTpadel Kog onepatopa Homep TenedoHa

CoL T |
s (s %
OTNPaBUTE OK OTMEHa

Beopcua M0 - 2,9.8.2 Bepcua bJ1 - 2,9.8.2

1. BbIbop Bknagku okHa:

YnpaBneHue cepBepamMu;

Co3naHue u ynpasnenue bl;

Pe3epBHOe konupoBaHue Bl;

YnpaBneHve NIMLUEH3USMU;

HacTpounka paccbinikn COOOLWEeHNN;
HNononHuTenbHbIE HACTPONKU cepBepa CUCTEMbI;
HacTtpouka nepuogn4yHocTn oumcTkm B.

2. T[lepekntoyatens Belbop cnocoba paccbifiku No3sondeT BbiOpaTb cCnocob oTnpaBku
SMS-coobLeHuni:

¢ HeT paccbinkuy;
GSM-mopewm;
SMS-npoBangep;
Viber-paccbinka.

3. [lMaHenb Hactpounku SMS-npoBanaepa cCoaepXxuT crneayolme anemMeHThbl:

e SMS-npoBamgep -— BbiNagawoWKUN CNUCOK MO3BONAeT BbibpaTb ogHOrO U3
nogaepxunBaembix cuctemon SMS-nposangepos.
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_I OTKpbITb CaUT NpoBanaepa — KHoMka cnpasa OT cnucka SMS-npoBanaep
no3BondeT NepenTn Ha canT BbIbpaHHOro npoBangepa.

SMPP-cepBep — 3anonHaeTca aBToMmaTM4eCckun npm Bolbope nposanaepa.
SMPP-nopT — 3anonHsaeTca aBToMaTn4eckn npmn Bbibope npoeangepa.
NMonb3oBaTenb — MS y4ETHOW 3anucK (NOr1H) 3apercTpupoBaHHoe y nposangepa.
Maponb — naponb AocTyna K y4eTHOM 3anucu.

MUma oTnpaBuTens — nms oTnpaBuTens, ykasaHHOE B COOBLLEHMMN.

KommeHTapMm — none ¢ AononHuTenbHoWm uHpopmaumen o BblGpaHHOM
npoBangepe. 3anonHsaeTca aBToMaTMYeCcky Npu Beibope npoBangepa.

MaHenb Hactpownku cepBepa cuctembl PERC0-S-20 cogepXuT OOMNONHUTENbHbIE

napamMeTpbl HACTPOWKN B3aUMOOENCTBUS cepBepa cucteMbl ¢ SMS-npoBangepom:

e CeteBOoM uHTepcdhenCc — BbiNagalOWMA CNUCOK MO3BONSET BbIOpaTb CeTeBOW
nHTepdgenc (IP-agpec), yepes KOTOpbIA CEPBEP CUCTEMbI ByAeT OCYyLEeCTBASATLCA
cBa3b ¢ SMS-npoBangepom.

e Howmep nopta — cyeTHMK NO3BONISIET YKa3aTb CETEBOM NOPT CepBepa CUCTEMBI, Yepes
KOTOPbIN OCYLLECTBIATLCA CBA3b ¢ SMS-npoBangepom.

e Bpemsa BoccTaHOBReHMA coeauHeHUs1 (CeK.) — CYETYMK MO3BOSISIET YCTaHOBUTL
MUHUMarbHbLIN BPEMEHHOW MHTEpBan Mexay MOMEHTOM paspbiBa CBA3W cepBepa
cuctembl ¢ SMS-npoBangepom 1 NonNbITKOWM €€ BOCCTaHOBMNEHMS.

e Cuutatb npocpoyeHHbiMU SMS-coobuweHuns, cohopMmupoBaHHbIe CNycCTs
yKa3zaHHOe BpeMs nocrie perucTpauum npoxoaa (4ac: MUH) — CHETYMK NO3BONSET
yKasaTb MaKCUMarnbHbIA MHTEpBan BPEMEHW Mexay permctpaumen cobbitus,
BeayLiero kK otnpaske SMS, n otnpaekon coobLLeHna cepeepoM cuctemsol. B criyvae
npeBbILWEeHNs 3TOro BpemeHn SMS-coobuieHne ByaeT cumtaTbes NPOCPOYEHHbIM.

e [letanusauua nor-pamna — BbiNagalOWMA CNMCOK NO3BONSAET yKasaTb, Kakue
cBegeHus o pabote cepBepa cuctembl ¢ SMS-npoBangepomM COXpaHATCA B nor-
dann:

TonbKo ownobKuy;

Owunbkun N npeaynpexneHns;

Cnyxeb6Has nHdopmauums;

TpaccupoBka.

Monyyateno SMS — naHenb cogepXuT nNons Ans BBoAa HoMmepa TenedoHa u
TectoBoro SMS-coobLieHus.

KHonku:

e OTnpaBuUTb — KHOMKa [OCTyNHa MNocne 3aBeplleHns HacTporkn SMS-pacchiniku m
npeAHasHayeHa ansa otnpaskyM TectoBoro SMS-coobuweHns Ha Homep TenedoHa,
yKkasaHHbI Ha naHenu MonyyaTtenb SMS.

e OK - npegHasHadeHa ansg coxpaHeHUs1 BHECEHHbIX Ha NaHenu U3MeHeHuN.

e OTmeHa — npeagHasHadyeHa AN OTMEHbl BHECEHHbIX Ha NaHenm M3MeHeHuN.

Mopsaaok HACTPOUKM pacChiNikU coobLleHun Yyepes SMS-npoBanaepa:

1.

2.

3anyctute «leHmp ynpaeneHusi» W nepenagute Ha Bknagky Hactpowmka
paccbIfIKN COOOLEeHNN.

YcTtaHoBuTe nepeknoyatens BbiGop cnocoba paccbikKM B MOMOXEHWEe
SMS-npoBangep.

Ha naHenn Hactpomkm SMS-npoBamgepa C NOMOLLbI BbiNagarLWEro crnucka
SMS-npoBangep BLIOepuTe npoBangepa, YCryrm KOTOPOro WCNONb3ykTCa ANs
otnpaBkun SMS-coobLeHn.
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4.

B nonsax Monb3oBaTensb 1 Maponb ykaxute MMA 1 Naporib 4OCTyNa K y4eTHOM 3anucu,
nosiydeHHble Npu pernctpauum oT nposangepa. B none Umsa otnpaButensa seeante
nms, kotopoe byaet ykazaHo B SMS-coobuieHunsax.

Mpn  HeobxoOMMOCTU  U3MEHWUTE  OOMNOMHUTENbHbIE  MapaMeTpbl  HACTPOWMKM
B3aMMoOOencTBna cepsepa cucteMbl ¢ SMS-npoBangepom Ha naHenu HacTtpowku
cepBepa cuctembl PERCo0-S-20.

[ns nposepku npaBunbHOCTN HacTpoek SMS-pacceinku Ha naHenu Mony4vatens SMS
BBeAnTe Homep TenedoHa, Ha KoTopbit Oyaet oTnpaeneHo TectoBoe SMS-
coobuieHue.

[nsi coxpaHeHnsi BHECEHHbIX N3MEHEHWI HaxxmuTe kHonky OK.

Haxmnte kHonky OTnpaBuTb. [lpu KoppekTHom Hactponke SMS-paccbinkm Ha
ykasaHHblh Ha naHenu lMonyyatenb SMS Homep TenedoHa 6yget [ocTaBneHo
TecToBOe coobLeHue.

9.4.2.HacTtpouka Viber-paccbinku

Bknagka HacTtpownka paccbiniku coobleHun npu nonoxeHun nepekntoyatensa Viber-
paccbinka nmeeT crieayowmnm BUa;:

i
YrpaBneHue cepeepamMu Co3faHve 1 ynpaeneHue b Pe3epBHOE KOMMPOBaHKe B[] YpaBneHue NMLEH3NaAMM
HacTpoilka pacchinkm coobLieHmit [ONoNHUTENEHBIE HACTPOIKKM CEPBEPa CUCTEMBI HacTpoiika NepyoauMUHOCTM OUMCTEM B
Buibop cnocoba pacchinkm
O HeT pacchbinku O GSM - mogem (O SMS - nposaiigep @ Viber - paccbinka
VIBER @
OnMCaHWe OeACTBHIA
[nA HACTPOIIKKM PACCHINKW COOBLUEHMIt Yepes Viber HeOBX0aUMO: -

Il

Mepeiiaa no cceinke: <https://partners.viber.com/>, 3anN0MHAEM YYETHBIE AaHHBIE NAGNMK-aKKaYHTa:

" Ha3BaHWe aKKayHTa

" URL agpec onucaHwe

* afipec 3NEKTPOHHON NOYTHI

" KATEropuio

" NOAKATEropu1io

" A3bIK

" NOKaLMIo

" TOKEH aKKayHT

MpUMeYaHne: TOKeH akKayHTa chopMUMpyeTCs aBTOMAaTHYECKH M HEOBX0OMM AN aAMUHWCT pUPOBaHKMA 60Ta Viber.

2.

Viber 60T MOKHO PEANW30BATL C MOMOLLBIO CNEAYIOWMX NNaThopM:

Co3aaHue nabnuk-akkayHTa Viber.

CozgaHuve cueHapws (koda) boTa Viber.

Ci

Knioy ayTeHTudKUkauumn (Viber token) |4jgssthg9ngh95f‘hjsdh—?SQSsgsgshhsf’o?SSSshgdSthe |

CbiNKa Ha CMMCOK NOANUCHMKOB (URL) |http:,’,’l?Z.1?.51Imember5.j50n |

OTrnpaBUTeNk CoobLieHUA |A£LMMHL1CTpaumg |

T4 )
Monyyatens cooblleHna | e

Oetanusauwsa nor-Gaina  TONbKO OWWEKM ~

@ TecToBoe SMS

6
Q OTNpaBHTE OK OTMEHa

Bepcwa 10 - 2982 Bepcwa B/1- 29.82

1.
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Pe3epBHOe konupoBaHue b:

YnpaBneHve NUUEeH3USMMU;

HacTpowka paccbinikm cooOLWeHun;
JdononHutenbHble HACTPOMUKU cepBepa CUCTEMbI;
HacTtpouka nepuogM4yHocTn oumcTkm B.

MepeknioyaTtens Bblibop cnocoba paccbinku no3BonsieT BbibpaTb cnocob oTnpaBku
SMS-coobweHunin:

e HeT paccbinku;

GSM-mopewm;

SMS-npoBangep;

Viber-pacchbinka.

OnucaHne penucTBMM — MONie COAEPXUT MHPOpMauMo No NoapoOHOM HaCTPOWMKe
paccbInkun coobLueHnn nocpeacTsom mecceHmxkepa Viber.

MaHenb uMeeT nons Ans BBoAA Creayowmnx JaHHbIX:

e Knrou ayreHtTudukaumm (Viber token) — cnyxut gnst BBoga TokeHa, nosy4eHHoOro
npw peructpaumm nabnuk akkayHTa Viber.

e Ccbinka Ha cnucok nognucuukoB (URL) — cnyxuT ana BBoAa CCbINkM Ha 6asy
NOAMNUCHYMKOB, 3apernCTpUpOBaHHbIX B CUCTEME.

e OTnpaBuTenb COOOLIEHUS — CIYXKUT ANS YKasaHusa OTApaBUTENsa COOBLLIEHNNA.

e [onyyaTtenb cooOOLWEHUs — CNYXUT AN yKasaHusa nonyyatens/nonyyarenen
coobuweHnn. KHonka [Mony4ynTb CMMCOK KOHTAKTOB MO3BOJSIIET OTKPbITb OKHO CO
CMMUCKOM KOHTaKTOB, AOCTYMNHbIX Ana gobasneHus.

e [leTtanusauwms nor-cpanna — BbinagaroLmim CNMcok No3BonsaeT BolbpaTth cnegyowime
BapuaHThbI:

— OwunobKM;
— OwunbKM N npeaynpexneHus;

Cnyxe6Has nHcgopmaums;

— TpaccupoBka.

Mone cnyXuT Ansi BBOAa TECTOBOro COObLLEHMS.

Ha naHenu pacnosnoXeHbl KHOMKMK:

e OTnpaBuUTb — KHOMKa JOCTYyNHa nocrne 3aBeplueHns HacTpouku Viber-paccbinku m
npeAHasHayeHa nsi OTNpaBKM TECTOBOro cOOOLLEeHMs nonyyaTento, ykasaHHOMY B
none Mony4yaTtenb coobLWweHUA.

e OK - npegHasHadyeHa ansg coxpaHeHUst BHECEHHbIX Ha NaHen U3MeHeHuN.

e OTmeHa — npeagHasHadyeHa ans OTMEHbl BHECEHHbIX Ha NaHenn M3MeHeHUN.
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9.5. [lononHuTenbHble HACTPOMKU cepBepa CUCTEMbI

Bknagka npegHasHadeHa AN ynpaBneHusi OOMNONHUTENbHbIMKM HAcTporkamu cepBepa
CUCTEMbI U UMEEeT crieyoLwmnn Bua;

YnpaBneHue cepeepamu Co3gaHve 1 ynpaeneHue b Pe3epBHOE KONMPOBaHKe B/1 YrpaBneHue NMLEeH3uaMuI
HaCTpoiiKa pacChinKu COOBLLEHMI [lononHuTenbHbIe HaCTPOIKM CepBepa cuCTeMbl HacTpoiika NepuogMYHOCTH OYMCTKW B

MapameTpel cepsepa (Mpw M3MeHeHWE NapaMeTPOB CepBep cUCTeMbl OyAeT nepesanylleH)

[WanasoH NopToB AaHHBIX @
211 & - | 21 &

NMopT yBeaoMneHwii: Bpems BOCCTaHOBNEHNS coeanHeHns (CeK.) :

Bpema nowcka BCex YCTPONCTB No CETEBOMY MHTepdeicy (MuH.)

13

Bpems nowcka ogHoro ycTpoiicTBa B AMana3oHe agpecos (ceK.)

13

Bpems oxKMAaHUA BEINOMHEHWS KOMaHge! (cek.) :

30 =

Mepuog onpoca coCToAHWA BUAEONOACUCTEMbI Trassir (cek.)

10 =

BHeLUHWE NOAKMOYEHNS KOHTPONNEPOB K CEpBEpY CMCTEMb
@® 3anpeleHo

O PaspelueHo no wudpoBaHHoMy coeguHeHno (WSS)

O PaspelueHo no HewmndpoBaHHoMy coeguHeHnto (WS)
MopT Ana BHELUHEro NOAKIHYEHWUA KOHTPOIIEPOB

SSL/TLS

Pacnonoxerue daitna cepTudmkauimn (ana wWndpoBaHHEIX COeaMHEHWIA)

|C:\Program Files (x86)\PERCo\PERC0-5-20 pacwmpenHoe MO LWkona\server.pem

OK OTmena

Jepcua 10 - 2.9.8.2 Bepcua bJl- 2,9.8.2

1.
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Bbi6op Bknaaku okHa:

YnpaBrnieHMe cepBepamMu;

Co3naHue u ynpasnenue bl;

Pe3epBHOe konupoBaHue b:

YnpaBneHue NULUeH3UsMU;

HacTpounka pacCbiZIKu COOOLLEHUMN;
[JononHutenbHble HACTPOMKN cepBepa CUCTEMBI;
HacTtpouka nepuogm4yHocTn oumcTkm B.

NapameTpbl cepBepa:

[Onana3oH NOPTOB AaHHbIX — CHETYMK NO3BOSISET NPU HEOBXOANMOCTU U3MEHUTL
ceTeBov NopT obMeHa AaHHbIMK Mexay 3anyLeHHon Ha APM

«KoHconbro ynpasneHusi» n cepepom cuctemol (CYB[) FireBird. 1o ymonyaHnuio
3agaHo 3HaveHune 211.

MopT yBeAoOMNeHun — cHeTHMK NO3BONSET NPU HEOBXOANMOCTU M3MEHUTL CETEBOM
nopt obmeHa yBegoMneHusaMn Mexay 3anyweHHon Ha APM  «KoHconbro
ynpaesieHusi» n cepsepom cuctembl (CYBM) FireBird. Mo ymonuyaHuio 3agaHo
3HayeHue 411.

Bpemsa BoccTtaHOBNeHUsi coefuHeHUA (CeK.) — CYETYMK MO3BONSET M3MEHUTb
BpeMsi, 4Yepe3 KOTOpoe cepBep CUCTEMbl MOMbITAETCA BOCCTAHOBUTb CBSA3b C
KOHTPOSIIEPOM CUCTEMbI B Criydae €€ HeoXumaaHHoM noTepu. 3agaHHoe Mo
ymonyaHuio Bpems — 30 cek.
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Bpemsa noncka Bcex yCTPOMCTB NO ceTeBOMY MHTepdency (MUH.) — cHETUMK
no3BonseT nNpu HeobXoAMMOCTU YBENUYUTL MakcuMarbHOe BpeMs, OTBeAEHHOe
CepBepy CUCTEMbI Ha MOUCK BCEX YCTPOMCTB MO ceTeBOMY MHTepdency. 3agaHHoe
No ymornyaHutoo Bpems — 1 MUH.

Bpemsa noucka ogHOro yctpouctBa B AuanasoHe agpecoB (CeK.) — cyeTymk
No3BOMSET NPU HEOBXOAMMOCTU YBENUYUTL MaKcuMasribHOe BpeMs, OTBEAEHHOe
cepBepy CUCTEMbl Ha NMOWCK OOHOrO YCTPOMCTBA B AuanasoHe agpecoB. 3afjaHHoe
no ymon4yaHuio spemsa — 1 cek.

Bpema oxunaaHus BbINOSIHEHMSA KOMaHAbI (CeK.) — CYETYMK Nno3BonseT 3ajaTb
BpeEMSA OXnOaHUSA BbINOSIHEHUA KOMaHAbl. 3agaHHoe no ymonyaHuio Bpemsa — 30
CEeKyHA.

Nepuoa onpoca cocTosiHUA BuageonoacucteMbl Trassir (Cek.) — CYeTYMK
nossonseT 3agaTtb nepuon onpoca Ans Buaeonogcuctembl. 3agaHHoe Mo
ymon4yaHuto 3HadveHne — 10 cekyHa.

BHewHne noakniovYeHU KOHTPONNEPOB K cepBepy CUCTEeMbl — MapameTtp
onpegensieT, MoOXeT NN caM KOHTPOSNEpP BbICTyNaTh MHULMATOPOM MOLKITOYEHNS K
cepBepy CUCTEMBI.

lpumeyaHue:

B cny4ae, korga cepBep CUCTEMbI U KOHTPONSEpbl HAXOOATCHA B npegenax ogHoOn

ceTu, cuctema no KOMaHAe OCyLLecTBrisieT MOUCK KOHTPOSINIEPOB BHYTPU CeETW,

yCTaHOBKa napameTpa He TpebyeTcs.

B cnyvae, korga KOHTpornnep HaxoguTca 3a npegenamMmn cetT cepsepa CUCTEMbI, a

TaKke korga Heobxo4MMO NOAKNIYUTE KOHTPOINep, HaXoAAaLWUNCS, HanpuMmep, 3a

npeobpasoBatenemMm ceteBbix agpecoB NAT (ot anrn. Network Address

Translation), Heo6xo4MMO paspeLLnTb PEBEPCHbIE NOLKITHYEHNS KOHTPOSNEPOB K

cepBepy cuctembl. B Takom cnyyae KOHTpPOSiep CMOXEeT CaMOCTOSATENbHO

MHULUManNU3npoBaTb NOAKMIOYEHME, YTO YNPOLLAET ero NOAKIMYEeHNe K cucteme.

— 3anpeLlueHo;

— PaspeweHo no wucdposaHHomy coeamnHeHuto (WSS);

— PaspeweHo no HewmndpoBaHHOMY coeauHeHuto (WS).

MopT ANA BHeLWHero NoAKNYEeHUs1 KOHTPOMNEpPOB — CYETYMK MO3BONSET Npu

HeobXxo4MMOCTH yKa3aTb CETEBOW NOPT NOAKIHOYEHNS KOHTPOMEPOB MO NPOTOKOSY

Websocket (npotokon npegHasHadyeH ana obmeHa coobweHuamu mexagy

OGpaysepoMm n Beb-cepBepoOM B pexuMme peanbHOro BpemeHu nosepx TCP-

COeNHEHNS).

SSL/TLS (HacTpoyku OOCTyrnHbI, ecnu Ang napameTtpa BHewHwue nopknioyeHus

KOHTPONNEPOB K cepBepy CUCTEMbl onpeaeneHo 3HadveHve PaspeweHo no

wucpoBaHHOMy coeanHeHuto (WSS)):

— PacnonoxeHune canna ceptucpukaumm (ans WndpoBaHHbIX COeANHEHUN) —
yKasblBaeT Ha pacnonioxeHne danna cepTudpukaumn. Ons Bblbopa HOBOro

pPacnonoXXeHNs HaXXMUTE KHOMKY BbibpaTtb thann ceptudumkaumn.

60



PykoBoACTBO agMuUHUCTpaTopa

9.6. Hactpounka napameTpoB cepBepa MHTerpauum

Moaynb CepBep uHTerpauuu npegHasHayeH AN WHTerpaumMm CUCTEMbl C UHTEPHET-
pecypcom «INEKTPOHHbIN AHEeBHUK» (1dnevnik.ru) unn aHanorndHeiM. VIHTerpauus naet
BO3MOXHOCTb POAMTENSAM NPOCMaTpuBaTh Ha CanlTe He TOSbKO OLEHKU CBOUX AETEeN, HO U
AaHHble O BpeMeHu npuxoga u yxopa pebeHka u3 wkonbl. [aHHble O npoxogax B
aBTOMaTM4ecKoM pexnme nepeparotca u3 b cuctemol B B[ nHTepHeT-pecypca.

[na HacTpomkn napameTpoB MWHTeErpauuu 3sanyctute moaynb «ljeHmp ynpaeneHusi
cepesepa uHmezpauyuu PERCo-S-20 LLikona». OTkpoeTcs okHO HacTponka napameTpoB
cepBepa UHTerpauuu:

* HacTpeiika napamerpes cepeepa wHTerpaumnn, Bepoua: 2.9.8.0 d

Cepeep MHTErpauWy PERCo-5-20 HacTpolka calTa MHTErpaumMu
AOQEC CARTA MHTErpELMId
OCTAHOEKTE |
Tun zanycka Horep nopra
®AsTo
(O BpyyHy M none30EaTENA

() OTKAYEHD | |

@ Mapone NoALZ0EATENA
Bxon e cHcTemy :

HacTpoikM cepEEepa MHTEMPELMK

(®) C cUCTEMHODM YUETHON San9ckl
Bpem:a BOCCTaHOENEHWA COEOMHEHMWSA [CEK.]

OPazpewwTts B2aMMoeicTEME C paBoYMM CTONOM

(O CyueTHON ZanHCkH
Fazmep naketa aaHHeX (ME)

CeTeEDMA MHTEPDERC

|(Elb|5MpaETc:s| CHMCTEMOH) v|

Hormep nopTa

E @
G
(0] 4 OTMEHE @ : )4 OTMeHa

FlcnonHaemeld parn ChProgram Files (x86)\PERCo\PERCo-5-20 pacwypennoe M0 Wrkona+Serverl 7k.exe -5
Cepeep MHTErpauMK PERCo-5-20 paSoTaeT B WTATHOM pEXMME.

1. [MaHenb CepBep nHTerpauuu PERCo0-S-20 cogepxuT:
e OcTtaHOBUTbL/3anyCTUTb — KHOMKa MNO3BOMSET OCTAHOBUTL/3anyCcTUTb CepBep
nHterpaumm. CoctosiHUsi cepBepoB 0TOBpakaeTcs ¢ NOMOLLbIO MHAMKATopa cnpasa

OT KHOIMKMW: / E| — cepBep cucTeMbl 3anyLieH / OCTaHOBJIIEH.

e Tun 3anyckKa — nepekxrno4dartesib Nno3BoJiId€T YCTaHOBUTb cnocob 3anycka cepBepa
MHTErpauunn:

— ABTO — cepBep OyaeT 3anyLieH aBTomaTtmyeckn npu 3anycke OC.
— Bpyu4Hyro — cepBep 3anyckaeTcs BPy4HYH C NOMOLLbIO KHOMKU 3anyCTUTb.
— OTKNOYEHO — 3anycKk cepBepa HEBO3MOXEH.

2. [laHenb HacTtpouka canTa uHTerpaumm CoaepXuT:

e Agpec caiTa MHTerpauuwum —rnorne Ans BBoAa agpeca WHTepHeT-pecypca, C
KOTOPbIM OCYLLECTBNAETCHA UHTErpaLus.

e Homep nopTta — cYeTUMK NO3BONSET yKaszaTb CETEBOW MOPT cepBepa MHTerpauuu,
yepes KOTopbIi ByaeT OCyLEeCTBNATLCA CBA3b C UHTEPHET-PECYPCOM.
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e AMA nonb3oBaTens —none Ans BBOAA Ha3BaHWS Y4YeTHOW 3anucu (norvHa)
[OCTyna K UHTEpPHeT-pecypcy.
e [Maponb nonb3oBaTens — nore 415 BBOAA Naposns 4OCTyna K UHTEPHET-PeCypCy.

3. [lepekniovatens Bxoa B cuctemy no3sonsieT BbIbpaTb yHETHYHO 3anNMChb NONb30oBaTeENS
OC, oT nmeHn Kotoporo byaeTt 3anyckaTbCs cepBep WUHTerpauuun. [Ons KoppekTHOW
paboTbl cepBepa Heobxoanmo, YToObl Nonb3oBaTento Obiny BblAaHbl NOMHbIE NpaBa
agmuHuctpatopa [K.

e C cucteMHOM y4eTHOM 3anuUCbio — 3aryCKk CEPBEPOB OCYLLECTBISETCA OT MMEHM
BCTPOEHHOW y4eTHON 3anucu agMmmHuctpatopa [K.
e C yYyeTHOM 3anuUCbIo — 3anyck CEPBEPOB OCYLLECTBMSETCA OT UMEHWN yKa3aHHOW

yyeTHon 3anucu. [na Bbibopa y4eTHOW 3anucu HaXXMUTE KHOMKY _I OTkpoeTca
OKHO BbIbOop: "Monb3oBaTenb":

BriGepute TN ofibexTa:

| MNonezosaTtens | Tkl obbeKTOE...

B cCnengytoulem MeCcTe:!

| 511 | PazsmeweHne. ..

BeemiTe MMeHa BeIBWpaeMeEDl 0B beKToE (MpKUMEDEI):

JononHWTensHD ... K CmaeHa

4. T[laHenb HacTpouka cepBepa MHTErpaumm cogepxuT:

e Bpemsa BoccTtaHOBnNeHuss coeAuMHeHUA (CeK) — CHETUMK MO3BONSAET YCTaHOBUTb
MUHUMarbHbI BPEMEHHOW MHTEpPBaN Mexay MOMEHTOM pa3pbiBa CBA3U cepBepa
WHTEerpaumm ¢ MHTEPHET PECYPCOM U MOMbITKOW €€ BOCCTaHOBIEHNS.

e Pasmep naketa AgaHHbIX (MO) — cYETYMK NO3BONSET YCTAHOBUTb MaKCUMMasibHbIN
pasmep naketa AaHHbIX.

e CeTteBON UHTepdenc — packpbiBaAKOLMNNCS CMMCOK MNO3BONSAET YyKa3aTb CETeBOM
NHTEepdenc cepBepa NHTErpaumm, ¢ KOToporo 6yaeT OCyLLEeCTBNATLCS NOAKIIOYEHNE
K MUHTEPHET pecypcy.

e Homep nopTta — cyeTumk NO3BONSAET yKazaTb CETEBOW MOPT cCepBepa MHTerpaumm,
yepes KOTOPbIN OCYLLECTBNAETCS COEANHEHNSI C UHTEPHET-PECYPCOM.

5. KHonku:
e OK - npegHasHa4yeHa onsa coxpaHeHusi BHECEHHbIX B OKHE N3MEHEHUN,
e OTmeHa — npegHa3Ha4yeHa Ans OTMeHbl BHECEHHbBIX B OKHE N3MEHEHUN.
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10.

Cnyx6bl cuctembl

Mocne yctaHoBkM Ha MK Moaynen cuctembl ang obecneyeHnst nx paboTbl, Npu 3arpy3ke
OC gomkHbl aBTOMaTMYECKN 3anycKaTbCA COOTBETCTBYIOLLME CINYXObl.

BHumaHue!

5% Banyck, ocTaHOBKA W HACTpOMKa aBTOMaTMYeCKOro 3arycka Cryx6 BO3MOXHa

TOJSIbKO NPY HanNu4um npas agMmuHucTpatopa K.

Ana npocmoTpa 3anyuweHHbIX cnyxb HaxmuTte nocneposatensHo: MNMyck > Hactpouka >
MaHenb ynpaBneHusa, 3atem AamMuHucTpupoBaHue > Cnyxbbl. OTKpOeTCA OKHO
CnyxoObi:

CyoxBe = O x

®ain  Jeiicteme Bug  Cnpaeka

e |F o=z HEI » >80

Wws

=

Onwcanue CocToaHne Twun zanycka  Bxog oT nMeHn

=) .Cepeep web-goctyna npozpaunore 3pzHua PERCo-5-20 ObBecneunsaer paboty web-goctyna gna npospaunore 34anma PERCo-5-20  Beinonnaerca Astomarwu..  Slokanenas cucrema
&} .Cepeep snaeonoacncremel PERCo-5-20 OBecneynBacT 3aNMck W BoCNponsBegeHmne sndeonHdopmauun PERCo-5-20 Astomatiy,.,  JlokaneHas cucTema
-5 .Cepeep wnterpaumn PERCo-5-20 Wrrerpupyet cuctemy PERCo-5-20 & gpyrue cucTemb: Beinonuaerca  Astomatud.. [lokaneHas cucTema

5 CepBep nHTerpaumn ¢ Guomerprueckoii cncremoi SUPREMA PERCo-5-20 OBecnedneaer nogaepaicy BHoMETPUHECKNX KOHTPGANEROE Agtomatiy.,.  Slokanenas chcrema
& Cepeep cucremel PERCo-5-20 Kontponupyet paboty cucremsl PERCo-5-20 BeinocanAerca  Astomatvd.,. JlokaneHan cuctema
) .Cepeuc asTomatueckoro obHosnerna PERCo-5-20 ¥npagnaeT asTomMaTuHeckum oBroeneHnen PERCo-5-20 Otknrouena  flokanenas cuctema

&) Cepenc reneparopa otueros PERCo-5-20 ¥npasnaer renepatopom otuetos PERCo-5-20 Omnrouena  Jlokanenan cucrema

, Paclumpentbii ?\CTaHﬂ,apTHblﬁ

C MoaynAaAMn CUCTeMbl yCTaHaBITMBalOTCA cneayrLuimne CJ'Iy)K6bII

«Cepsep cucmembl PERCo-S-20» — cnyxba obecneunBaeTr paboTy cepsepa
CUCTEMbI. YCTaHaBnmBaeTcs ¢ moaynem CepBep cUCTeMbI.

«Cepsuc asmomamuyeckoao obHoeneHuss PERCo-S-20» — cnyxba obecneuvBaeT
BO3MOXHOCTb aBTOMAaTU4E€CKOro OOGHOBMNEHMST KOHCONMW YyNpaBfeHuss U cepeepa
BMaeonoacuctembl. YctaHaBnmBaeTcss ¢ Mmoaynem KoHconb ynpaBneHus. [ns
paboTbl cnyxbbl Heobxoaum cTaHO4apTHbIM KOMMOHEHT MS Windows «Crnyx6bi
mepMUuHarnos».

«Cepsep sudeornodcucmembl PERCo0-S-20» — cnyxba obecneynBaet paboty
cepBepa  Buaeonoacuctembl.  YcTaHaBnuBaetcs ¢ moaynem  CepBep
BMOeonoacuctTeMsbl.

«Cepsep uHmeepauyuu PERCo-S-20» — cnyxba obecneuvmBaeT paboTy cepsepa
NHTErpaummn.

«Cepeep uHmezpauyuu ¢ buomempudeckol cucmemou SUPREMA PERCo-S-20» —
cnyxba obecneunBaeT nogaepkKy BMOMeTPUYECKMX KOHTPOSINEPOB.

Kpome aToro, Ha 1K ¢ ycTaHOBNEHHbIM CeEpBEPOM cUCTEMbI And obecnedeHuns paboTol ¢ B
AO0STKHbI BbITb 3anyLeHbl cnyxobl CYB[1 Ha 6a3e SQL cepsepa Firebird. Cny0bl 4OCTYNHbI
nocne ycrtaHosku moayns Cepsep b[:
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«Firebird Server - Defaultinstance» — cnyx6a SQL cepsepa Firebird.
«Firebird Guardian - Defaultinstance» — cnyx6a nogaepxkmn SQL cepsepa Firebird.
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11. XXypHan cobbiTun Windows

NHdopmaumsa o paboTte cnyxb cuctembl goctynHa B XypHane cobbitmn Windows. [nsa
npocmMoTpa  COObITUA  HEoBXOOMMO  OTKPbITb  NaHenb  ynpasnexuus  Windows
Myck > Hactponka > MNaHenb ynpaBneHus, 3atem AaMmunHuctpupoBaHue > lpocmoTp
cobbiTnn. OTKpoeTcsa okHO NMpocmoTp cobbITUN:

{2 MpocmoTp coBermuii = O x

Tain  [Jeiictsme Bug Crpaska

&= x5 H

7 HacTpansaenbie npeacTaBneHNs
!_- *KypHans Windows ¥poeeHs [ata u epema Wetounme ™
W _ HypHane! npuaoskeHni v cnyxb 'ii:'CEEﬂ,EHHH 21.09.2018 %:1%43 zs1TkService
'.—| Doctor Web "j:' CeeaeHnA 21.09.2018 %:19:34 =51 TkService
i Internet Explorer (i) Ceegenna 21.08.2018 9:1%:31 bs17kService
f] Media Center '@' OwmmBra 21.09.2018 9:10:02 ss17kService
| Microsoft i Owmbka 21,09.2018 9:10:02 ss17kService
{&] Microsoft Office Alerts (i) Ceegerna 21.09.2018 9:08:54 551 TkService
& Microsoft Office Diagnostics i Owmbka 21,09.2018 9:09:44 is17kService
& Microsoft Office Sessions (i) Ceeperna 21.09.2018 8:00:43 vs1TkService
{ ﬂ EEEES;ﬁSriﬂ X ” (L MpegynpexaeHue 21.09.2013 9:0%:43 v51?k5er*.ric§ w

Onsa npocmoTpa cobbiTuin cnyxb cuctembl BblibepuTe B NEBOM YaCTU OKHa XypHan
PERCo-S-20. B pabouyenn obnactm okHa ©OygeTr [ocTyneH ChUCOK COoOBLLeHMN
cooTBeTCTBYlOLWEN Cry>KObl. B cTonbue MCTOYHUK yKka3zaHO HanmMeHoBaHue Cryxobl:

o ss7kService — «Cepsep cucmembl PERCo-S-20».
au17kService — «Cepsuc asmomamu4eckoz2o obHoeneHusi PERCo-S-20».
vs17kService — «Cepesep sudeornodcucmembl PERCo-S-20».
ws17kService — «Cepsep web-docmyna npo3payHoao 30aHusi PERCo-S-20».
rp17kService — «Cepsep eceHepamopa omyemog PERCo-S-20».

CobbiTusa cnyx6 cepsepa Firebird [oCTynHbl B XXypHane MNMpunoxeHue.
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12. YcTaHOBKa gpanBepa KOHTPOJSIbHOro CYUTbIBaTeNs

lpumeyaHue:

Mpn  NOAOKIOYEHUM  KOHTPOSIbHbIX  CYUTbLIBATENerM KapT [ocTyna cepun
PERCo0-IR05.x, PERCo-IR08.x «k USB-nopty [lIK moxeT noTtpeboBaTbca
YCTaHOBUTb [JOMOMHUTENbHLIN AparBep. dann apxmBa C [parviBEPOM MOXHO
3arpysuTb C canta komnaHun PERCo, pacnosioXXeHHOro no agpecy Www.perco.ru,
B pasgene InaBHas > lNMoppepxka > [MporpammHoe ob6Gecne4veHue. [locne

ckaumBaHusi bann apxmea HeobxoanMMo pacnakoBaTb.

[ns ycTtaHoBKu gpanBepa:

1. Boibepute nocnegoBaTenbHO:

NMyck > Hactpouka > [laHenb ynpaBneHusa >

AaMmuHucTpupoBaHue > YnpaBrneHue komnbroTepoM. OTKpoeTCa OKHO YnpaBreHue

KOMMNbIOTEPOM:
A ¥YnpaeneHne KOMNBIOTEROM
JefcTEne

®ain Bug Cnpaexa

o HEE BHR B EXG

(| X

A ¥npaeneHne komnetoTeEpoM (NoKaNEHbIM)
v [} CnyxeBHele nporpammel
@ MnaHnpoBLWLME 3a83HWA
MpocmoTtp cobBeimmi
| OBbwme nankn

= MNokaneHele nonszoEaTEnN M rpyINE

l;_%il MNpowzEcanTensHOCTE
A IcneTyep ycTpoRcTe

v 55 3anoMUHAaHLLME YCTPOWRCTES
7 ¥YnpasneHwe guckamm

—
A

s CnyBel M NpUNOXKEHUA

<

™
L
;2

e I |

ﬂ., CYD » CO-ROM AMCKOEC AR

g IDE ATAJATAPL KOHTRPONNERE

- B BuaeoaaanTepel

i AMCKOBRIE YCTPOACTEA

-3 3BYKOBBIE, BMAED H HIPOBLIE YCTPOHCTES
s K naeraTypel

-1M KoMneroTep

FoHTponnepel USE

e KoHTponnepe! rHBKHE AMCKOE

- MoHHTOpEI
E{ MEILLH H HHBIE YEA3bIESHIWKE YCTRORCTES
1 ? MopTel (COM M1 LPT)

!5 ECP-nopT nprHTEpa (LPTL)

151 USB Communications Port {COMS)

X = MocneaosaTensHEr nopT (COM1)
? MocneaoEaTeENEHEIA NopT (COM2]

]D Mpoueccopel

F-- IE' CETEERIE a4anTepkl

i

=1

-8 CHCTEMHBIE YCTRORCTES

2. B neBom 4actu OTKpbIBLUErocsi OKHa BblbepuTe nyHKT [Oucnetyep yctpoucTB. B
paboyen obnactn okHa nosiBuTCA cnmcok yctponcts MMK.

3. Hangwnte B cnucke MopTel (COM u LPT) n gBaxabl HaXXMUTE 1IEBOW KHOMKOW MbILLW Ha

yctporctee USB Communication Port. OTtkpoetcs

Communication Port.
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4. B oTKpbIBLUEMCS OKHE nepenanTe Ha Bknagky Opansep:

CeoicTea: USB Communication Part (COMS) X
Ofwwme Mapametpeinopra  Lpaieep Ceeperma  CoBwimia  Pecypew

-~y MNocne gosaTensHe nopT (COMT)

MocTaBwme gpadsepa:  Microchip Technology. Inc.

Hata paspaboTku: 11.03.2010

Bepcwua ppaieepa: R.1.2600.2

Unepposan nograce: Microchip Technology [nc.
| CeensHuA | MpocmoTpeTs cBEASHWA 0 dainax

YCTaHOE NEHHBL ApafBEp0E.

OBHOBMTE Apaieep CAHOBWTE ApafiEep ONA 3TOrD YCTROMCTES.
Ecri yoTpolicTeo He paboTaeT nocne

Omamte ofHOBNEHWA ppaifBepa, oTKaT
BOCCTEHAEMMBSET MPEXHWA Opaiieep.

IniounTe YCTPORCTE!  OmkniounTe YCTPORCTBO.

YpanuTe 370 yCTpORCTED M3 cMCTEMB! (anA

Ynanats yeTpoficTeo OMBITHBL NONBZ0BATENER).

QK CmaeHa

5. Ha Bknagke [OpauBep HaxmuTe kHonky OOHoBUTL. byaer 3anyweH Macmep
0bHoereHusi 0bopydosaHusi, BUL, KOTOPOro 3aBMCUT OT Bepcun yctaHoBneHHon OC.

6. Cnenys ykasaHuaM mactepa OOHOBMEHUS YKaXXUTEe MECTO PacnonoXeHus apaneBepa Ha
ANCKe KoMMbloTepa 1 yCTaHOBUTE panBep.
7. B cnyyae ycnewHOW YCTaHOBKM [paWBepa [AaHHble Ha Bknagke [panBep OKHa
CeounctBa: USB Communication Port 6yayt nameHeHbl. B ctpokax [lata pa3paboTku
n Bepcua gpanBepa nosiBUTCs MHopmaums o6 yCcTaHOBNEHHOM ApanBepe:
CeoicTea: USB Communication Port (COMS) X
O6wwe Mapametpoinopra Lpafisep Ceepermn Cofbmar  Pecypeni

MNocnenosaTensHsEt nopT (COMT)
o
MocTaswme ppafsepa:  Microchip Technology, Inc.

[ara paspabomm: 06122012

Bepcua nppafisepa: 51.2600.7

Lpposas nognuce: Microchip Technology Inc.

| CeensHuA I Mpocr4oTpeTs CBEASHMA O Pafinax
YCTEHOBNEHHLN IDARBED0E
OBHoBuTL ppaisep OGe081Te ppafsep ANA 3TOM0 YCTPOACTBA.
Ecmu yoTpoiicTeO He paloTaeT nocne
OmamiTs ofiHosness1a opatsepa, OTHAT

BOCCTaHaBNME3ET NPpexHWA apaieep.
ITmouATs YCTPOACTBY  DmkreowiTe yCTROACTSO.

¥ naniTs 370 yCTPORCTEO 113 CCTEMBI (AnA

¥nanuts ycTpoAcTBO ONbLITHLX NONB308aTENS).

(0].4 OmaeHa
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13. CocTaB BugeonoacucTemMbl

Bupoeonogcuctema coctout u3 kamep HabnwogeHuda, APM onepaTtopoB M OgHOro wmnm
HECKOSbKMX NPOrpaMMHbIX CEPBEPOB BUOEOHAONOAEHMS.

B cucrteme wmoryt ucnonbsoBaTtbCcs |P-BuOeokamepbl U aHanorosble BUAEOKaMepbl,
noagknioyeHHole K |IP-BngeocepBepam. [loggepxmBaetcs paboTta kamep B KadyecTse
NEeTEKTOPOB ABWMKEHUA.

[ns 3anucu Bngeoapxmea JaHHbIX, NosniydaemMblx ¢ IP-Bngeokamepsl n IP-Bngeocepsepos,
HeobXxoaMMO YCTaHOBUTbL cepBep BuaeonoacmuctemMol. Cepsep BMAEONOACUCTEMBI NO CETU
Ethernet npon3BoauT 3anmcb C KaMep BUaeonoacucTeMbl. 3anmcb HAYMHAETCS NO KOMaHae
onepatopa unun O. B cucteme MoxeT ObiTb YCTaHOBNEHO HECKOSIbKO CEpPBEpPOB.
YnpaBneHne cepBepoM BUAOEONOACUCTEMbI U co3gaHue annoB BUOEOAPXMBOB
npousBoanTca n3 moayns «LjeHmp ynpaeneHusi eaudeonoocucmemMoul».

MoaknoyeHne kamepbl K TOMY UMW MHOMY CEPBEPY, a TakkKe HacTpoilka napameTpoB
Kamepbl, NPOM3BOANTCS B paclUMpeHHON Bepcumn pasaena «KoHghuaypamop».

B cocraB BuageonogcuctemMbl BXOOAT criegytowme KOMMOHEHTbl U NPOrpaMMHbIe MOAYINN,
obecneunBatome paboTy cMCTeMbl C Kamepamn HabnaeHUs:

e «lenmp ynpaeneHusi sudeonodcucmemoli» — KOMNOHEHT, NpeaHa3Ha4YeHHbIN NS
ynpaBneHus cepBepom BuaeonoacmctemMbl 1 hannamm Bugeoapxmea.

e «BudeoHabnodeHue» — wmoaynb [10O, npegHasHayeH p[nst opraHudauun APM
onepartopa BugeoHabnoaeHns. Mogynb no3sonset otobpaxartb B pexume peanbHOro
BpeEMEHN BMAEOMHGOPMALMIO C Kamep HabniogeHns u npocmaTpuBaTb BUOEOAPXUB
kamep. BuageonHdpopmauus ¢ kamep nepegaeTcs HeNocCpeaCcTBEHHO B MOAY b. 3annchb
B dhopmaTe NOTOKOBOro BMAEO BeaeTcs no komaHae onepatopa unu MO.

o «Kamepa CKY/[» — KOMNOHEHT BMAEONOACUCTEMbI, MO3BONAKOLLNA NPU NPeabABIEHNN
KapTbl [OOCTyNa CYuTbiBaTENO MNPOM3BOAUTL ABTOMAaTUYECKYD 3anncCb C KaMepbl,
CBSA3aHHOM C 3TUM cuuTbiBaTeneM. Kamepa ycraHaBnmBaeTCcAa B TOYKE nNpoxoaa Taknum
obGpa3om, 4YTO B e€e nofie 3peHus nonagaeT MecTo npeabsiBNeHus KapT gocTtyna
cymTbiBaTEN. KOMNOHEHTOM MOryT ObiTb MCMNOMBb30BaHbl TOMBKO TE€ Kamepbl, ANns
KOTOpbIX ycTaHoBneH napameTp Ucnonb3oBaTb, kak kamepy CKYA. [AnutensHOCTb
3anuncu onpeaensieTcs napameTpom Bpems npegsanucu gna kamep CKYN.

e «Bepudgpukayusi» — mogynn O, npegHasHayeHbl Ana opraHndaumm APM onepatopa
cnyx6bl 6esonacHocT. Moaynu No3BONSAT YCUNUTL KOHTPOSMb AOCTYNa Yepes3 TOYKU
npoxoda, 3a CYeT npoBedeHMs onepaTopoM npoueaypbl Bepudukaumu. [pu
opraHuMsaunmn TOo4YeK Bepuukauum [OCTynNHa BO3MOXHOCTb MCMOMb30BAHUA Kamep
Bugeonoacuctemol. BugeovHdopmaums ¢ kamep nepegaetcs HeEnoCpenCTBEHHO B
Moaynb.

BHumaHue!

= Cnucok nogaepXvBaeMbix BUAEOMNOACUCTEMON KaMep HabniogeHus npeacraBneH
Ha cante komnaHun PERCo, no agpecy www.perco.ru, B pasgene naBHas >
Mpoaykuma > KomnnekcHble cuctembl 6e3onacHoctn > Bupgeokamepbl. [1ns
noaaepXkn HeKoTopblX MoAeren kamep Tpebyetca ycTaHOoBKa OOMNOSMTHUTESNbHbIX
ApanBepos.
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14. KoHdurypupoBaHue BugeonoacucTemMbl
BHumaHue!

“=2 MMepen NpoBeaeHNEM KOHMUIypaLmm:
e YcTaHoBUTE HEOOXOOAUMbBIE ApaVBEPLI AN KaMep;
e YbGegutecb, 4TO cepBep BWOEONMOACUCTEMbI W KaMepbl HabnwaeHus
noakntoYeHbl kK cetn Ethernet n paboTtaloT B LUTATHOM pexnme.

[Mpwn HacTponke BuOeonoLCUCTEMbI NPUAEPXKMBANTECH CrefyoLen nocnegosaTenbHOCTH
JENCTBUN:

1. Y6eantecb, 4tO YycTtaHoBneH moayns CepBep BuaeonoacuUcTeMbl M 3anylleHa
COOTBETCTBYOLWas cnyxba.

2. 3anyctute «ljeHmp ynpaeneHusi eudeonodcucmemMol», NepenanTe Ha BKNagky
BugeoapxuB 1 co3gante xoTa 66l oanH hann Bugeoapxuea.

3. 3anyctute «KoHconb ynpaeseHusi» v nepengute B pasgen «KoHguaypamop» v
npon3eenuTe NoUck Heob6xoaMMOro YCTPONCTBA.

4. lNpoussegute HaACTPOWKY MapamMeTpoB BuaeonoacuctemMbl M kKamep. [Ona atoro
BblAennTe yCTPOUCTBO B paboyer obnactu pasgena v Ha Bknagke MapameTpbl naHenu
HaCTPOWKM NponsBeanTe HeobxoaMMble N3MEHEHNS.

5. ina pobaBneHns HangeHHbIX YCTPOWCTB B KOHGUrypauuio CUCTEMbI BblAenuTe B
paboyelt obnacTu pasaena BUAEOMOACUCTEMY U HaxmuTe kHonky & [MMepepaTb
napameTpbl Ha MaHenn WHCTPYMEHTOB pasgena. B yctponctea 6yayT nepegaHbl
3aflaHHble napameTpbl KOHpUrypaumn. B cnyyae ycneliHom nepeaaun napameTpos B

yCTpOI/ICTBa 3HaA4YKun @ B CMMCKE 0OBEKTOB 3aMEHATCS HAa 3HAYKM t—‘!' N, COOTBETCTBEHHO,
anda sugeonoacncTteMbl U KamMmep.

6. Npu HeobxoanmocTn NnponsseauTe HacTpounky noagcuctemol «Kameposi CKY/».
14.1. lMoUCK yCTPOMNCTB BUAEONOACUCTEMDI

ABTOMaTU4YeCKUU NOUCK YCTPOUCTB BUAEONOACUCTEMbI

1.D,J'I$I npoeegeHna aBToOMaTU4ECKOINo MNOoucka B CeTun BuUAOeonoacCUCTeMbl U Kamep

HabnogeHUss Haxmute kHonky & [MpoBecT KOHdUrypauuio Ha nNaHenw
NMHCTPYMeHTOB pasgena. OTkpoeTcsi OkHO Bbibop ceTeBbIX MHTEphencoB:

Bribop ceTeBbix HTEpdERcoB n

i BuiSepure ceTesbie nHTepdeiichl, N0 KOTOpEM BYAET NPOHEE0OMTLOH NOWEK YCTPORCTS.

[Manazoq NouoKa YCTpoicTs

i Aapec NoaceTH Macka nogceTH

|

| ] 10.0.0.0 255.0.0.0 IP-aapec Hauana auanasosa

[ 172.17.0.0 255.255.0.0

i

i [P-anpec KoHLA AWanasoHa

i

i

| ¢ > [:ll'k:nﬂx TONLKO BHYTPW AWanasoHa

KoHTponnepsl A0CTyNa M perncrpaus, KBO, MTEON
N paiBepsl Wnenba
i BraeonofcicT eMsl

BroMeTpHYeCKHe CHCTeMbl SUPREMA
OK OTMexa
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2. B oTKpblBLUEMCS OKHE OTMeTbTe MOACETM, B KOTOpbIX OyaeT npowussBedeH MOMUCK
YCTPOWCTB UK BOCMNOSb3YMUTECh NaHenbto [lnana3oH noncka yCTpomMcTB. YCTaHOBUTE
dnaxok Buaeonoacucremol. Haxmute kHonky OK. 1o okoH4aHUKM noucka oTKpoeTcs
OKHO KoHcpurypaTop Co CnMCKOM HanaeHHbIX YCTPOMWCTB:

Kondurypatop

YCTPOWCTED IP-anpec  |CocTomHue < WMHhopMaLwa
RNt EE 172 17.0.110 5 HailneHo HoBoe ofopyooBaHWE,
BuaeonoacucTema 172.17.0.25 ajL HaitneHo HoBoe ofopyooBaHWE,
BuneononoicTema | 172.17.1.147 B HailneHo HoBoe ofopyooBaHWE,
BuneononoucTema | 172.17.0.227 B HaitneHo HoBoe ofopyooBaHWE,
BuneononoicTema | 172.17.1.138 B HaitneHo HoBoe ofopyooBaHWE,
BuaeononcicTeMa 172.17.0,89 B HaitneHo HoBoe ofopyooBaHWE,
BuneononcicTeMa 172,17.0,50 5 HaitneHo HoBoe ofopyooBaHWE,

Ok MevyaTtb

B oTkpbiBlwemcs okHe HaxmuTe kHonky OK. Bce HampgeHHble ycTpowctBa 6ygyT
nobaeneHbl B pabo4yto ob6nactb pasgena u 0TMeYeHbl 3HaYKamm @

3. Ecnu kakoe-nnbo 13 HangeHHbIX YCTPOMCTB HEOBXOAMMO UCKIOYNTD N3 KOHUrypaumm,
TO BblgenuTe ero B paboyen obnactn n HaXMUTe Ha NaHENU MHCTPYMEHTOB pasgena

KHOMKY % Uckniounts u3 KOHdpurypaumumn. BoigeneHHoe yCcTponcTBo ByaeT UCKIOYEHO
13 KOHGUIypaLmm 1 OTMEYEHO 3HaYKOM .

Mouck Bugeonoacucrtemsl no IP-agpecy

Ecnuv Bugeonogcnctema He 6bina HangeHa npy asToMaTtuyeckom noucke, To npovsseguTe
ee nouck no IP-agpecy lNK, Ha koTopom ycTaHoBneH moayrns CepBep BUAEONOACUCTEMBI.
[ns atoro:

1. Ha naHenn MHCTpyMEHTOB pa3aena HaXKMUTE KHOMKY # [o6aBuTb HOBOE YCTPOUCTBO.
B HuxHen yacTtn okHa oTkpoeTcs naHens MNMouck no IP-agpecy:

Mowck no IP-anpecy

KaTeropua BuasonogoMcTeMsl W
IP-anpec | 172.17.0.227
@ HalTi

2. Ha oTkpbiBWeNcs naHenu B Bbinagawwem cnucke KaTteropusa BbibepuTe MyHKT:
Bupeonoacucrtemsil.

3. B none IP-apgpec Beeaute |IP-agpec K, Ha koTopom ycTtaHoBneH moaynbs CepBep
BMaeonoacuctTeMbl. Haxxmnte Ha naHenn CTaBLUYO NPU 3TOM akTUBHOM KHOMKY HanTtw.

4. Tlo OKOHYaHMM noucka OTKpoeTcss OKHO KoHdurypatop CO CNUCKOM HanAeHHbIX
ycTpoucTB. B oTkpbiBLIEMCSA OkHe HaxkmuTe kHonky OK. HangeHHast Bugeonogcucrema

Oynet nobasneHa B pabouyyto obnacTtb pasgena n oTmeveHa 3Ha4ukoM 73
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Mouck kamepbl noaaepxusBarowmx ctraHgapt ONVIF

Ecnu noagkntoyeHHble kamepbl nogaepxuatoT ctangapt ONVIF, To npousBeanTe nouck
kamep, nogaepxmatowmx ctaHgapt ONVIF.

NMouck kamepsl no IP-agpecy

Ecnn kamepa He Gbina HangeHa npyv aBTOMaTUMYEeCKOM MOUCKE, TO MPOU3BEOUTE €€ MOUCK
no IP-agpecy. ina atoro:

1. B pabouen obnactn pasgena BblaenuTte BMAEOMNOACUCTEMY, B KOTOPYK Heobxoaumo
[06aBUTb KAMepy N HXXMUTE KHOMKY #| No6aBuTL HOBOE YCTPOMCTBO.

2. Ha nanenu MNMowuck no IP-agpecy B Boinagatowem cnucke Kateropms BoiGepuTte NyHKT:
Kamepbl 1 BugeocepBepa Bugeonoacuctembl. Ybeantecb, 4yto B none IP-agpec
ykasaH |IP-agpec K, Ha koTopom ycTaHoBneH moayns CepBep Buaeonoacuctemnl. Ha
naHenu cTaHeT AOCTynHa Bkrnagka [lobaBneHne BUAeoyCcTponucTBa.

3. NMepengute Ha Bknaaky lobaBneHMe BUAEOYCTPOUCTBA:

Mowck no IP-agpecy  Job@EneHue BuoeoyCTpoACTES

CrMco A-inking al7310 i

P-agpec  |172.17.0.236 |

E} OobasnTe

4. B Bbinagatowiem cnmcke CnMcok Bbibepute Moaenb MCKOMOW Bugeokamepsbl, B none IP-
agpec BeeauTe ee IP-agpec. HaxxmuTe cTaBLuyo Npy 3TOM akTUBHOW KHOMKY [1o06aBUTb.

5. No okoH4YaHUK noucka otkpoeTca okHO KoHdurypaTop. B OTKpbIBLLEMCSA OKHE HaXXMUTE
kHonky OK. HangeHnHas kamepa 6yget gobasneHa B pabouyo obnactb pasgena u

OoTMe4yeHa 3Ha4YKoM 6
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15. MopknioyeHue Kamep, nogaepxuBarowmx craHpapt ONVIF

OkHo MeHemxep noucka u KoHdurypauum kamep (ctaHgapt ONVIF) seirnsgut
cregyowmmMm obpa3omM U COAEPXKUT NEMEHTbI:

. [i Menemxep nowcka n kondnrypaunn kamep (crangapr ONVIF)

omr v ot o0 6

d
forwn [admn T

Mapons: HacTpolika TpesoHEIX CoBbITHiA

TapaMeTpel NoTOKOBOr0 BHASD
MapaMeTpel cTon-Kanpa

INVIF-] IPNC TH32E-0NVIF (10.0. 100, |
MVIF-IPMC TH32E-OMVIF (10.0. 100, |
[ TP-LINK TL-5C3171 (10.0. 100, 140)
[11P kamepa (169.254.83.125)
[]IP kamepa (10.10.2.36)
[_|IP kamepa (169.254.189.121)

| IP kamepa (172.17.0.6)

TRNEESIR

Mo yMon4aHo  BugeoHabnio BupeoHabinions (oaHo okHo)  3anuce  Bepudukauma
NMpodwne  MainStream - Buaeo: H264, 1280x720 .
4+ fobasuts kanepy Epyuyo
Tpancnopt |TCP e @
Q Mowck kamep :
@ oK OTmena

1. MaHenb ABTOPU3aLmUs KaMepbl COAEPXKUT Nons ANA BBOAA €AMHbIX NorMHa 1 napons
AOCTyna K kKamepam.

2. MaHenb CNMUCOK KamMep COAEPXXNT CINCOK HANOEHHbIX Kamep.

e © _ xHonka B 3aronoeke naHenu nossonseT NPOM3BECTM NOBTOPHOE MOAKITOYEHNE
K HaWOEeHHbIM KaMmepam.

e J[lo6aBUTbL Kamepy BPY4YHYH — KHOMKa NO3BONSAET NPOM3BECTU MOMCK Kamepbl Mo ee
IP-agpecy.

¢ [lonck kamep — KHOMKa NO3BONSIET 3aHOBO NPOU3BECTU MOUCK Kamep.

3. MaHenb cogepXxuT crneayroLme KHomnku ansa Beibopa otobpakaemon B paboyen
obnactn okHa MHdopmMaLmm O Kamepe, BblAeNeHHo Ha naHen CNUcok Kamep.

o © _ Honka B 3aronoBke NaHenu no3sonsieT MOBTOPHO MOAKITOYUTLCS K Kamepe.
¢ O kamepe — ond otobpaxxeHus obLien nHpopmaumm o Kamepe.
e HacTtponka TpeBOXHbIX COObITUM — NS Bblbopa CoOObLITUIA, NepedaBaeMbixX
Kamepow, perucTpaumsa KOTopbiX COOTBETCTBYET perncrpauun cobbitna « Tpegoza»
B cUCTEME.
e [lapameTpbl NOTOKOBOro BMAEO — AN HACTPOMKM NOTOKOBOrO BUOEO C Kamepsbl.
[ocTynHbl cnegyowme NHCTPYMEHTDI:
— BwnpeookHo onst npocMoTpa BMaeom3obpaxeHus ¢ KaMepbl B peXXUMe peanbHOro
BpEMEHU;
— Mpocdwmnb — BbiNagatowun cnucok And Bblbopa anroputmMa cxatus
(BMaeokogeka) n pasmepa nsobpaxeHnsa NOTOKOBOro BUAEO C KAMEpHI;
— TpaHcnopT — BbiNagawLmMin CNMCOK BbiIGOpa NpOTOKONa nepenayn NOTOKOBOro
BNAOEO;
— [Ona PTZ-kamep, nogaepxusaroWwux yaaneHHoe ynpasneHue, 4OCTYMHbI KHOMKK
ynpaBneHns OopueHTauuen M 3ymMOM Kamepbl, a Takke none nnsa Bbibopa
HanpaBneHns Kamepbl.

e [lapameTpbl cTOn-Kagpa — Ang HaCTPOWKM Npodhmnsa cTon-kaap.
4. Paboyasa obnactb OKHa.

5. KHonkn OK n OTmMeHa no3BonsoT 3aKpbiTb OKHO. MNpu HaxaTum kHonkn OK oTMeYeHHble
kamepbl 6yayT nobaBneHbl B KOHMrypaumo NnoACUCTEMBI.
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Mopaagok noncka kamep, nogaepxusarowmx ctaHaapt ONVIF

[nsa noncka kamep, noggepxusatowmx ctaHgapt ONVIF:

1.
2.

3anyctute «KoHcosb ynpasseHusi» v nepenaute B pasgen «KoHguaypamop».

Ha naHenu WHCTPYMEHTOB pasgenia HaXMmuTe KHOIMKY o Ho6aButb HOBOeE
YCTPOMUCTBO. B HMXHEN YacTn okHa oTKpoeTcs naHensb NMonck HoBoro ycTtpomcTaa.

Ha oTkpbiBweKca naHenu B Bbinagawowem cnucke Kateropusa BbiGepuTe NyHKT
Kamepbl ctanpgapta ONVIF Bugeonoacucrembl. Yo6eautech, 4to B none IP-agpec
ykasaH |IP-agpec K, Ha koTopom ycTtaHoBneH moaynb CepBep BuAeonoacucTeMbl.
Haxmunte kHonky Mowuck. OTkpoeTcss okHO MeHemxep moucka M KoHdurypauumm
kamep (ctanpgapt ONVIF).

ABTOMaTU4Yeckn GyaeT 3anyLieH Npouecc noucka kamep, Mo OKOHYaHUW KOTOPOro B
OTKPbIBLUEMCSI OKHe Ha naHenn CnMCcoK Kamep MOsIBUTCS CMUCOK HaWOEeHHbIX Kamep.
O6patuTe BHMMaHWe, 4YTO Kamepbl, [Oob6aBneHHble paHee B KOHdUrypauuo
BUOEONOACUCTEMbI, B CMMCKE He oToOpaxatTcsa. Kamepbl, ANs KOTOPbIX MNOAXOAUT
NOMMH W Naporib AOCTYynNa, ykasaHHble Ha NaHenn ABTOpU3aumsa Kamepbl, OTMe4YatoTcs
draxkamu, TO eCTb NPOUCXOAUT aBToOMaTHYeckas aBTopusauus.

Ecnn kamepa 6bina HangeHa, HO aBTOMaTUYeCKas aBTopu3auusi HE npousoLuna, To
BblAenuTe 3Ty kamepy Ha naHenu Cnucok kamep. Ha naHenu ABTopusauus Kamepbl

BBeOWTE BEPHbIE JIOTMH U NAapOoJib AO0CTYNa K KaMepe, nocne 4ero HaxXKMnuTe KHOMKY C
B 3arofioBke naHenn Cnucok Kamep.

Ecnun kamepa He bbina HangeHa aBToMaTuyecku, To Ans novcka no IP-agpecy HaxmuTte
kHonky [lo6aBuTb kamepy Bpy4Hyr. OTkpoeTcst okHO [lo6aBUTbL Kamepy:

JoBaenTs kamepy >

ONVIF URI
|ht1:p:ff 10.0. 1. 127 forwif idevice_service]

emears

B oTkpbiBleMcs OkHe YykaxuTe |P-agpec uckomMon kamepbl U HaXMUTE KHOIKY
MpumeHuTb. OkHO [lo6aBUTL Kamepy OyaeT 3aKkpbITO, HAYHETCS MpoLecc Moucka
Kamepbl. HangeHHasa kamepa 6yaet gobasneHa B CNMCOK Ha naHenn CnMcok Kkamep.

Mpn HeobxoanmocTn Ang Bblibopa TPEBOXHbLIX COObITUI HaXXMUTE KHOMKY HacTpownka
TPeBOXHbIX COObLITMI. Paboyasa obnactb OkHa NpUMET cneayowmm Bua;

Bee coSeimia CHETYIK Tpesosrse cobeiTia
= tns1:RuleEngine /CelMotionD. .. Bl tns1:RuleEngine,CelMotionD. ..
£ McrouHmk = fassme
- VideoSour... = j
’ [ IsMotion
+#- VideoAnal... frue
B Rule —
= NaHHee

=h- IsMotion

-
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9.

10.

11.

12.

13.

14.

15.
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B neson yactn paboyen obnactn otobpaxaeTcs CNUCOK COBbITUIA, PErnMCcCTpupyeMbIX
Kamepon. Hanuumne, nepevyeHb M onmncaHme cobbiTUA 3aBUCUT OT MOAENM Kamepbl.

Mcnonb3ys kHony _I' pobaBbTe Heobxoaumble COOLITUS Kamepbl B TPEBOXHbIE
cobbiTva. ns yaaneHusa cobbiTua NCNONb3ynTe KHOMKY _I'.

[nsa HacTpowkn napameTpoB MOTOKOBOrO BUAEO HaxMuTe KHOMky [lapameTpsbl
NOTOKOBOIro BMAEO, MNOCIE Yero C NOMOLLbI COOTBETCTBYIOLLEIO pacKpbiBaOLLErocs
cnucka Bblbepn Npodunb U NPOTOKON.

[nsa HacTporKkn napameTpoB CTOM-kagpa HaxmuTte KHornky MapameTpbl cTon-kagpa,
rnocrne 4ero C MOMOLLBbI COOTBETCTBYIOLLErO pPacKpblBAKOLLErocs cnucka Bbibepu
npodgune.

Ona pobaBneHuss kamep, OTMEYEHHbIX (pnaxkamu Ha naHenu CnuCoOK Kamep, B
KOHUrypaumio suageonoacucteMbol Haxmmute kHonky OK B HvxHen 4acTtn okHa. OKHO
MeHeaxep noucka u KoHdurypauum kamep (ctaHgapt ONVIF) 6yaet 3akpbiTo.

OTkpoeTtcsa okHO KoHcpurypaTop Co CnMCKOM HangeHHbIX KaMep. B OTKpbIBLLEMCHA OKHE
Haxmute kHonky OK. HangeHHble kamepbl 6yayT pgobaBneHbl KOHUrypauuio

BMAEOMNOACUCTEMBI B paboyeit obrnacTu pasaena u oTMeYeHbl 3Ha4KOM o

[MponsBeguTe HaACTPOMKY napameTpoB kKamep. [na 3Toro BblAenuTe OfHy U3
HangeHHbIX kKamep B paboyen obnacTtun pasgena, nocne 3Toro Ha Bknaake MapameTpbl
naHenun HacCTPOWMKM Npom3BeanTe HEOH6XOAMMbIE N3MEHEHNS.

Ona pobaBneHns kamep B KOHuUrypauuio cUCcTeMbl Bbligenute B paboden obnactu
pasgena BMAEONOACUCTEMY, B KOTOPYI f0OaBneHbl KaMepbl, U1 HaXMUTE Ha NaHenu
WHCTPYMeHTOB pasaena kHonky & Mepenartb napameTpsbl. B kamepbl 6yayT nepeaaHsi
HOBble NapameTpbl KoHUrypauuu. B criydae ycnewwHon nepegayun napameTpoB 3HaYKU

@ B CNUcke 0ObEKTOB 3aMeHATCS Ha 3HaYku = Kamep.



Cuctema PERCo-S-20 «LLkona»

16. «LlleHTp ynpaBneHns BuaeonogcUMcTeMomn»
16.1. Bknagka «Bngeoapxus»
16.1.1. Paboyee OKHO BKnagku

kY Uentp ynpaenenna smaeonoacnctemoii PERCo-5-20, Bepous: 3.9.7.0 =

BuoeoapxMB  Hactpolikm O cucTeme @
I @ DofaenTs dain (Ins)
¥nanuTh dain [Del)

PacnonoseHne daina Pasmep (MB) CocToaHMe
E:'\segment.d.dat 327,00 WcnpaseH
{ Ex\segment. 1.dat 65,00 MompaeeH

@

0% 50% @ 100%

0% 505G 100%:
0 @

OBWKA pasMep apxMea cocTagnAeT 392,00 6, 13 Hux 10%: ( 39,20 IB) Mcnonb3yeTcA
KOMNOHEHTOM TlpospadHoe saadue” 1 0%% (0,00 MB) "Kamepar CKY ",

Bknagka BupeoapxmB npegHasHavyeHa ansa co3faHusa v yganeHus pannos Bugeoapxmsa.
OaHoBpeMEHHO MOXET ObITb CO34aHO HECKOMbKO (bannoB BUAEOAPXMBA, PACMNONOXKEHHbIX
Ha OOHOM UNK pasHbIX nornyecknx anckax MNK. Bknagka nmeeT cnegyrowmn Bua:

1. Boibop BKNagKku okHa:
e Bupeoapxus;

e Hactpouku;
e O cucreme.

2. [MaHenb NHCTPYMEHTOB BKI1aAKW:
e [o6aButb dann (Ins) — kHonka no3sonseT 4o6aBMTb HOBLIN hann Buaeoapxmea.
e Ypanutb c¢ann (Del) — nossonseTr yaanutb BblaeneHHbIn B paboyen obnactu
BKNagku ann sngeoapxmea.

lpumeyaHue:

Y O6beMm daitna Buaeoapxu1Ba BblAensieTcs Ans 3anvcy ¢ kKamep BuaeoHabnoaeHus.
3anucb Begetca TONMbKO No koMaHge onepatopa unu MO. U3 atoro obbema
BblaensieTcsa kBoTa Ha 3anucb kamep CKY[l n kBoTa Ha 3anncb kKamep npo3payHoro
34aHu4.

3. Paboyasa obnacTtb BKIagku CO4EpPXKMUT CNUCOK CO34aHHbIX paHee (hannos BUOe0apxmBoB
C yKasaHMeM nx pacrnosioxXeHns, pasmepa 1 COCTOAHUS.

4. NMonsyHok KBoTa «lpo3payHoro 3aaHua» npeaHasHadeH ans ykasaHus Yactu danna
BMaeoapxusa, kotopas ©OyaeT 3apes3epBuMpOBaHa NS 3anucyM KagpoB C  Kamep
«lpo3payHoe 30aHue».
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5.

MonayHok KBoTa «Kamep CKY[» npenHasHayeH ANSA ykasaHUS 4acTu BUOEOapXuBa,
KoTopas byaeT 3apesepBupoBaHa Ansa 3anucy sungeonHgopmaumm ¢ kamepbl CKY/.

BHumaHue!

S5 BupeoapxuB MMeeT LMKIMYECKYI CTPYKTypy. [pu 3anofHeHWM BblAereHHOro

ob6bema crtapasi HdopMaLUsa CTUPaAETCH U aBTOMATUYECKN 3aMEHATLCA HOBOWA.

16.1.2. Co3paHune n yaaneHue Bugeoapxmsa

[lna cosgaHna HoBoro havna Bngeoapxmea:

1.

3anyctute «LjeHmp ynpaesieHuss eudeonodcucmemMoli» N nepengute Ha BKNagky
Buaoeoapxus.

AoBasneHne cermeHTa =

Bl MOMETE COZAETE (N BUAEOSPXMES HE NEPEYMCNEHHEIX HIHHE
AMCKEX, MMHMMaNEHEIM pasmep gaiina - 1 TE.

N N N
C:\78M6  D:\28216  E:\17T6

YHEHMTE PE3MED CO3AAEAEMOro MaiNa Bnacoapxuea (MB):
| 100| | :

MMA cosnasasmoro Gaina BMOe0apXMEa:

|D: \segment.0.dat | =

0K OTMEHE

HaxxmuTe kHonky lo6aBuTb dparn Ha naHenNn NHCTPYMEHTOB BKNagku. OTKPOETCS OKHO
Jlob6aBneHune cermeHra:

B oTkpbiBLUEMCS OKHE BblgenuTe HasBaHue aucka lNK, Ha koTopom GygeT co3gaH chann
BMAEOAPXMBA.

C nomoLblo COOTBETCTBYHOLLErO CHETYMKa YKaxute pasMep cosgasBaemoro danna
BMAeOapxuBa Unn BBeAMTE 3Ha4YEHNE C KnaBmaTypbl.

Mpn HeobxoouMOCTN n3mMeHuTe MMA havna Buaeoapxmea WU €ro pacnosnoxeHue (no
ymonyanuio dann sugeoapxusa segment0.dat pacnonaraetca B KOpHEBOM KaTtasriore
yKa3aHHOro Avcka). [ MU3MEHEHWs PacroNOXeHUs HaXMUTe KHOMKY & psinoM ¢ nonem
MUma cospgaBaemoro danna Bugeoapxmsa.

HaxmuTte kHonky OK. OkHo [lobaBneHue cermeHTa 6yaeT 3akpbiTo. Pann Bugeoapxmea
O6ynet nobasneH B cnncok B paboyen obnactu Bknagkm Buaeoapxus.

Onsa ypanenua danna BuaeoapxvmBa Bblaenute ero B pabouven obnactv BKagku
BupgeoapxuB 1 HaxmuTe KHOMKy Ypaanutb dpann. B nosasmBlIEMCA ANAnNoroBOM OKHE
noaTeBepanTe yoaneHuve.

3a

Kponte «ljeHmp ynpaeneHusi eaudeonodcucmemoli», HaxaB KHOMKY x| 3aKpbITb B

CTPOKe 3arosjioBka OkKHa.
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16.2. Bknagka «HacTtponku»

16.2.1. Paboyee OKHO BKnagku

Bknagka Hactpomka npegHasHayeHa gnst HACTPOWMKM bunbTpa NOOKNIOYEHUI K CepBEPY
BMOEONOACUCTEMBI N OTCREXMBaAHUA TEKYLLUX NOAKMYEHUN. Bknagka nmeeT cnegyowmn
BUA:

4.

E Uentp ynpaenenua smaecnogcncremoin PERCo-5-20, Bepous: 3.9.7.0 *

Buoeoapxve Hﬂ'—"'F"Z'ﬁK-H 0 aicTeme @ @

I @ NobaenTe NpaEuno (Ins) <
b

AWanazoH agpecos JefcTene

127.0.0.1 PaspeluiTe ANA KOHCOMK

Anpec Bpema Tun
172.17.0,227:64... 06.11.2018 16:07:08 Cepeep (yrpaBneHne)
172,17.0,227:64.,. 06,11.2018 16:07:03 Cepeep (MOHWTOPIH)
127.0.0.1:51318 06.11.2018 17:28:13 KoHCone

. Bbibop Bknagku okHa:

e Bupgeoapxus;
e HacTpomnku;
e O cucreme.

. MNaHenb MHCTPYMEHTOB BKNaaKu COOEPXUT:

e [lo6aButb npasuno (Ins) — kHonka no3sonseT gobasutb unbTp IP-agpecos.
e Ypanutb npaBuno (Del) — kHonka no3BonsieT yganuTb BblAeNeHHbI B paboyen
obnactu Bknagkm unbTp IP-agpecos.

KHomMkn npeaHasHadeHbl AN nepeMelleHns BblaeneHHoro B paboyelt obnactu Bknagku

dunbtpa |P-agpecoB BBepx M BHM3 ¥ B crucke. PUMbTPbI NMPUMEHSIOTCA
nocrnegoBaTenbHO CBEPXY-BHU3.

Pabo4yas obnacTtb BKagku coaepXuT CNMCcoK Co3aaHHbIX paHee dunbTpoB IP- agpecos.
[ns nameHeHns HacCTpoek punbTpa ABaXabl HAXXMUTE Ha HEro NIeBON KHOMNKOW MbILLK Y
B OTKpbIBWEMCS OKHe MpaBuno dunbTpaumm nameHnTe HeobxoanMble HaCTPOMKN.

MaHens  lMoaknwo4veHUsAs  COOEPXUT  CMUCOK  NOOOEPXUBAEMbIX  CEPBEPOM
BUOEOMNOACUCTEMbI MOAKITOYEHNA B HACTOALLMIA MOMEHT BPEMEHN.
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16.2.2. HacTtpouka IP-cpunbTtpa

Bo3amoxxHO co3gaHme unbTpoB C MCNOSMb30BaHNEM CeayoLWMX NpaBus:
e PA3PELWIATDb nopgknro4yeHusa CepBepa CUCTEMBbI;

e PA3PELWATb noagkntoyeHnsa KoHconu ynpaBneHus;

e BJIOKUPOBATb noagknio4yeHusa CepBepa CUCTEMDI;

e BJIOKUPOBATDb noakntoyeHuss KoHconu ynpaBneHus.

Ana pobasnenunsa puneTtpa IP-agpecos:

1. 3anyctute «ljeHmp ynpaeneHusi eudeornodcucmemMol» W NepernanTe Ha BKNagky
HacTtponku.

2. Haxmute kHonky [lo6aBUTb nNpaBuUnoO Ha naHenu MHCTPYMeHTOoB BKnagku. OTkpoeTtcs
okHo lNMpaBuno dunbTpauun:

Mpaewno graeTpaLmm >
C anpeca | T |+ TR | RO | |
Mo agpec | T S THRO | R | |

C yKa3aHHOro AWanasoHa aApecos:
D PASPELLATE nogknkoYeHHA Cepeepa CHCTEMB!
Cl PASPELLIATE nogkni<eHA KoHCoNK ynpasneH|a
@ BNOKWMPOBATE noaknioyeHa Cepeepa CMCTEMBI
D BNOKMPOBATE noaknoYeHHA KoHConM yNpaeneHa

Ok OTHMEHa
3. B OTKpbIBLLEMCS OKHE C MOMOLLbI MepeknoyaTens BblibepuTe OAHO W3 npaBun
dounbTpaunu.

4. C nomowto nonen C agpeca un Mo appec ykaxute ananasoH |P-agpecos (unu oauvH
aZpec), K KOTopbiM BblbpaHHOE npaBuno unbTpauumn dyaeTt NnpMMeHATbLCS.

5. Haxxmute kHonky OK. OkHo lMpaBuno ¢wmnbTpauum 6yget 3akpbito. HOBbIN omnbTp
oynet pobasneH B paboyyo obnacTtb Bknagkn Hactpoukm.

6. Mpn HeobxogmmocTn fobaBbTe Apyrne punbTpbl.

7. C NnoMOLLbO KHOMOK BBEPX W BHU3 ¥ Ha NaHenu MHCTPYMEHTOB BKMaAKN YCTaHOBUTE
nopsaoK NpuMeHeHnst UNbTPOB.

8. [Ina naMmeHeHUs co3gaHHOro paHee (unbTpa ABaXdbl HAXKMUTE HA HEro NIEBOWN KHOMKOW
Mbilin B pabouyen obnactn Bknagku. B oTkpbiBlemcs okHe lMpaBuno douvnbTpauum
npounseseanTe Heobxoanmble nameHeHnsa n Haxmmute kHonky OK. OkHo ByaeT 3akpbITo.

[ns yoaneHnsa co3gaHHOro paHee unbTpa Bblgenute ero B paboyen obnactun BKagki u
HaXXMUTEe KHOMKY YAanuTb NpaBuno Ha NaHesv MHCTPYMEHTOB BKNaLKW.

3akponte «LjeHmp ynpaesieHusi eudeonodcucmemMol», HaxxaB KHOMKY x| 3aKpbITb B
CTPOKE 3arofiloBka OKHa.
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16.3. Bknaagka «O cucreme»

Bknagka O cucteme coaepXuT WHGOpMauMio O cepBepe BUAEONOACUCTEMbI W
YCTaHOBIEHHbIX MOOYyNAX MnoagepXku (gpawBepax) kamep. Cepsep BMAEONOOCUCTEMbI
3anyckaeTcsa aBTomaTtudecku npu 3arpyske OC. Npun paboTe cepBepa 3anyckaeTcs crnyxba
«Cepsep sudeornodcucmembl PERCo-S-20». Bknagka nmeeT cnegyowmn sna;

m Uentp ynpaenedna engecnogcnctemcid PERCo-5-20, Bepona: 3.9.7.0 >

Buaeoapxwe Hactpoikn O cvcTeMeE @

[MHdopMaLA 0 cepEEpe BMAEONOLCMCTEMEI] ~
Cepeep: E:'\PERCo-5-20WServer 17k, exe
Bepoua: 3.9.7.0 o7 19,07.2013 9:03:29

Cepeep sanyweH: 05.11.2018 14:53:44
MamATe: 29 560 KB Mk 30 036 KB)
Owmbok cTpaHML, 19
Brirpyraemelia nyn: 184 KB (M 200 KE)
HeBrirpy#aemelid nyn: 108 Kb
dain nogkaqki; 29 396 KB (Muk: 30 463 KB)
[Moaynu nonnep#kK Kamep]

[AXIS devices driver]

dain: E:\PERCo-5-201s20v.dll

Bepaus: 3.9.7.0
[Winbond devices driver]

dain: E;\PERCo-5-201s20v . dll

Bepousr 3.9.7.0
[Mode devices driver]

daiin: E:\PERCo-5-20%s20v.dll

Bepous: 3.9.7.0
[Generic devices driver] @
daiin: E:\PERCo-5-20\s20y . dll

Bepous: 3.9.7.0
[Onwif devices driver]

1. BbliGop BKNagku okHa:
e Bupeoapxus;

e HacTtpouku;
e O cucrteme.

2. Paboyas obnacTtb BKNagku ¢ onMcaHnem xapakTepucTUK CUCTEMBI.
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17. YcTaHOBKa gpanBepa Buaeokamepbl

BHumaHue!

£ Cnmncok nopaepxuBaeMblix BUOEOMOACUCTEMON Kamep HabnoaeHus npeactaBneH

Ha caunTe komnaHum PERCo, no agpecy www.perco.ru, B pa3gene FnaBHasa >
Mpoaykuma > KomnnekcHble cuctembl 6e3onacHocTn > Buaeokamepbl. [1ns
noaaepXkn HeKoTopblX Moeren kamep TpebyeTca ycTaHOoBKa OOMNOSMHUTESbHbIX
ApanBepos.

[nsa yctaHoBKM ApariBepa Buaeokamepsb!:

G4 CyxBel

®aiin  Jeiictene  Bug  Cnpaska

ez |FECz HE » o nn

o Cmyokbel (10K | Vg Onucanme Cocroanne Tun .. Bxoa oT umenn

=
~

‘& .Cepeep web-jocTyna npospaqHoro 3aaqus PERCo-5-20 OBecneyusaet paboTy web-A0CTyna 4na npospadHoro 3aaHue PERCo-5-20 Buinonnaerca  ApTo.. JlokanbHas cucTema

peep Bugconogcncremsl PERCo-5-20 (OBecnequBaer 3annce n socnponsseeHie engeonHpopmaumn PERCo-5-20 Buinonuaetca  Apto.. JlokaneHas cucrema

peep unTerpaumn PERCo-5-20 Wrrerpupyer cuctemy PERCo-5-20 & apyrue cucTeme Boinonxaetca  Agto.. [loxkaneHas cuctema

£
&
‘& .Cepeep unTerpaumu ¢ BuomeTpudeckoii cuctemoii SUPREMA PERCo-5-20 OBecneunsaet nopaepxiy BUOMETPUYECKIX KOHTPONNEPOE Agto... [lokanbHas cuctema
& .Cepeep cuctemel PERCo-5-20 KonTponnpyer paboty cucremel PERCo-5-20 Beinonxaetca  Asto.. JlokansHan cuctema v
< >

> |\, Pacuumpenrint 4, Crangapthiii

. Mepen ycraHoBkOW ApamBepa Kamepbl HeobxoAMMO  OCTaHOBUTL  CepBep

Buaeonoacuctembl. [na atoro Haxmute nocnegosatenbHo: Myck > Hactpomka >
MaHenb ynpaBneHusa, 3atem AgMuHUCTpupoBaHue > Cnyxbbl. OTKpoeTcsa OKHO
CnyxoObi:

2. B oTkpbiBLIEMCS OKHE Bblaenute cTpoky: « Cepsep sudeoriodcucmembl PERCo-S- 20».
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Haxmute B BblgeneHHOW CTPOKe MpaBOWM KHOMKOW MbIM U B OTKPbIBLUEMCSH MEHIO
Bblbepute nyHkT Cton. Mnu Haxmute kKHOnKy ® OCTaHOBUTb CRNYXOy Ha naHenu
WHCTPYMEHTOB OKHa.

CepBep Bugeonoacuctembl byaeTt octaHoBreH. Ctatyc BbinonHsietca B ctonbue
CocTosiHMe 1nCcYE3HET.

YcTaHoBUTE ApavBep ONs UCMofb3yemMon MoAenu kamepbl. [ns 9Toro pacnakyute
apxmB, 3arpyXeHHbln ¢ canta komnaHum PERCo, v 3anyctute UCNONHAeMbl dhans.
CnepynTe ykasaHuaM mactepa yCTaHOBKM.

[Mocne okoH4YaHWA yCTaHOBKW 3aHOBO 3anyCcTuTe cepBep Buaeonogcuctemsl. [na atoro
B OkHe Cnyx6bl Bblaenute cTpoky «Cepsep eudeonodcucmembl PERCo0O-S-20» wn
Ha)XMUTE NMpPaBoOWN KHOMKOW Mbiwn. B oTKpbiBLUEMCS MeHI BbibepuTte nyHKT Myck. Nnu
HaXXMUTE KHOMKY * 3anycK crnyX0bl Ha NaHenn NHCTPYMEHTOB OKHa.

CepBep Buageonogcuctembl 6yaet 3anyweH. B ctonbue CoctosiHue nosiButcAa cratyc
BbinonHsieTcs.

3anyctute «KoHconb ynpaeneHusi», nepengute B pasgen «KoHguaypamop» wn
AoGaBbTe kKamepy B BUAEONOACUCTEMY.


http://www.perco.ru/products/kompleksnye-sistemy-bezopasnosti/setevye-ip-videokamery/

Cuctema PERCo-S-20 «LLkona»

18. «Kamepbl CKY[O»

Kamepa CKY/[ — kamepa, ycTaHOBMNEHHas B TOYKe Npoxoda Takum obpasom, 4To B none
3peHns Kamepbl nonagaet MecTo npeabsBfeHUs KapT OoCTyna cyuTbiBaTento. 3anucb
KagpoB C KaMepbl NPOM3BOANTCS aBTOMaTUYECKM NMPU perncTpaumm cobbITns, CBA3aHHOMO C
npoxoaomM (Mnu 3anpeToMm npoxoga) yepesd WY B HanpaBneHuu, KOHTPONMPYEMOM
cuMTbiBaTENEM.

C nobbiM cumTbiBaTENEM, MOAKMIOYEHHBIM K OQHOMY U3 KOHTPOISIEPOB CUCTEMbI, MOXHO
CBS13aTb OAHY U3 kKamep BuaeonoacucTemsl. lNMpu 3ToM ogHa Kamepa 0gHOBPEMEHHO MOXET
OblTb CBA3aHa C HECKONbKUMU CUMTbIBATENAMMU.

HacTtponka kamepbl CKY[:

1. 3anyctute «ljeHmp ynpaeneHusi eudeonodcucmemMol» v nepenanute Ha BKNaaKy
BugeoapxuB.

2. Y6epgurtecb, 4TO co3gaH XoTd Obl oavH dhann BMAeOoapxmBa. YKaXKMTE C MOMOLLbO
nonsyHka KBota «Kamep CKY[», kakas 4yacTb ¢panmna BugeoapxvmBa 6yaer
3apesepBupoBaHa Ans 3anucu kagpos ¢ kamepbl CKYL.

3. 3anyctute «KoHcosnb ynpaeneHusi» n nepenante B pasgen «KoHgpuaypamop».

Bboliaenute B paboyen obnacTtu pasgena oavH U3 cYnTbiBaTENEN CUCTEMBI, HA KOTOPOM
OyayT permctpmpoBaTbCs CObbITUS, NPUBOAALLME K HAYany 3anucuy.

5. Ha naHenu HacTpoek B npaBou YacTun OkHa nepenaute Ha Bknagky Kamepa CKYA:

MapameTpsl Cobbmas  Kamepa CKY[

Kamepa
[A-Linking al7910 (172.17.0.236) & 2

6. HaxmuTe Ha naHenu HacTPOEK KHOMKY & No6aButs Kamepy. OTkpoeTcs okHO Bblbop
Kamepbil:

Brifop kamepk O x

Kamepa

A-linking al7910 (172.17....

7. Bbligenute B paboyen obnactu OTKPbLIBLUEroCs OKHa Kamepy, C KoTopow Oyaet
NPOV3BOANTLCS 3anNUCb NPU PerncTpaunm cobbITUn NPoxoaa, CBA3AHHbLIX C AaHHbIM
cunTbiBaTenem. [pu aTom B NpaBom YacTu okHa ByayT oTobpaxaTbCsi Kaapbl C KaMepbl.
Haxmute kHonky OK. OkHo 6yget 3akpbiTo. B none Kamepa Ha naHenu HacTpoek
NnosiBUTCS Ha3BaHWe BbIbBpPaHHOW KaMepbl.

Mpu HeobxoaMMoCTH BblIbeEpUTE KamMepbl ANS APYTMX CYATbIBATENEN CUCTEMBI.

Bolioenute B paboyen obnactu pasgena  uCnonb3yemytld BUOEONOACUCTEMY W
nepenguTe Ha NaHesiM HacTpoekK B NPaBoOM 4YacTu OKHa Ha Bknagky MapameTpsbl.

10. YcraHoBuTe HeobxooMMoe 3HayeHne napameTpa Yactora kKagpoB nNpu 3anucu ans
«Kamep CKY[O» (pekomeHooBaHHOe 3HaveHne 240 kagpoB B MUHYTY).
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11.

12.

13.

14.

15.

16.
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Bolgenute B paboyen obnactu pasgena kamepy BUOeONOACUCTEMbI, MCMOMb3YEMYIO
kak kamepa CKY[.

Ha naHenu HacTpoek B NpaBoKn 4acTn OkHa ybeauTech, YTO ANs KaMepbl YCTaHOBIEH
dnaxok y napameTtpa Ucnonb3oBaTtb Kak kamepy CKYA.

YcTtaHoBuTe Heobxoammoe 3HavyeHue napameTtpa Bpemsa npegsanucu ans Kamepbl
CKYA. lNapameTp ykasbiBaeT BpeMsa 3anncu A0 W nocne perucrpauum cobbitus
(3HayeHme no ymonyaHmo 3 cekyHabl, TO eCTb B Buaeoapxmee 6yayT coxpaHeHbl Kaapbl
C Kamepbl 3a 3 ceKyHAbl 4O permctpaumm cobbiTva u 3 cekyHabl nocne).

HaxmuTe kHonky ‘@ MepenaTb M3aMeHeHHble napaMeTpbl Ha MaHenu UHCTPYMEHTOB
pasaena.

[nsa npocmoTpa 3anucaHHOro BUAOEOAPXMBA, CBA3AHHOINO C 3aperMcTpupoBaHHbIM
cobbiTem, nepengute B pasgen «Cobbimusi ycmpolicme u Oelicmeusi
nosib3oeamersiel».

Boligenute B paboyein obnactu pasgena cobbiTue n HaXXMUTE Ha NaHen UHCTPYMEHTOB
kHorky *¥ MpocmoTp BuAeoapxmea. OTkpoeTcs okHO Buaeoapxms.
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19. KoHdurypupoBaHue cuntbiBatenen Mifare
19.1. HasHauyeHue

O6bwue TepMUHbLI U onpeaeneHusa:

e UID — OTKpbITbIN HEM3MEHSAEMbINA YHUKANbHbLIN KOA KapTbl (4nvHon 4 unu 7 6antos),
KOTOpbIA 3anucbiBaeTcsl B He3awumuieHHoW obrnactu namsatn. B cnyyae HacTpowku
CUCTEMbI Ana paboTbl C KpUNTO-3almLLeHHbIMK 1D KapT B cMCTEMe He NCNONb3yeTcs;

e ID — nepcoHudUUMpPOBaHHAA WAEHTUUKALMOHHAA WH(OpMaumMsa nonb3oBaTens
KapTbl, 3anncaHHas B 3aliuLleHHon obnactu naMmaTn KapThbl.

e NFC - TexHonorna 6ecnpoBOAHON nepefayn AaHHbIX Manoro paguvyca AencTsus,
nogaepXuBaeTcad COBPEMEHHbIMU NpoABuHYTLIMU cMmapTdoHamun. B CKY[ PERCo
MOXeT ObITb MCNOMb30oBaHa ASs AMYnALUMM BECKOHTAKTHOW KapTbl HAa cMapTdOoHe, T.e.
cmapTdoH ¢ NFC ucnonb3yeTcsa kak obblivHas 6eckoHTakTHas kapta dpopmaTa Mifare
(6e3 nogaepkun WnNgpoBaHns).

lpumeyaHue:

B pykoBoacTtBe npuBedeHO MOMHOE OrnucaHue CcpeacTB [AOBOSIbHO  CIIOXHOW
KpuntosawuTel, npegycMmotpeHHon B ctaHgapte MIFARE. [Npu vcnonb3oBaHuu
cTaHgapTa B pamkax obbivyHonm CKY[l npeanpuatus ans nognep’kaHns BbICOKOW
CTeneHn 3alunTbl KapT OT KOMMPOBaHUA OOCTAaTOMHO MPUMEHEHUS BCErO OAHOro-
ABYX MapameTpoB KpunTto3awmTbl, (K npumepy, ansa kapt MIFARE Plus BnonHe
AOCTaTOYHO NapamMeTpoB ypoBHS 6e3onacHocTtn SL1).

19.2. PekomeHgauum no pabote ¢ kaptamu Mifare

Ons Toro, 4toObl MOCTPOUTL CUCTEMY KOHTPOSS M YynpaBneHus AOCTYynoM u ObiTb
YBEPEHHbIM, YTO KapTbl A4OCTyNa 3aLuLLEHbl OT KONMMPOBaHNA, HEO6X0OMMO NCNOMb30BaTb
KapTbl AOCTyMNa C 3almMTON OT KONMMPOBaHUA. TakumMu kapTammn SBRAsS0TCA KapTbl hopmaTta
MIFARE: Classic, Plus, DESFire.

lpumeyaHue:

Kaptel MIFARE Ultralight (kpome MIFARE Ultralight C) He umetoT 3awuTbl OT
KOMMPOBaHUA, M MO CBOMM BO3MOXHOCTAM COMOCTaBUMbl C TpagULMOHHbIMU
Proximity-kapTamu.

KapTtel MIFARE noctynatloT ¢ 3aBOga-n3rotoButenst B HesawwmeHHom suge. MNMpun paboTte
C TakMMWM KapTamu cuuTbiBaTenb OygeT vMcnonb3oBaTb TONbKO OTKPbIThbIM UID kapThl,
KOTOpbIN KOMMpyeTcs Tak e nerko, kak un ID TpagmumoHHbix Proximity-kapt (HID,
EM-Marin).

i BHumaHue!

=== Bakasumk / coBCTBEHHMK OOBLEKTa [OMKEH OTBETCTBEHHO MOAOWTU K BOMPOCY
KpMNTO3aLwmThl — HE JOBEPATL CO34aHMeE U 3annChb Ha KapTbl KNIOYEN KpUNTO3aLLUTbI
HW MOCTaBLUMKY KapT MU cumTbiBaTENen, HM MoHTaxHUKy CKY[, Hu komy-nnbo elue,
T.K. €CINN KITI0YM KPUNTO3aLUMUTbl U3BECTHLI NMOCTOPOHHEMY, TO TOT FIEerko MOXeT
KonupoBaTb KapTbl 4OCTyNa.

Ot Bnagensua obbekta CKY[] Tpebyetca camomy unum yepes 4OBEPEHHOE NULO NpuayMaTtb
3HA4YeHUs1 naporiem u Kw4Yenm U 3anucaTtb UX B KapTbl W cuuTbiBaTeENnwW. [nsa
nporpaMMMpoOBaHns CYMTbIiBaTENEN CO34aeTcss MacTep-kapTa, Ha KoTtopow Oyget
XpaHUTbCA BCA KroveBas MHpopmauus. [Janee onepatop C NOMOLLbID MacTep-KkapTbl
CMOXeT "npoLumBaTte” cHnTbIBATENN, NPU 3TOM HE MMeA (paKTUYeCKOro JOCTyna K Krnovam u
naponsm.
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lpumeyaHue:

"~ [Ana BCTpoeHHbIX cuuTbiBaTenen Mifare koHTponnepos CL15, CL15.1, CL15.7

BO3MOXHOCTb KOHOUrypaumm MacTep-KapTom OTCyTCTBYET.

[Ona HacTporikm HeobxoAMMO 3anucaTb KOHUrypauuio B KOHTPOSIbHbLIN CYUTbIBATENb

W nepeaatb N3MEHEHUS B KOHTpoOrnep, Ans 3TOro:

e [locrne HacTpoviku napaMeTpoB Ha BKNagke 3anucb KOHUrypauum B KOHTPOSIbHbIN
cuyuTbiBaTeNb nogpasgena «KoHgpuaypauyus Mifare» pasgena
«AOMUHUCMpUpOBaHUE» HAXMUTE KHOMKY 3anucarb;

e Ha Bknagke «KoHdgpueypauyusi» pasgena «KoHguzaypamop» Bbiaennte KOHTpoInnep,
B KOTOpbIN ByAeT nepedaBaTbCs KOHUIypauus, U HaXXMUTE Ha NaHenn MHCTPYMEHTOB
kHonky MepepaTb napamMmeTpbl.

OcHOBHbIe xapaKkTepucTuku pasHbix yunos MIFARE

MIFARE MIFARE MIFARE MIFARE Plus
Twvn KapTbl Ultraliaht Classic ID DESFire E V1 (S and X)
9 64/1KB/4KB 2K/4K/8K 2K/4K
Kpuriro- Het CRYPTO1 DES & 3DES/AES | CRYPTO1/AES
anropuT™m
OnuHa
CepUnHoro 2 47 7 2
HoMepa,
oant
2048/4096/8192,
EE6PaR;|(T)M’ 64 1024/4096/4096 | rnbkas cdannosas 2048/4096
CTPYKTYypa
KonunyectBo
LIMKITOB 10 000 100 000 500 000 200 000
nepesanucu
16 cekT./ 64 6anT,
OpraHusauyus 16 cTp./ 4 GaiiT | 32 cekT./ 64 GaT, Onpepensietca | 32 cekT./4 Bnoka,
namaTu o nporpaMmmHo 8 cekT./1 B6nok
8 cekT./ 256 bant

KpuntosawmTta, BctpoeHHaa B uun MIFARE Classic, B HacTosiee BpemMsi npu3HaeTcs
HeJOCTaTOYHO BbICOKOW. YTOObI HAOEXHO 3almUTUTb KapTbl AOCTyNa OT KONMMPOBaHUSA U
nogaenkun, paspabortaHa nuHenka kapt MIFARE Plus, roe vcnonb3yetca kpuntorpadus
AES, BCKpbITME KOTOPOW B HACTOsILLEee BpeMS CHUTaAeTCs rapaHTUPOBAHO HEBO3MOXHbIM.

BeckoHTakTHble kapTbl MIFARE Plus noggepxmBatoT 3 ypoBHs 6e3onacHOCTM U MOryT

6bITb B M06OM MOMEHT NepeBeeHbl C 0OHOMO YPOBHS Ha 6onee BbICOKMIA:

e YpoBeHb 6e3onacHoctn SL1. Ha atom ypoBHe kapTel MIFARE Plus wumetor
100%-Hyto coBmectumocTb ¢ MIFARE Classic 1KB (4KB).

e YpoBeHb 6e3onacHoctu SL2. AyteHTudpumkauma no AES saBnsetcs obasaTtenbHON.
Ons 3awmTtel AaHHbIX cnonb3yetcd CRYPTO1.

e YpoBeHb 6e3onacHocTu SL3. AyteHTudukaunsa, obMeH gaHHbIMK, paboTa ¢ NnamATbio
Tonbko no AES.

KapTbl dhopmaTta MIFARE DESFire EV1 nmetoT camyto BbICOKYHO CTENEHb 3aLUMThl U TMOKyHO
dannoByto CTPYKTYpYy NamsATu.

UTtobbl 3awmtntb Kapty goctyna MIFARE Classic 1KB (4KB), goctaTtoyHo 3anucaTth B
Oo4MH 13 6nokoB namaTn naeHtTudukaTop (Hanpumep, ID gnnHon 3 6anta ana nepegayun no
Wiegand-26) n 3akpbiTb JOCTYN K 3TOMYy GS5IOKY KPMMTOKMAOYOM. A CUYMTbIBaATESNlb BMECTO
yteHnss UID-Homepa HacTpouTb Ha 4dteHue ID-ngeHtudpmkatopa n3 ykasaHHoro 6noka
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namsaty MIFARE Classic ¢ NOMOLLbIO TAaKOro e KpUMNTOKIoYa, KOTOPbLIM 3aKpbiTa NaMsiTb
KapThbl.

UTto6bl kapTbl goctyna MIFARE pa6otanun B CKY/] B 3aliuLEHHOM pexume, Heo6Xxoanmo:

1. MNpoBecTn oOpraHM3aunoHHbIE MEepPOonpUATUS MO NpPefoTBpPaLLEHUIO AucKpeauTauuu
KNYeBOW HGopMauuu.

2. [Ansa kapt MIFARE Plus — BbibpaTtb ypoBeHb 6e30nacHOCTU, Ha koTopoMm ByayT paboTaTb
kapTbl B gaHHon CKY[: SL1, SL2 unu SL3. TOT nnmn nHon ypoBeHb JOMKEH ObITb BbIOpaH,
ncxoasa n3 cneundukm obbekta n TpedoBaHnn 3awmiLeHHOCTU. YpoBeHb SL3 — cambin
BbICOKUIN C TOYKM 3PEHMUS 3aLLMUTDI.

3. [MpoBecTn NOAroToBKY cuuTbiBaTenen. Kaxabin cuyuTbiBaTesb, MNOAKMIOYAEMbIM K
koHTponnepy CKY[l, normkeH ObiTb 3anporpaMMmMpOBaH Ha YTEHME OaHHbIX U3 TOro Xe
6noka namsatn n no Tomy xe kntody AES, yto n kapta MIFARE. lNpu ncnone3osaHumn
cuntbiBaTenen PERCo Heobxoanmo yepe3s 1O HacTpoUTb KOHTPOSbHbIA CYUTbIBATENb,
3anucaTb MacTep-kapTy U C ee NOMOLLbI0 CKOHGUrypupoBaTb Bce cunTbiBaTenu CKY[.

4. Omuceua npoctbix kapT nonb3oBatenen MIFARE npyv nomowmM KOHTPOSIbHOMO
cuntbiBaTena ¢ uHtepdencom USB PERCo-MRO08. 310 3anucb maeHtudukatopa B
COOTBETCTBUN C KOHUrypaumen B BbibpaHHbi cektop namatn MIFARE, daktuyeckun
nepeBoa KapT Ha BblbpaHHbIN ypoBeHb 6e3onacHoctn (SL1, SL2 wnm SL3 gnsa
MIFARE Plus), 3akpbiTue BblbpaHHOro cektopa MaMATU CEeKPeTHbIM KI4YoM C
kpuntorpacouen (AES wunu CRYPTO1). 3toTr umageHTMdwukatop Oygetr cBs3aH C
KOHKpPETHbIM paboOTHUKOM 1 ByAeT CYMTLIBATLCS B 3aLUMLLEHHOM PEXUME.

19.3. Pabo4ee OKHO pa3pena

Pasgen KoHdurypaumsa Mifare copgepxut Bknagkm 3anucb KOHdurypauum B
KOHTPOJNbHbLIN CYUTbIBaTesNb, 3anucb KOoHduUrypauum Ha mactep-kapty, Pabota c
KapTaMu 1 npegHasHaydeHa Ansa Bblbopa KOHTPOMBHOrO cCyYMTbIBATENS, KOTOpbIN ByaeT
MCNonb30BaTbCA M5 NOCreaylwen KoHpUrypaumm kapT, a Takke pexuma paboTbl C
kapTamu Mifare.

Konurypawya Mifare (OsHaroM TenbHbIA rle_?pwo;q:.oc‘_rano_c:b'4';1&)

PerimM paBoThl ¢ KapTams MIFARE:
KOHTRONEHENA CUATEBATEN: ! (8] YTeHMe 113 SALMILEHHOA 0B NACTIA

,E|C‘-IMT|:IB&T€J‘I|: IR.15.7: USE Serial Port (COM7) - Bepaia: 21 |E| () 3aMACh B SALUMLLEHHYHD OBMACTE MCMOMbayA:
( 3 7 (D !Cnﬁ.ﬂ{;i’arﬂ:ﬁ% HoMED v |

LI
J 38MACE KOHDIMY DAL B KOHTPOEHEIA CUMTEIBATE | ZaMMCh KOHDMTYPALIMM HA MacTep-KapTy | PaboTa c KapTami ‘éé)

TNkl kapT: Mopagok balT B UID: K.AHo 9 3aKpeITIAA 0BEINHOM MACTEp-KARTEI:

IUItraIight EY1 48 byte, Ultralight 48 byte, = | |OT MNAALErC BANTA K CTaplery (IR-07 = | |OOOOObOOOOOOOOOOOOOOOOOOOOOOOOOO |

[ | 3anpeTiTs YTere UID ¢ HepacnoaHaHHGE: KapT CRefyowMi KoY MacTep-KapThl:
iI—I—I—H—H—I—I—I—I—I—I—I—I—I—I—I—I—I—I—I—I—I—I—I—I—I—I—I—I—I— | *

Litralight | Classic iPIus |DESFire |HCI‘IK MIF IEaHKOBCKI/Ie KapTel |CMapT¢0H ||{aHaJ'IbI (HIC, Emm)

r Ev1 48 bytes EW1 125 bytes
Homep cTpaHLs: Homep cTpaHiLs:
. .
rC 144 bytes
Homep cTpaHiLs:
= |
CTapblid KoY 8y TEHTIDL AL TeRyLLUWA KIHOY Ay TEHTUOMKALLAA
00000000000000000000000000000000 | [FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF %
‘ 3ancaTh ‘ ‘ T MO NUAHAR ‘
Cepeep: |Sie  Morb30BaTENs! [ADmIN CTaTyc: [HomMaHaa BeinoHeHa
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KOBOACTBO aAMUHUCTpaTOopa

1.

Mone KOHTpONbHbIM cYUTbIBaTeNb — NO3BONSET 4O6ABUTL UMK YAANUTb KOHTPOSbHbIV
cuuTbiBaTEmNb, KOTOPbIM OydeT wucnonb3oBaTtbCA Ans paboTbl ¢ kapTamu Mifare c
NMOMOLLIbKO KHOMOK:

e 1 106aBUTb KOHTPOMBLHbLIN CYUTBIBATEND;
e =l YnanuTtb KOHTPOMbHbIN CYUTBLIBaTEND.

. Obnactb Pexxum pabotbl ¢ kaptamu Mifare — nossonser nepekno4vaTbCa Mexay

crnegyrowumMm pexmvamm padoTbl:

e YrteHue u3 3awumLieHHOM obnacTn — pexuMm, Npyu KOTOPOM MPOMCXOOUT TOSbKO
YTEeHMe HoMepa KapTbl 3alUULLEHHON obnacTu;

e 3anuchb B 3alULLEHHYI 061acTb UCNOMb3Ys — PEXMM, NMPU KOTOPOM NPOUCXOANT
YTEHMEe CYLLECTBYIOLLIErO HOMEpPa KapTbl M3 3allMLeHHON obnacTu ¢ nocrneayroLlen
nepes3annucbld HOMepa KapTbl Ha HOBbLIW, KOTOPLIM MOXET ObiTb CreHepupoBaH
cnegywowmnmm cnocobamm:

— Cny4vyanHbIX HOMep — B 3TOM CIly4ae CcriydyariHblii HOMep KapTbl reHepupyeTca
aBTOMaTUYECKY;

— Bo3spacTarowmmn Homep — B 3TOM Crlydae HOMep KapTbl ByaeT creHepupoBaH
NPOrpaMmon COrnacHO BHYTPEHHEMY anropuTmy.

. MogBknagka 3anucb KOH(Urypauum B KOHTPOSIbHbIM CYUTbIBATeNnb — MO3BONSET

BolbpaTtb Tunbl kapT Mifare (cmaptdoH, 6aHkOBCkue KapTbl), KoTopble 6yayT
ncnonb3oBartbcs B CKY[l, n 3agatb M HeobxoaMmbie napameTpbl.

. MopBknagka 3anucb KOHdUrypaumm Ha macTep-KapTy — no3BonseT BblbpaTb Tun

(nepBmYHasa nnn obblvHas) U 3anucaTb MacTep-KapTy.

. Mopeknapnka Pa6oTta ¢ kKapTaMu — NO3BONSIET NPOYUTATb NapamMeTpbl KapTbl C MOMOLLBIO

CyHUTbIBaTENA.

19.4. Bknagka «3anucb KoOH(Urypaumm B KOHTPOSIbHbIN

cyuTbiBaTeslb»

Bknagka 3anucb KOHcMrypaumm B KOHTPOJSbHbLIN CUMTbIBaTeNb MNO3BONSIET BbibpaTh

OA

WH unun Heckornbko TunoB kapT MIFARE (cmapTdoH, 6aHKoBCKMe KapTbl), KOTOpble OyayT

ucnonb3zoBatbca B CKY[, 1M 3agatb napameTtpbl Ans BblOpaHHbIX TUNOB KapT (T.e.
KoHpurypaumto onst kapt MIFARE).

O6wme TepMUHbI U onpeaeneHns:
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CmpaHuya — 3awmuieHHas namMaTb KapTbl pas3buTa Ha NPOHYMEepPOBaHHbIE 4acTu —
CTpaHuubl (KON-BO YacTewn 3aBUCUT OT obbema namsaTw).

Homep cmpaHuybl — HOMep CTpaHULbl NAMSTU KapTbl, NO3BONSAOLWWNA 06paTUTLCS K
3TOW CTpaHuLEe C LEenblo 3annucu B Hee MHOpMaLMn.

Homep cekmopa — HOMep YacTu BHYTPEHHeN 3aluLeHHON obnactn namsaTh KapThbl,
koTopasi coaepuT B cebe HeCKONMbKo BI0KOB AaHHbIX AN XpaHEeHUs HpopMauun.

Homep 6s10Kka — HOMEP MWHUMAasIbHOM 4YacTu NaMsaTn KapThbl. Brokn gaHHbIX OOCTYMNHbI
Ans yteHus / 3anucm npun ycnosumu yCI'IeLIJHOI7I aBTOpM3aunn No Kriro4yy.

Homep npunoxeHuss — HOMep (anna namMsiTv, PacrnofiOXXEHHOr0 BO BHYTPEHHEW
3aluLLeHHOM obnacTn NnamMaTN KapTbl, B KOTOPbIN 3anMCbiBaeTCs MHAOpMaLMS.

SL (secure level) — ypoBeHb 6e3onacHocTn (Tonbko and kapt MIFARE Plus):

— YpoBeHb 6e3onacHocTn 0, unu HayanbHbIA ypOBEHb. Ha 3TOM ypoBHe KapThbl
MIFARE Plus HaxogsaTtca oo seoga B akcnnyatauuto. C SLO kapTa nepeBoanTcs
Ha TpebyeMmbili ypoBeHb 6e30nacHOCTY;

— YpoBeHb 6e3onacHocT 1. Ha atom ypoBHe kapTbl MIFARE Plus nmetoT nonHyto
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cosmecTumocTb ¢ kaptamn MIFARE Classic 1KB, MIFARE Classic 4KB n moryt
paboTaTb B pamkax ogHon CKY[;

— YpoBeHb 0GesonacHoctM 2. AyTeHTUukauma no Kpunto-anroputmy AES
cTaHoBUTCA obssaTenbHOW. [Ons 3awmTbl AaHHbIX HayMHaeT MCNofb30BaTbCA
kpunto-anroputm CRYPTO1;

— YpoBeHb 6e3onacHocTu 3. [Anga ayTeHTudukaumm, obmeHa n W poBaHns aHHbIX,
Ansa paboTbl C NAMATBIO HAYMHAET UCMNONBb30BaTLCA KpunTo-anroputm AES.

lpumeyaHue:

Kaptel MIFARE Plus moryT 6biTb B 110601 MOMEHT nepeBefeHbl C HU3KOrO YPOBHS
OesonacHoctTn Ha ©Oonee Bbicokuh. [lepeBog C 6Gonee BbICOKONO YPOBHS
6esonacHocTn Ha Bonee HU3KUIN HEBO3MOXKEH.

Bknagka cogepxur:

J 3aMMCE KOHbMMYPELMA B KOHTPOMEHEIA CHMTEIBATENE | 3aMMCh KOHDMMYPALIAA Ha MacTep-KapTy | PaboTa ¢ KapTami @
Tl KapT 1 MopAgok BaiAT B UID: Mo SAKPEITIAA 0BEIMHOR MACTEp-KAPTHI;
iUItraIight Ev1 48 byte, Utralight 48 byte, = | %OT Mnaaero banTa Kk cTapuwemy (IR-07 w | |OOOOO,'I)OOOOOOOOOOOOOOOOOOOOOOOOOO |
[ | 3anpeTiTh YTeHme UID ¢ HepacnosHaHHLD: KapT @ _Cneﬂ_YrOLleH FHOH MACTEP-HAP TR

FFFFFFFFFFFRFFFFFFFFFFRFFRFFFFFF | %
Ultralight | Classic iPlus |DESFire |HCI‘IK MIF EBaHKOBCKme KapTEl iCMapchOH |KaHaJ‘n:.| {(HIC, Ermm} ®
rEv1 48 bytes EY1 128 bytes
Homep cTpaniiLs: Horaep cTpaHiLb:
45 ] 45 &
riC 144 bytes
HomMep cTpaHMLs:
s ¥
CTAPEIA KU 3y TEHTUGMIKALIAN ! TEYLLMAG KIHOY &y TEHTIADMKALLA: i@
|OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO | FFFFFFFRFFFFFFRFFFFFFFFRFFFFFFFF I &
‘ 3anMcaTh ‘ | [ MO YA ‘ @

Frye e T I
Cepeep: [sie MonbsoBsaTens:  |[ADMIN Cratyc: [KoMaHga BeinonHeHa

1.

Bbinagatowmii cnucok Tunbl KapT — NO3BONISIET C NOMOLLbIO YCTAaHOBKM oriaXkka BbibpaTb
oavH nnu Heckonbko TnnoB kapT MIFARE, koTopble OyayT ncnone3oBatbesi B CKY/.

Mone MNopspok 6anTt B UID — onpegenseTt nopsagok cnegosaHnsa 6antos otkpbiToro UID
KapTbl Npu ero cyuTbiBaHuUM (B criyyae, ecnn B cucteme 6yaeT MCnonb3oBaTbCHA
noeHTudukaums nonb3osartenen no otkpsitomy UID):

e Ot mnaawero 6anTa k ctapwemy (IR-07);

e Ot cTapwero 6anTta K MmnaaLwemy.

Knrou 3akpbiTusi OObIYMHOM MacTep-KapTbl — nofie oTobpakaeT TeKyMn KoY
3aKpbITUS MacTep-KapTbl.

Cnepyrowmm Knoy mactep-kapTbl — Nnosie oTobpaxkaeT KntoY, KoTopbi ByaeT 3anncaH
B KOHpMrypauuio Kak crnegyroLLmnii Koy 3akpbiTUs MacTep-KapThbl;

5. Nopeknagkun Ultralight, Classic, Plus, DESFire, HCI1IK MUP, BaHkoBckue kapThbl,

CwmapTdoH, Kananb! (HID, Emm) — no3BonsoT nepenTn K HacTporkam KoHdurypauum
pa3nuyHbix TunoB kapT MIFARE (cmapTdoHa, 6aHKOBCKUX KapT).

. KHonka "** FeHepauusa cny4yaMHOW nocrieaoBaTesibHOCTU — MNO3BONSET 3adaTtb AN
nona Crneayrowmnm KN4 MactTep-KapTbl HOBbIA KNOY MNpW MOMOLUM reHepaTopa
CnyYyanHbIX Ymcern.

. KHonka 3anucaTtb — no3BonsieT 3anucaTb 3adaHHyl AnsS KapT KoHurypauuio B
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3HEepProHe3aBUCUMYI0 NaMsTb KOHTPONbHOro cuntbiBatens. KHonka Mo ymonuaHuio —
Ans cbpoca N3MeHEeHHbIX HaCTPOEK.

19.4.1. NMoaBknagku Ultralight, Classic, Plus, DESFire, HCIK MUP,
BaHkoBckue kapTbl, CmapTdhoH, KaHanb! (HID, Emm)

1. MNoaeknagku Ultralight, Classic, Plus, DESFire nossondawoT 3agatb pabouue
napamMmeTpbl KpUNTO3awuTbl A7 COOTBETCTBYIOLWIMX TUNOB KapT, BblOpaHHbLIX B
BbiMajawlwemMm crnucke CcTpoku Tunbl KapT BKMagkm 3anucb KoHdurypauum B
KOHTPOJbHbLIA CYUTbIBaTenb. OTK napameTpbl ByayT 3agaBaTbCs NPOCTbIM KapTam
nonb3oBaTenen npu uX 3MUCCMM W MNepcoHanmMsaumMm C MNOMOLLLI KOHTPOJSIbHOrO
cuuTbiBaTENs, TaKke OTM napameTpbl OyayT nepeHeceHbl B  KOHurypauumto
cunTbiBaTENEN HA TOYKAx NPoxoda ¢ NMOMOLLBbIO MacTep-KapThl.

lpumeyaHue:

[onycTumMmble 3Ha4YeHns NnapaMeTpoB OTOOpaxalTcs B BbiMagaloLLMX CAMCKaX Npu
Ha)XXaTUM Ha CTPEeNiky B KOHLE CTPOKM C AaHHbIM napameTpom. [lpumeHsTb B
KOHUrypaumm MOXHO Nto6oM M3 aKkTMBHbIX (HEAKTMBHbIE BbIAEMSIOTCA CEPbIM
LBETOM) NapaMeTpoB U noboe 13 ero JONyCTUMbIX 3HAYEHUN.

Ob6nactv noAdBKMagoK  npegHasHadeHbl AN KOHOUIypupoBaHUS — napameTpoB
COOTBETCTBYHOLLMX TUMOB KapT.

MoaBknagkn u obnacTv pasnuyHbiX TUMOB KapT codepaT cregyrolime napamMmeTpbl
KpMNTO3aLUTbI:

e Homep cTpaHuubl, HOMep ceKkTopa, HOMep Grnoka — agpec B namaTv KapTbl Ans
xpaHeHus |D nonb3oBaTens kapTbl, ucrnonsdyemoi B CKY[.

e Knwuy ayrteHTU(pMKauuMm — naposib, KOTOPbIM 3akpblT goctyn K ID  kapThl,
oTobpaxaeTcsa B hopmate Hex.

e CrTrapble napameTpbl, CTapbin KN4 ayTeHTUUKaUMmM — nonsa ans otodpaxeHus
napons goctyna kK ID U ero xapakrepucTuk, KOTopble AeNCTBYIOT 0O NpeacTosiien
nepekoHguUrypaumm napameTpoB (Npv npeapiayLien KoHpurypaumm napameTpoB OHU
Obiin  oToBpaxeHbl B nonsx Tekywue napamMeTpbl, TeKywmnm  Knroud
ayTeHTU(UKaumun).

e Tekywme napameTpbl, TeKywWUn KN4 ayTeHTU(UKauum — nons gns otodpaxeHus
napona goctyna K ID n ero xapakrtepuctuk, KoTopble OyayT AencTBOBaTb Mnocrne
nepekoHuUrypaumm napameTpoB (Npu creayrLlen nepekoHdurypauum oHm oyayt
oToGpaxeHbl B nonsix Ctapble napameTpbl, CTapbii KN4 ayTeHTU(UKaLmm).

e Ha nogsknagke Plus, kpome TOro, umeetrca obnacte nepcoHMdpUuKaumm c
napameTpamu, onpegensowmmm yposeHb 6esonacHocTtn (SL1, SL2, SL3).

BHumaHue!

* [laHHble NapaMeTpbl NpegHa3Ha4vyeHbl Ans obecnevyeHms caMbiX BbICOKMX YPOBHEWN
3awmThl (Hanpumep, KapT nnaTexHbix cucteM). B pamkax obbluHbix CKY[ He
peKoOMeHOyeTCst UCNOoNb30BaTh AaHHbIE NapameTpbl, YTOObI NPU yTepe UX 3HaYEHUI
He MPULLNOCh MEHSITb BCE NEPCOHNMULMPOBAHHbIE B CUCTEME KapThl.

e KHonka “* leHepauusa cny4yaHoM NocrieAoBaTeNIbHOCTU — MNO3BOSISIET 3aMONHUTL
rosfe napameTpa 3Ha4YeHUeM, 3aaBaeMbIM reHepaTopoOM Cly4valHbIX YMCen.

2. lMopeknagka HCIMK MUP npegHasHayeHa ang BHECEHUS Cneaylowmnx aHHbIX:
¢ ID npunoxeHus;
e KIHOY NPUSTOXKEHUS.
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3. lNopgsBknagka BaHkOBCKMe KapTbl NO3BONAET BblbpaTb TN uaeHTUdUKaTopa And
OaHKOBCKMX KapT:
e B KayecTtBe ID ucnonbsyetca UID kapThbl;
e B KayecTBe ID ucnonnsyerca PAN kapThbl;
e B kayectBe ID ucnonb3yetcs ID ns amynupyemom obnactu (NpunoxeHus)
Mifare Classic;
e B Ka4yecTBe ID ncnonb3syercs ID n3 npunoxenua HCINK MUP.

lpumeyaHue:

B kayecTtBe nNpUIOXeHUS MOXEeT BbICTynaTb, HanpuMMep, TpaHCNopTHOe
NpUNoXeHne yHMBepcanbHON KapThbl.

4. lNMopeknagka CmapTdoH npegHasHavyeHa anst BO3MOXHOCTM Npoxoda no cmaptdoHam
c TexHonornen NFC.

lpumeyaHue:

Mpun paboTe co cmaptdoHom Ha OC Android, nogaepxueatomm TexHonoruto NFC,
B KayecTBe maeHTMduKaTopa COTpyAHMKA (YYEeHMKa) UCMONb3yeTCs YHWUKarnbHbIN
naeHtudukatop, reHepupyembln npunoxeHmem «PERCo.[Joctyn» (Tpebyetcs
yCTaHOBKa 1 3anyck npunoxeHuns, 6ecnnaTtHo Ha Google Play).

Mpn pabote co cmaptdoHom Apple, nogaepxuBaowmm TexHonornio NFC, B
KayecTBe uaeHTUdUKaTopa COTpyaHUKa (YYEeHMKa) WCMOoNb3yeTCs YHUKalbHbIN
noeHtudpukatop (Token), npumBsa3aHHbI K GaHKOBCKOM KapTe (MpyM NpuBSA3KE
HECKONbKMX GaHKOBCKMX KapT OCYLLECTBMSAETCS cuYuTbiBaHMe Token TOW KapTbl,
KOTOpasi aKTMBHa B JAHHbI MOMEHT).

YHUKanbHbIN naeHTUdmkaTop A4o6aBnNSeTCcs B CUCTEMY aHANOMMYHO APYrMM KapTaM.

5. lNogsknagka Kawanel (HID, Emm) nossonsieT BKMIOYUTL/OTKIMIOYUTL BO3MOXHOCTb
paboTbl CO cTaHaapTamn 6ecKOHTakTHbIX kapT HID n EM-Marin. Ecnn cnaxkm He
yCcTaHoBMeHbl, cuntbiBaTenbs PERCo-IR19 v koHTponnep 3amka PERCo-CL211.9 6yayT
noggepxmeaTb TONbKO paboTy co ctaHaapTom Mifare.

19.5. Bknaaka "3anucb KoHdUrypaumm Ha mactep-kapty"”

Bknagka 3anucb KOHdMUrypauum Ha mMacTep-kapTy npegHasHadyeHa Ans  3anucu
KOH(pUrypaumm m3 KOHTPOSIbHOrO CYMTbIBATENS Ha MacTep-kapTy, C MOMOLLbIO KOTOPOW
KOH(purypaumsa nepeHocutca ee Ha cumtbiBaTenm PERCo-MRO7 cuctembl. Bknagka
COOEPXUT:

3aNMch KoHDMM YPaLMU B KOHTPONEHLIA CUMTEIBaTENs SN KOHGMr ypaLmi Ha MACTED-KAPTY  PafioTa c KapTaM1
Mnonb3oBaTh MACTEP-KapTY @
TWN MaACTEP-KapThI
(®) Mepsr-Has @

() OBkuHER

1. Ucnonb3oBaTb MacTep-kapTy — ydanute dnaxok, ecnu npegnonaraeTtca pabota
TONbKO C kKoHTponrnepamu CL15n CR11. [Npu cHATOM doriaxkke NoSBNAETCH BO3MOXHOCTb
pefakTMpoBaTb Bpy4YHyO WMHpopmauuio Ha noasknagkax Ultralight, Classic, Plus,
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DESFire. [lo 3aBepleHu0 pegakTUpoBaHUS U MOCNe HaxaTus KHOMkM 3anucaTb
nosiBUTCS Avanorosoe okHo. [ina noareepxaeHns Haxmute [a.

[Mpumep ananoroBoro okHa:

5IV1 - Koncone ynpaenenna PERCo-5-20, Bepcwa: 3.9.7.0

BHumaHue! M3meHeHa koHbWrypayuna knoded, Mooie sannou
! HEOBXOAMMO NPOUIEECTH KOMaHAY "M3MeHHUTE KAYK” ans
ECEX KaPT CI8AVEILLMY TUMOE:
Ultralight 42
Ultralight C 144

AenaeTe NpoOM3EECTH 3anKoe?

da Het

2. O6bnactb Tun macTep-KapTbl — NO3BONSET BbIOpaTh TUN MacTep-KapThbl AN 3anUCK:
e [lepBuyHass — MacTep-kapTa, KoTopas npefdHasHadeHa AN nepBOHaYanbHOW
KOHourypaumm cuntbiBaTenen. YpoBeHb NepBuYHOMN Mactep-kapTbl — 1,
e OOblyHaa — macTep-kapTa, KoTopas npeadHasHadyeHa AN NporpamMMuMpoBaHUA
cuMTbIBaTENEN C LEeNbio NnepeHoca B HUX BHOBb 3aaHHON KOHJUrypauuu;

3. KHonka 3anucaTtb — MO3BONSIET 3anucatb KOHUrypaumio CUCTEMbI U3 KOHTPOSIBHOMO
cunTbiBaTENs Ha MacTep-kapTy. [ocne HaxaTnsi Ha KHOMKY He0BX0ANMO 3annCbiBaEMYyHO
MacTep-kapTy NOAHECTU K KOHTPOSTbHOMY CYMTbIBATENMHO.

lpumeyaHue:

¥ Yucrasa kapta Tuna DESFire moxeT ObITb 3anncaHa B Ka4yecTBe JOMNONHUTENBHOM
mMacTep-kaptbol ansa CKY[L. lNepesanncb macTtep-kapTbl C LEeNbi0 nepesoja ee B
COCTOSIHME MNPOCTOM KapTbl Monb3oBaTens HeBo3MoXxHa! (T.e. kapTa, ogHaxabl
3anncaHHas Kak MacTep-KapTa, MOXET WUCMOoNb30BaTbCA fanee TOSfbKO B 3TOM
KayecTBe.)

19.6. Bknagka "PaboTta ¢ kaptamun"

Moaeknagka PaboTa ¢ KapTaMmu COAEPXUT creayoume AoMNofHUTENbHbIE NOABKNAAKM:

3anMcE KOHGQMMYDELWM B KOHTPONEHEI CHMTEIBEATENE  SAMWCh KOHMQMIYPaLYAM H3 MACTEP-KapTY PaboTa c kapTami

Hanu4ue KapTel B NoNE CHUTBIBATENA:
TN KapThI:

Pazmep UID:

UID:
HazHa4YeHWe KapTel: @

TeryLWMA YPOBEHE MECTEP-KaPTLI:

sL: — @

YTeHue MHE]:IEIFIMEILIHM YreHue MJJ.EHTME]:IMKEITDI:IEI OEEHWMBEIHME

1. Pabo4vasa obnactb Bknagku (Bua obnactu 3aBucuT oT BblIbGpaHHOW NOABKIIAAKN).

2. Noaeknagkn anst pabotsbl ¢ kaptamn MIFARE:
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e YteHue MHdOpMaLMKN — NO3BONSET NPOYECTb U 0TOOPA3UTbL MHEPOPMALIMIO C KapTbl

MIFARE;
e YteHue mgeHTUdukaTopa — No3BONSET NPOYECTb U 0TOOPa3nTb naeHTUdmkaTop 13

3awmueHHon obnactn namsatu kaptel MIFARE;
e Ob6cnyxuBaHue — No3sonseT nponssoanTb obcnyxmnsaHune kapT MIFARE (M3meHATb

KNto4m 1 ypoBeHb 6e3onacHoCcTn, hopMaTmpoBaTth KapThbl).

19.6.1. NoaBknagka "YteHne nHcpopmauun™

MogBknagka YTeHMe mMHpopmMaumMm No3BONSET NPOYECTb U 0TOOpasnTb MHpopMauumto,
KoTopasi OCTynHa Ansa npodteHus ¢ kaptol Mifare.

3anuch KOHbUrYPaLMM B KOHTPONbHE CUMTEIBATENE  38MM0s KoHMMrypaLss Ha MacTep-xapTy  PaboTa cxapTamm

HanuJe KapTel B NoNe CHUTERIBATENA:
Tun KapTbi:
Pazmep UID:

UID:

HasHaueHe KapThi:
TeKywsi YpoSeHs MaCTepKapTel:

= &

Yrerme midoprapm  HTerme naenTuduxaTopa  OScnywumsanue

e Pabouas obnacTtb nogBkragkm otobpaxaeTt creayrLLyo MHGOopMaumIo:

Hanu4yue KapTbl B none cyutbiBaTens — oTobpaxaeT HanMyne unu oTcyTcTeme
KapTbl B MOfie CYMTLIBATENS.

Tun KapTbl — oTOGpaXkaeT TMN KapThbl B NOSie CYUTbIBATENS.

Pa3smep UID — oTtobpaxaeT pasmep naeHTudukatopa nosnib3oBaTenisi, KOTopbii
3anuncaH Ha KapTy.

UID — otobpaxaeT ngeHTUduKaTtop nonb3oBaTesns, KOTOPbIA 3anucaH Ha KapTy;
Ha3HayeHue KapTbl — OTOOpaxkaeT Ha3HavyeHue KapTbl (T.e. — MacTep-kapTa,
npocTas kapTa).

Tekywmn ypoBeHb MacTep-KapTbl — OTOOpaxkaeT TeKylMh ypoBeHb MacTep-
KapTbl (ecnu OGbina npoYMTaHa NpocTas Kapta — oTobpaxaeTtca 3HadeHue 0).

SL - otobpaxaeTt ypoBeHb 6e3onacHoctn ansa kapTt Mifare Plus (ecnu 6bina
npoYnTaHa Kapta gpyroro Tmna — otobpaxaetcs 3HayeHue 0).

e KHorka lNMpouyutatb — NO3BOMISET NpoyYnTaTh MHPOPMALMIO C MOMOLLLI KOHTPOSBHOIO
cunTbiBaTENS.
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19.6.2. NMoaBknaaka "YteHne naeHtucpukaropa”

MopBknagka YrteHme wmpaeHTUdMKaTopa NO3BONSET npodYectb U oTO6pas3nTb
naeHTudmkaTop n3 BHyTpeHHen obnactn namatu kapTtol Mifare:

33NMCh KOHBMrYDaLMK B KOHTDOMbHLE CUMTHIBATEN:E  3aMich KOHDMryDaELIM Ha MACTED-KapTY PaboTa c kapTam4

MaeHTHdMKETOD:

He npoqMTaH

Uretme MHGODMALIM | YTeHue naeHTHivaTOpa ObcnysamBarme

e Pabo4yasa obnacTtb NnogBknagku otobpaxkaeT cnegyoLlyo MHpopMaumio:
— WpeHTndukatop — otobpaxaeTr maeHTUUKaATOpP, CYUTAHHBIA U3 BHYTPEHHEN
obnacTtu namaTu KapTbl.
e KHonka MNMpountatb — N03BONSAET NpoYMTaTh MHPOPMALMIO C MOMOLLLI KOHTPOSbHOIO
cuuTbiBaTENS.

19.6.3. NMoaBknagka "O6cnyxnBaHue"

Moasknagka O6cnyXnBaHMe NO3BoOSISIET Npom3BoaAnTb obcnyxmsaHme kapTt Mifare.

3anNKch KOHDMr YDA B KOHTDONSHEM CHMTEIBATEN: 33t KOHGMryDalys Ha MACTED-KapTy PaboTa c KapTamMi

Onepauna
@

(®) MzMeHUTL KNoum
(C) M3MEHWTE KNIo4M OTNEYaTKoS Nansues (Classic, Plus, DESFire)

(O NoamaTs SL (Plus)

() dopmatnposate (DESFire)

@

UTeHue WHQOpMALIKM  HTeHWe MAEHTUEMKATOPE  Obcnymomasme

1. O6nacte Onepauusa cogepXxuT cnegyowme BO3MOXHOCTM NO 06CNY>KMBAHUIO KapT:

e WN3MeHNTb KNKoumM — No KOMaHae cYMThIBaTemNb OnpeaenseT Hanvyne KapTbl B none
cuuTbIBaTENd, €e TUN, U MEHSIET 3Ha4YeHWe KNoYa CornacHo napameTpam, 3agaHHbIM
B KOHpUrypauumn KOHTPOSbHOIo CYnTbIBaTENs ANS AaHHOro TMna KapT;

e [oaHaTb SL (Plus) — no komaHae cunTbiBaTEmNb ONpeaenseT Hannyve KapTol B None
cuuTbiBaTend, ee Tun (onepauus npegHasHadeHa ana kapt Mifare Plus), u
nogHMMaeT 3HavyeHue SL [0 yka3aHHOro B napamMmeTpax, 3aaHHbIX B KOHUrypaumm
KOHTPOSIbHOMO CYUTbIBATENS;

e ®opmatupoBatb (DESFire Ev1) - no «komaHge OygeT npousBedeHo
dopmaTupoBaHMe KapTbl (onepaumsa npefHasHadyeHa gns npocTtbix kapT Mifare
DESFire Ev1 (He macTep-KapT)) B TOM Clyyae, eCcriv Ha KapTe 3anMcaHoO HECKOSbKO
NPUNOXEHN N HeT cBOBOAHOrO MecTa Ans CO34aHNA HOBOIO NPUIOXKEHUS;

2. KHornka BbINOMHUTbL — NO3BONSAET BbINOMHUTL BbIOpaHHYO onepaumio.

19.7. Anroputm paboTtbl ¢ kKaptamu Mifare

[anee ans npumepa npvBeaeH anroputM gencteum no Hactporke CKY[ ans pabotbl €
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3awuLeHHon obnacTbio NnamaTh kapT nonb3oBaTenen popmata MIFARE Classic 4KB.

[ns Hayana Heob6xoANMMO 3anmncaTb KOHPUIypaLmio B KOHTPOSIbHbIN CYMTbIBaTENb. [na
3TOro:

1.
2.

Mepengute B pasgen AAMUHUCTPpUpoBaHue Ha Bkrnaaky KoHdurypauma Mifare.

Ha Bknagke 3anucb KOH(Urypaumm B KOHTPOJSIbHbLIN CYUTbIBaTeNb C MOMOLLbBIO
packpbiBatoLwieroca MmeHo Tunbl KapT yctaHoBuTe hnaxok HanpoTtme Classic 4KB.

.B none Knwu 3aKkpbiTua OObLIYHOW MacTep-KapTbl OTOOpakaeTca naponb

naeHTUdMKauum KapTbl, KaKk MacTep-kapTbl ANA TeKyLen KOHpUurypaumm cHnTbiBaTenen
PERCo-MR 07 (a10 TO 3HauyeHwue, koTopoe 6bino 3anncaHo B norne Cneayrowmumn Knroy
MacTep-KapTbl Npu npegbiaylien koHgurypauum cuntbiBatenen PERCo-MRO7). Mpwu
CO3JaHuM NepBUYHOM MacTep-KkapTbl (4na KOHUrypauumn cHntbiBaTenen, noctaBneHHbIX
C 3aBOa-N3roToBUTENS) AAHHOE Mosie 3anoSfIHEHO HYNSAMU (HE 3anOSfIHEHO).

. B none Cneayowun knoy mactep-kapTbl C MOMOLLbIO KHOMKK “# CreHepupynTe HOBbIV

KN4 3aKpbITUS MacTep-KapTbl, KOTOpbIN ByaeT ncnonb3oBaTbCA B KOHUrypaumm kak
naposnb naeHTuduKaLmm ons cnegyoLwen mactep-kapTol (MacTep-kapTbl, KOTOpon byaeT
OCYLLEeCTBNATLCA NepekoHUrypauna cuntoiBaTenen B cnegyowmi pas). JaHHbln koY
3anoMvHaeTcs B cuUcTeMe W nNpu crnegyrwen nepekoHpurypaumm KOHTPOSbHOMO
cunTbIBaTENs aBTOMAaTMYECKU nponuweTtca B none Knwoy 3akpblTua obbIMHOM MacTep-
KapThbl.

i BHumaHue!

“55 [NaHHbil  napofib  COXpaHsieTcss B CUCTEMe  TOMbKO A0 CriedyioLyei

5.

I'IepeKOHCbVIpraLI,VIVI, nocrne 4ero M3 namAatTum CUCTeMbl yOandeTcs n
BOCCTAHOBJIEHUIO HE NMOONEXUT.

Ha Bknagke Classic onpegenute napameTpbl KapTbl — agpec Mecta B NamsTu KapTbl,
Kyga OygeTt 3anucbiBaTbCs MaeHTUdMKaTop nonb3osartens ID, n naponu goctyna kK Hemy
(T.e. 3apanTe KOH(Urypauuio kapT nons3osartens) B none 4KB (none npegHasHayeHo
ansa pabotbl ¢ kaptamu MIFARE Classic 4KB):

e Onpegennte Homep cektopa. OH npeacrtaBngeT cobon 4acTb NamsTM KapTbl, B
koTopyto ByaeT 3anucaH ngeHTudukaTop, 1 U3 KoTopom oH byaeT

e CcuuTbiBaTbCA Npu B3aumogencTsum nosnb3oBatens co CKY[. Homep cekrtopa
BblOMpaeTcst NPON3BOSBHO.

e Onpegennte Homep 6noka. OH npencraBnseT cobon 4YacTb CEeKTopa NamsaTu, B
KOTopylo OyaeT 3anucaH ngeHTugukaTop, U ¢ KOTOPOM OH ByaeT cunTbiBaTLCA NpwU
B3anmogenctemm nonb3oBatens co CKY[. Homep 6noka Bbibupaetcs
NPOU3BOSILHO.

e B none Crapble napameTpbl oTOOpaxalTca napameTpbl Tun Knwuva
ayTteHTUdMKaumm n Knwou ayteHTUdMKauum, kotopble Obinn 3anucaHbl npu
npeablayllen KoHgurypauum B none Tekywue napameTpbl U B AaHHbIA MOMEHT
(T.e. OO nepeKkoHdUrypaumm cuuTbiBaTenen M KapT nonb3oBaTenen) SBrsTCA
pencrteytowmmn B CKY[.

e B none Tekywue napameTpbl onpegenute napamMetpbl Tun  Knro4a
ayteHTUduMKauum n Knroy ayreHtudmkaumm, kotopble byayT 3anmcaHbl Ha KapThbl
B JaHHbI MOMEHT, 1 6yayT aBnaTbca aencteyrowmmn B CKY[.
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lpumeyaHue:

BaxxHO, 4TOObI 3HayeHus napameTpoB Tun Knwo4va ayteHTudpmkaumm n Knroy
ayteHTudukaumm B norne Crapble napameTpbl coBMaganu C TUMNOM Kroya
ayTeHTUdUKauMm 1 KIio4YoM ayTeHTUMKaLmmM, KoTopble 3anvcaHbl Ha MpocTble
KapTbl MONb3oBaTenein B JaHHbI MOMEHT, MHAYe nepesanucaTtb B HUX HOBbIE KITHUN
(T.e. nepenTn Ha paboTy C HOBOW KOHUIypaumen cuctemMol) byaet HeBO3MOXHO. B
crniyyae, ecnu npoctas KapTa nonb3oBaTend paHee He ucnonb3oBanacb, TO
3Ha4vyeHusa napameTpos B ob6nacty Ctapble napamMeTpbl HE BAUSIOT HA 3anuUCh.

6. HaxkmuTe kHornky 3anucaTb 415 3anMcu KoHUrypauum B KOHTPOSbHbIW CYUTBIBATENb.

7. Janee HeobxooMmo 3anucatb KOHQUIypauur M3 KOHTPOSIbHOrO CuYMTbiBaTend Ha
MacTep-kapTty. [nsa atoro:
e Ha Bknagke 3anucb KOH(pUrypaLmm Ha MacTep-KapTy YKaxXnte TUnN KapTbl:
— [epBuYHaa — macTep-kapTa, KoTopas npegHasHadeHa Ans rnepBoHaYaribHOro
NporpaMMMpOBaHNS CUYMTbIBaTENen, NOCTaBMIEHHbIX C 3aBOAA-U3rOTOBUTENS.
YpoBeHb NepBUYHON MacTep-kapTbl — 1.

— OObl4HasAs — wMacTep-kapTa, KoTopas npedHasHayeHa AOns HOBOrO
nepenporpaMMmMpoBaHna CcyYUTbIBaTENEen C Uenbil nepeHoca B HUX HOBOW
KOH(purypaumn.

e [lpunoxute macTep-kapTy K KOHTPOSIbHOMY CYMTbIBATEN0 M HaXMUTE KHOMKY
3anucartb AN 3anMcy B Hee KoHdurypawumu.

lpumeyaHue:

B kauyectBe mactep-kaptel B CKY[Ll PERCo0-S-20 ucnonb3yeTcss macTtep-kapTta
DESFire. Yncras (1.e. 6e3 3anvcen B 3awwmweHHon obnactun) kapta tuna DESFire
Takke MOXeT OblTb 3anMcaHa B KayecTBe OOMOMHUTENbHOW MacTep-kapTbl An4
CKY[l. MNMepesanucb mMacTep-kapTbl C LENb0 NepeBoda ee B COCTOSIHME KapTbl
nosfib3oBaTenst UM YUCTOM KapTbl HeBO3MOXHa! (T.e. KapTa, ogHaXabl 3anMcaHHas
Kak MacTep-kapTa, MOXET UCMOMb30BaTbCs Aariee TONbKO B 3TOM KavyecTBe.).

8. C nomoulblo 3anucaHHoW MacTep-kapTbl HeobxoaMMo 3anporpammupoBaTh Bce
cumTbiBaTENW. [INs 9TOro 4OCTATOYHO ABa pasa B TeyeHue 10 cek. nogHecTn macTep-
KapTy K NnepenporpaMMnMpyeMomMy CYUTLIBATENo — HOBasi KOHUrypauusi aBTOMaTUYeCKu
3anuvuieTcs B NaMsTb CYUTLIBATENS.

Tenepp Bawa CKY[ rotoBa pabotatb C HOBbIMM napameTtpamu. Octanocb
nepenporpaMmMmpoBaTth NPOCTbIE KapTbl NOfNb3oBaTeNeNn.

e Ecnu npocTble kapTbl NOnNb3oBaTeENEN, KOTOPbIE HEOOXOAMMO NepenporpaMMmpoBaTh,
ncnonb3oBanncb B CUCTEME paHee, TO HeobxoaMmo nepenTn Ha Bknagky Paborta ¢
kaptamm > O6cnyxumBaHue. [anee Bbibepute B none Onepauua napameTp
U3meHuTb Knrouun. [logHecuTe NpPOCTYyHO KapTy MNONb3oBaTenst K KOHTPOSNbHOMY
CUNTbIBATEMO M HaXmuTe KHOMKy BbInonHMTb. Ha npocTyio kapTy nonb3oBaTtens
3anuweTcsa HoBasi KOHdUrypaums.

e Ecnu npocTble kapTbl Nonb3oBaTeNen, KOTopble HEOBX0AMMO NepenporpaMMmMpoBaThb,
He MCNonb30BanuCcb paHee, ToO HE0BXO0ANMO NX NEPCOHNPUUMPOBATD, T.€. — BblAaTb UM
NOeHTUdUKaToOp M 3aKpenuTb 3a nonb3oBaTterieM. ATO MOXHO caenatb B pasgerne
HocTyn > [loctyn coTpyaHukoB ([locTyn noceTutenemn) c NOMoLLb KHONKN BblaaTb
KapTy Ha Bkragke CotpyaHukm (Mocetutenu).

Mpn HeobXxoaMMOCTM U3MEHEHUS KOHUIypaumMm HeoOX0aMMO MOBTOPUTL BCe AENCTBUS,
HauMHas ¢ n.1, Npn 3TOM YYnUTbIBas, YTO:

— Ecnm B Tekywyw koHdurypaumiwo CKY[ pob6aBnsiTcsa HOBble TWMbl  KapT

93



Cuctema PERCo-S-20 «LLkona»

nonb3oBaTenen, To paHee BblgaHHble KapThl OyayT paboTaTb.

Ecnu B KOHMrypaumm nameHsaTca kakne-nmbo napameTpbl ANs yXKe BblOAHHbIX KapT
nonb3oBaTenen (Homepa CTpaHWUL/CeKTOPOB/GOKOB, TUMNbI U/UMN 3HAYEHUSA KIoYewn,
ypoBHM 6GesonacHoctn SL), TO paHee BbligaHHble KapTbl Mofb3oBaTenen He OyayT
paboTaTb U X HEOBXO0OUMO nNepenporpammMmpoBaTh C y4ETOM HOBOW KOHpUrypauuu.
OcobeHHoCcTK paboTbl C MacTep-kapTaMn M pPeKOMEeHZauMn Mo naponsaM Ans HUX
npvBedeHbl B PYKOBOACTBE MO 3KCMfyaTauMum Ha KOHTPOSbHbIA CYMTbIBATENb
PERCo-MRO08.
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Call-ueHTp: 8-800-333-52-53 (6ecnnaTtHo)
Ten.: (812) 247-04-57

[MouToBbLIN agpec:
194021, Poccus, CankT-lNeTepbypr,
[MonuntexHuyeckas ynuua, gom 4, kopnyc 2

TexHuyeckas nogaepxka:
Call-ueHTp: 8-800-775-37-05 (6ecnnaTHO)
Ten.: (812) 247-04-55

system@perco.ru - Nno Bonpocam o6CcnyXnBaHUS 3NEKTPOHUKM
cucteM 6e3onacHocTh

turnstile@perco.ru - Nno Bornpocam o6Cny>xMBaHUs TYPHUKETOB U
orpaxgeHum

locks@perco.ru - No Bornpocam o6Cny>KMBaHns 3amMKOB

soft@perco.ru - No BoONpocam TEXHUYECKOM NOAAEPKKN
nporpamMmHoOro obecne4vyeHus

WWW.perco.ru

Kop. 23.10.2023
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